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TSL Scheme Information

TSL1d

TSLTag

TSL Version Identifier

TSL Sequence Number

TSL Type

Scheme Operator Name
Name [en]
Name [fr]
Name [fr]
Name [de]

PostalAddress
Street Address [en]
Locality [en]
Postal Code [en]
Country Name [en]

PostalAddress
Street Address [fr]
Locality [fr]
Postal Code [fr]
Country Name [fr]

PostalAddress
Street Address [de]
Locality [de]
Postal Code [de]

TrustServiceStatusList-1

http://uri.etsi.org/19612/TSL Tag

54

http://uri.etsi.org/TrstSve/TrustedList/TSL Type/EUgeneric

ILNAS

ILNAS

Institut Luxembourgeois de la Normalisation, de I'’Accréditation, de la Sécurité et qualité des

produits et services

ILNAS

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367

LU

1, Avenue du Swing

Belvaux

L-4367
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Country Name [de]
ElectronicAddress

URI [en]

URI [fr]

URI [de]

URI [fr]

URI [en]
Scheme Name

Name [en]
Scheme Information URI

URI [en]

URI [fr]

URI [de]
Status Determination Approach
Scheme Type Community Rules

URI [en]

URI [en]
Scheme Territory
Policy Or Legal Notice

TSL Legal Notice [en]

Historical Information Period

LU

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

mailto:confiance-numerique@ilnas.etat.lu

https://portail-qualite.public.lu/fi/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

LU:Trusted list including information related to the qualitied trust service providers which are
supervised by the issuing Member State, together with information related to the qualified trust
services provided by them, in accordance with the relevant provisions laid down in Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identitication and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC.

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
contiance/scheme-information-fr/index.html

https://portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-confiance/liste-
confiance/scheme-information-de/index.html

http://uri.etsi.org/TrstSve/TrustedList/StatusDetn/EUappropriate

LU

http://uri.etsi.org/TrstSve/TrustedList/schemerules/EUcommon

http://uri.etsi.org/TrstSve/TrustedList/schemerules/LU

The applicable legal framework for the present trusted list is Regulation (EU) No 910/2014 of
the European Parliament and of the Council of 23 July 2014 on electronic identification and

trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC.

65535
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Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location

EU TSL digital identities

https://ec.europa.eu/tools/lotl/eu-lotl. xml

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

231199879490522356566716403815664415819903446597

----- BEGIN CERTIFICATE--
MIIBDCCI IUKH9¢dKE3vD: rR(‘mH 1( sppm6rkL wDOYJK QENBQAWXZELMAKG
Al MCUFQxKjAoBgNVBAoMIURpZ2I0Y 7InaXRhbDEKMCIG

UEBh| Z2)

AIUEAwwbREIHSVRBTFNJR04gU VVBTHIGSUVEIENBIEe MBAXDTIMDIyMiE MYy OVOXDTIZMDly
MTEIMzYyOVowggFWMQswCQYDVQQGEwWJHUJEIMDsGA | UECww0Q2VydGimaWNhdGUgUHJvZmIsZSAt
IFF1Y WxpZmlIZCBDZXJ0aWZpY 2FOZSAtIE1IbWJlcjEiMCEGA 1UEY QwaTE VIWEctMjUOOTAwWkKSZ
QTFGTFVROVUzOTMxHDAaBgNVBAoMEOVVUK9QRUFOIENPTU1JUINITO4xK TAnBgNVBASMIE VudGlo
bGVIZWS0ICOgRUMgUIRBVFVUT1JZIFNUQUZGMTEwLwYJKoZIhveNAQkBFiJpb2FubmEua2Fsb2dl
cm9wb3Vsb3’ VAZWMHZXVbeEhLm VIMRcwFQYDVQQEDASLQUXPROVSTIBPVUxPVTEPMAOGA 1UEKgwG
SU9BTKSBMROwGwYDVQOLDBRSZW IvdGVRUONETWFuY WdlbWVudDEeMBwGA 1UEAwwVSUIBTKSBIEB
TE9HRVJPUE9VTE9VMIIBIJANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAnID;3MSrgRjPJ4E7
hP7£2nP47K9P3KIWa9HBd7 7uD0bOvO/U4d5GBIx6ildYnX0plhjlug+fMatM1BIvGAgPFq7NiW Y}
dz1t5Jcdx3iWraoSEIkzNP/a+3s/wPfHmvOitmgnBBAVOurgz7tT7WX IpUrATL3 Vxbr YSETxD2Qg
frBalpwqSYeho+U2FmVVIUULwOrAQVbFqUEqgINb8SGMXN12sXPveO7GIX YbiOWCISdej1JVAr69
RuyDDrl7fCr4Q6yzX WpOWF7Vi2z253hhqnPPI21qV thaHGq6mBu6wRqOK Oct+zp4ZQEEC246NYIO
JA0C/tcj8zewodzBIRIwIQIDAQABOAICYTCCATkwDAYDVROTAQH/BAIWADA{BgNVHSMEGDA WgBRz
SIFAHBQEfJoSt/ovzVxnlxjpFDCBhg YIKwYBBQUHAQEEejB4MEY GCCsGAQUFBzA ChjpodHRwczov
L3FjYS1nMS5kaWdpdGFsc2InbiSwdCIESUAIVEFMUOIHTIFVQUxJRkIFRENBRzEucDdiMC4GCCsG
AQUFBzABhiJodHRwezovL3FjY S InMS3kaWdpdGFsc2lnbiswdC9vY3NwMC0GA 1 UdEQQmMCSBImly
YW5uYS5rY WxvZ2Vyb3BvdWxvdUBIYy5IdXJvcGEuZXUwXwYDVR0gBFgw VjA. ZBg\ngFFAYHH/ADB
ATAOMCYGCCsGAQUFBwIBFhpodHRwczovL3BraSska wdpdol “sc2InbiswdDAQBg4rBeEEA YHHFAQC
AQEBBDAJBgcEAIvsQAECMBOGA 1UdIQQWMBQGCCsGAQUFBwMCBggrBgEFBQcDBDBLBgNVHRSERDBC
MECgPgA8hjpodHR wczovL3FjYS InMS5kaWdpdGFsc2InbiswdC9ESUAJVEFMUOIHTIFVQUXJRKIF
RENBRzEuY3JsMBOGA 1UdDgQWBBRKfGQMVVIxBJmVo0L3Zjs2nTpaRjAOBgNVHQSBASEBAMCBKA)
2AMGCCSGAQUEBWEDBIHGMIHDMAZGBEQAK YBATAIBEY EALSGAQOWE WY GBACOREGMAKGBWOAIKYB
BgEwagYGBACOREEFMGAwLhY0aHROcHM6Ly9x Y 2EtZzEuZGlnaXRhbHNpZ24ucHQvUER TX3B0LnBk
ZhMCcHQwWLhY 9xY2EtZzEuZGInaXRhbHI 24ucHQVUER TX2VuLnBkZhMCZW4wFQY1
KwYBBQUHCwIwCQYHBACL 7EKBATA VBggrBgEFBQCLAJAIBgcEATvsSQECMAOGCSqGSIb3DQEBDQUA
44lFAOBIvXMZ+mTPDHZ(‘A 7BLOT M4S/ Ir(]meuKwaSxLRthBanB 990anj:x0Ml4 TTgZFF6pT4H
693XFYDvbrm/SUNkVKnSov
AW OB Wb OW A RITOV Ee/]PTsncBBKIXLpnnO YrPM3guEay VRKNAYd9dsaVIKu
6bnw+yVjaBAvX9Mspudb5leUHA+IRR 5kgSm+RjAJfymGigy9/heE/MAX+ANLStb4PqC3XEGIP/XM
4ZUS97CeL5r+OwNnN+6yToYQh3LoQrUvkvj2uNLoWX 15WMt37KR VgiAdOk VFFIsQRvTIM9OYBI/4
Rmelg3TD400TBlqzjoMnL GDSd3nhtKsfb29g W 7Pj9IGZLI40blzeBZwQZKKSUSLAh3SmzIUI2UGY
C1FHbyNKLn9L6bVnOF70delRiNmby9TiKwi8gwZUACS5bxOv/5dfswUFN1kQ2LTIRMM+8G/11Del
CAuN4H2W+0hAvkBy2KIAzexa6nCOilHzu 1 BikfV7x4q0j YoFAXI+tKe8JtluJIFR+gWb7T3ymRFG
SZMDosbXIRvmvrks KRqhis/6Y mCDpr4iDTxQEGOVC2AXULINGY 1i28mdSisoH3GHgaPeK YaNsO

MIN7tg=—

SHAS512withRSA

DIGITALSIGN QUALIFIED CA GI

DigitalSign Certiticadora Digital

PT

IOANNA KALOGEROPOULOU

RemoteQSCDManagement

IOANNA

KALOGEROPOULOU

ioanna.kalogeropoulou@ec.curopa.cu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION
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Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint;

EU TSL digital identities

Version:

Serial Number:

LEIXG-254900ZNYA IFLUQ9U393

Certificate Profile - Qualified Certiticate - Member

GR

Wed Feb 22 16:36:29 CET 2023

Sat Feb 21 16:36:29 CET 2026

30:82:01:22:30:0D:06:09:2A:86:48:86:F 7v01)v01.01.0/v05.00.03 82:01:0F:00:30:82:01:0A:02:82:01:01:00:9C:80:E3:DC:C4:AB:81: 18(1 :8F:81:3B:84:FE: Dl L)A 73:F8:EC:AF:4F:DC:A2:16:6B:D1:C1’ 77HL EE:OF: 46 CE:
,D4,196F 18:08:0F:16:AE: (‘ :F
OF:64:20:7E:B0:5A:22

IE:58:5E:Ds: Al 6( F6:4B:78:61:AA: 73 CF:97:6D:6A: 3518 iA IC6A HA 98 /uuA :CLTASE: 7[!47

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-gl.digitalsign.pt/ocsp

10anna.kalogeropoulou@ec.europa.cu

Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG] .crl

64:7C:64:0C:55:59:71:04:99:95:A3:42:F7:66:3B:36:9D:3A:5A:46

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

nonRepudiation

SHA-256

87:90:5C:2C:90:51:CE:2D:45:DD:BE:38:22:83:8F:A7:05:BF:3A:3A:60:73:64:93:3B:8D:1F:7A:70:
15:53:DE

TSL Scheme Operator certificate fields details

60213747836971875367469109022676830970210644486
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer 2.5.4.97:

Issuer C:

Subject CN:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

Certificate Policies

Extended Key Usage

----BEGIN CERTIFICATE-----

MIIHQTCCBSmgAwIBAgIUCowT7Q980PLpal FOFnUX3eobcg YwDQYJKoZIhveNAQELBQAwczELMAKG
AIUEBRMCQLUXGTAXBENYBGEMEESUUGFLTAMze2OTezM ToxIDACBeNVBAOMF F1b1ZhZGlalF Ry
dXNObGluayBCVKIBMScwJQYDVQQDDBSRAW9WYWRpeyBCZ WxnaX VilElze3VpbmcgQOEgRzIwHheN
MEwMTIXMDg0ODIzWheNMjQwMTIxMDg UDAWVV/(_BUZELM/U([:A 1UEBhMCQkUxPzA9BgNVBASMNKRH
1GZveiBDb211dWSpY2F0aW9ucyBOZXR3b3IrcywgQ29udGVudCBhbmQg VG VjaGvbGone TEZMBeG
AIUEYQwQTIRSQKUMDKOOTMAMzMOMJFKMEZGA 1 UECexBQOINTUITUDIPTIBERSBMI1VOSUIOIEVV
Uk9QRUVOTkUgLSBDTOINSVNTSUUg VKFOIERFIEVVUK9QR VNFIFVOSUUXHDAaBgNVBAMMEQV Iem9w
ZWFulENvDW Ipe3Npb24wegEiMAOGCSqGSIb3DQEBAQUAAIBDWA wggEKAolBAQDID1bnPz0vyl0g
xHYe/UEysox]| TW,va T2SiX8T0OR 36y vl YE747COAZINUXKAOPSFidMZx)9y OoMwgR1 bl
)2+uDce+BYGXL 740WngJTe+GT6S]YQMyeXvyffl]
U4pC+QL5310chI"7-iO5EJzHAtLDpSHlLebraﬁ WAQA9+Ps3BT/OIHQZ IngnyMfBniCBG6/Cj2m
IM44vIdCKRDAGno7MT3Ix TywolcEASLupbdu9sudHsJ T4iOubSQshI3bjHgP7n7q+OsNSRX5X/b

mIG033j’ 7Yn~Dm(_KwE4sK:ZHAgMBAA()7gg!qul(_ZjAfBgNVHSME(;DA WeBSHybwxIxJ6cTt+wDIF
UbQBJZVRqzB3BggrBgEFBQcBAQRIMGkwOA YIKwYBBQUHMAKGL GhOdHAGLy90cnVzdC5xdW92Y WRp
C20b2IRDCS]b20ve r.XZ:ZWNhZquY?JaM(‘OGCC»GAOUFBzABmFodHR wOiSvdXcub2NzeC5xdW92

YW hbC5jb20wWg Y D! b5YAYMQMDYwNA YlKWYBBQUHAgEWK[:hﬂ
JHAGLy93d3eucX VedmFRaXNIBGITY WY R s COYHBACL 7EABAZApB;
1jAgBggrBgEFBQeDAgYIKwYBBQUHAWQGCisGAQQBgicKAwwwgYsGCCsGAQUFB DSl Vngr
BgEFBQcLAAJBgcEAIvsSQECMAgGBgQAjkYBATAIBgYEAISGAQQWEWYGBACORZEGMAKGBWQAKYB
BelwOWYGBACORSEFMDEWLx Y paHROSHMLy93d3cteX VydnkaXNbGOY WY S AcGIaXRY
cnkTAmVuMDsGA [UdHwQOMDIWMK AuoCyGKmhOdHAGLy9jcmwucX VvdmFkaXNnbG9iY Wwu Y 29tL3F2
YmVjYWeyLmNybDAdBgN VHQA4EF gOUSAKIPWYZV/tﬂ L’75EH1L1ERJD[DXngYDVR()PAQH/BAQDAgbA
MBMGCiqGSIb3LwEBCQIEBTADAZEBMDOGCiqG

dmFkaXNnbG9iY Wwu y79:1.211MAoGCSqun;moEBCWUAMICAQCWL VCxzkKy/s+SkRvxCPVTIEX]
WKNGsthCO+PXsh1UgWMdJICpe330zL 1 GegNMSL9f3Hw6gqjX V-+migtTmviP1 ZvXCagv2LRLeyxSYA
JIVjw YkamddvdS80r860yfA00[sl UnaPeDIClb6rBK wage Ly Xotk 7XvPY QoOHTPS TpCalpiii

NEpGeW. TSBST+o 7d/EmlOgUZzXsI24NVApFAmy
cZFlkEv YOqw8 YVE vDVZhluVL‘(;J wmkMEF/S’ Y4X'kvpu +Ph 7JOdeVV[IlozzAF VppkIIrSM2Sxw2QXF
QZWwah210HiVY0AX4VKQbRIQNYmFW VizixPONWic3PIMz3/Tvi DQZbEfoonVYXZP:mKZaQ/(J e
H2bJcetySI8YdR I69ausyNKsPuILaRal K QVGHYSIESGQmszDnQHIGrbsd306gOF 1/
I2YkG6J/uTnYiiibeDoHK6wBo3BICIQ2X7/1ab3971k1wSCwe39w4x3Xw72HL9E3czI lp

xt5jSJ7HL 7BRAMD34ysiQ4gOVSh6NU4z+QQ3 WAsZTQkFqHGHK ZK(2d TrC] JhEthLmz Siner
/SFODBAXRi9IHBCBUVSiIDm90bxjHjKuvj893WLEFW3WPkWIRw—

SHA256withRSA

QuoVadis Belgium Issuing CA G2

QuoVadis Trustlink BVBA

NTRBE-0537698318

BE

European Commission

COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE

NTRBE-0949383342

DG for Communications Networks, Content and Technology

BE

Thu Jan 21 09:48:23 CET 2021

Sun Jan 21 09:58:00 CET 2024

SATAS 2A4:A3:61:0:
7:E3:06:7B:42:04:6E:BF:0A:3D:A6:B4:CE:38:BE:57:42:
:E5:7F:DB:98:81:B4:DF:78:FB:62:7F:83:7F:00:8A:CO:4E: I E:

87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com

Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

id _kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12
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QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

CRL Distribution Points http://crl.quovadisglobal.com/qvbecag?2.crl

Subject Key Identifier 4A:22:89:3F:0C:59:BE-58:B9:D5:4E:F9:11:F8:5D:11:1A:C3:7F-DF

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 91:27:BC:BD:E1:58:6E:02:DB:9D:71:49:88:13:9E:A2:80:5F:21:DC:08:83:48:A7:E4:FE:62:69:89:5
1:38:BD

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932559404339035760224263512027

X509 Certificate @ BEGIN CERTIFICATE-~--
l1G72CCBI IQEAAAAAAANUXHXttK9Ty2zANBgkqhkiG9wOBAQsFADBKMQswCQYDVQQG
Eul(‘RTERMA8GAIbEBrMIQn DAaBzNVBAoT] 92dCBOLIYuL IMuQS4xEzAR

BeNVBAMTCKNpdG16ZW4gQ0ExDzANBgNVBAUTBjIwMTgwMzAcFw0xODA2MDEyMjAOMTIaFw0yODA 1
MzAyMzUSNTIaMHAXCzAJBgNVBAY TAKIEMSMwIQYDVQQDExpQYXRyaWNIIEtyZW 1 lciAoU2lnbmF0
dXJIKTEPMAOGA IUEBBMGS 31IbWVyMRUwEwWYDVQQqEwWxQY XRya WNrlEpl Y WAXFDASBgNVBAUT Czcy
MDIwMzISOTewMIIBANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCeKCAQEAr727VriDY4as3RALPOg7
uPHSinHzaVMOWFb/SYOW-+9IVMHz/VSdJAze TKvhLGSS4PK6Kd2E +h18FIRonp70Gv2+ijtkPk72Q
KfezOycuAbLXiNx2S 7feSGGILGlafDJgBeTQuQm1aDVLDQ653mqRStAO+gEfovsdzRESLIMKYXAU
S MWocEaGplheNVAFSIPSKyEeSLyLIFAXHWEiaMyqGK X GseaTendbg Tooeu W2PAIEreDTNG
WGBDFXwzmnGFPMRez3ONK/jIKhhaS TyIDSfUMX30Dt0dU3jvJEK PIfUJixBPehxMIMwWx TiFb
Nw(‘K7t/8qT2:lS4VQIDAOABUAIQZ(‘(‘AmewYD /ROBBgwFoAU2TQhPipCIW3hu7++R0z4Aq3
L1QwewYIKwYBBQUHAQEEZzBIMDKGCCsGAQUFBZAChilodHRwOi8vY2VydHMuZ WIKLmJIbGdpd Wou
YmUvY210aXplbjlwMTgwMys3jcnQwKA YIKwYBBQUHMAGGHGhOAHAGLy9VYINwLmVpZCSiZWxnaXVt
LmJILzlwggEjBgNVHSAEggEaMIIBFICCAQcGB2A4DAEBAgEwgfswLA YIKwYBBQUHAGEWIGhOdHAG
Ly9yZXBve2l0b3J5LmVpZC5iZWxnaX VILmJIMIHK BQCCAJCBvQyBukdlYnl1aWsgb25k
ZXJ3b3IwZWAgY WFulGFhbnNwemF: .zw;(pammzwmzmm 'ya2luZ2VuL CB6aWUgQIBTICOZVXNh
Z2Uge291bWIzIMOgIGRIcyBsaW IpdGF XNwb257Y WIpbGlow6ksIHZvaXgQ1BT
1C0gVmVyd2VuZHVa ZyBIhancmpoWd{!ththRlbmd/YmV/YZhyw{SRuz3VuZZVuL(“BnZW3DpHN/
IENQUZ A BacEAIVSOAECMDKGA | UdHwOyMDAWL AsoCqGK GHOAHAGLy9jermwuz WIKL mIibGapd W 0u
YmUvZWIkYzlw MTgwMv5]cmwwDgYDVROPAQII/BAQDAgZAMBMGAlUdIOOMMA GCCSGAQUFBwMEMGWG
CCsGAQUFBWEDBGAwWXAIBgYEAISGAQEWCA YGBACORZEEMDMGBgQAjK YBBTApMCcWIWhOAHBZOiSy
emVwb3NpdG9yeS5laWQuYmVsZ211bS5iZRMCZWawEwYGBACORgEGMAKGBWQAjkYBBgEWDQYIKoZI
hveNAQELBQADggIBACBY+OLhM7BryzX WkIDUROUK I +cDVboPg *INIEtIIA Eox Vay9zuXUWLcodts
M3WDeWFDxyhatLedku2GurSJ1680/knDwLLyoJE 1:2Db9VrdG+tS T+ TmIHAX3yN Wjn/9dsj
iGQQuTJeceS6rizbGdUgiFTSmGMmAzy4l/wKy6XiDKiZTScFeOTevsl+/vxiLiDnghOwTztV.Zh
mWExelHG9ypgMFYmlucHQOSFZreSmv3c 7D+ Vhq V/s Y 9xL ERKFfk416B5qRPyglmXqGzNS WiDISd
YeUF4XoZLXJBEP7/36r4mInPINWQ+¢1 ORjesuDAZStD/yhMVRADVGISEScipTYv1wOmVB2IQrWnE
tyeZli60HXfozo8uOckBngWyDekuizZs Y RIVNIwhCu7RSOq4zN8gkaclOfejuSNtB2J9A +cIL
QeubAcdPauWmbxt]VI3HAGPFptsR8zXo+1/n5m2PIQPZ3myDkzIdNTGLG+ukhN7IF2CCeagt/WoV/
ZLq3qKC35WVeqeoSMEE/XeSrf3/mlJ10yFQm-+sth TeeOFDXuUgI3ES6bR/fSUr/bapwXp WpFxGI
PpXLGalXbzQGSTtyNEYrdENIh71130¢Ydw3xmzU2B3tbaWREOX2xjy W2tlv+vvHG6sIoR 1 QkIkG
MFfzsT7WSUGILety

Signature algorithm: SHA256withRSA

Issuer SERIAL NUMBER: 201803

Issuer CN: Citizen CA

Issuer O: Certipost N.V./S.A.

Issuer L: Brussels

Issuer C: BE
Subject SERIAL NUMBER: 72020329970

Subject GIVEN NAME: Patrick Jean

Subject SURNAME: Kremer

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 7



Subject CN:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

Certificate Policies

CRL Distribution Points

Extended Key Usage

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

Patrick Kremer (Signature)

BE

Sat Jun 02 00:04:19 CEST 2018

Wed May 31 01:59:59 CEST 2028

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AF:B8:3B:56:B8:83:63:86:AC:DD: 1 E:0B:3C:E8:3B:B8:F1:F9:8A:71:F3:69:53:0E:C0:56:FF:F 1:83:96:FB:D2:15:30:7
C:FF:57:97:49:03:37:93:2A:F8: E:4E:8A:77: A:27:A7:BD:06:BF:6F:A2:8E:D9:0F:93:B6:50:91 2E:01:B2:D7:88:DC:76:4B: 1:BD:2C:62:5; 60:06:04:D0:BY:
09:B5:68:35:4B:0D:0E:B9:DE( :0E:FA:01:F:E: 73:24:61:70:14:AB:E4:BF:5A:87:04:68:6A:4; B:A9:17:1

:11:12:2F:73; 8:85 :00:5D:E2:3D:29:2F: 11:ED:CB: :C5:FF:15:C7:58:5E:1A:32:FA:86:21
C:CEAC:06:04:31:57:C3:39:A7:18:53:CC:45:EC:F7:38:D9:3F:8C:82:A 1:85:AF:13:CA:50:D2: 7C:8F:CC:5F73:83:B7:47:54:DE:3B:C9:10:A3:C8:7D:42:6

:F6:8B:54:B8:55:02:03:01:00:01

ACT9AAD:C :DB: 8:F0:22:12:BF:9E.
2:C4:13:DE:87:13:09:33:05:B1:4E:31:5B:36:EF:C2:2B:BB:49:F2:

D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

http://certs.eid.belgium. be/citizen201803.crt

http://ocsp.eid.belgium.be/2

Policy OID: 2.16.56.12.1.1.2.1
CPS pointer: http://repository.eid.belgium.be

CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis a des
limitations de responsabilité, voir CPS - Verwendung unterliegt Haftungsbeschrdnkungen, gemaéss
CPS]

Policy OID: 0.4.0.194112.1.2

http://crl.eid.belgium.be/eidc201803.crl

id kp emailProtection

id_etsi_gcs_QcCompliance

id_etsi_gcs_QcSSCD

nonRepudiation

SHA-256

D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:78:C0:B2:9D:E
5:4F:84:74

TSL Scheme Operator certificate fields details

Version:

Serial Number:

620818890745556847869731431413617216995310914687
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X509 Certificate

Signature algorithm:

Issuer CN

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

-----BEGIN CERTIFICATI

MITHIDCCBdygA wIBAgIL/bL57W2NNkzmmb+sNTEfKSmL THSWDQYIKZINveNAQENBQAWXZELMAKG
AIUEBIMCUFOXKjABENVBAOMIURpZ2I Y RhbDEKMCIG
A1UEAwwbREIHSVRBTFNIR 04gUVVHTF!GSUVFIFNBIFr.xMR4XDTI7.MDOyMTF/‘ka(]MluXDTIZMDOy
MDEINTkUMluwggFPMQm CQYDVQQGEWICRTEIMDSGA1UECww0Q2VydGlmaWNhdGUgUHIvZmlsZSAt
IFFIYWxpZmllZCBDZXJ0aW ZpY 2FOZSAUE11b WJIciEiIMCEGA 1UEY QwaTE VIWECtMjUOOTAWWKSZ
QTFGTFVROVUzOTMxHDAaBgNVBAoMEOVVUKIQRUFOIENPTUIIUINITO4xK TAnBgNVBASMIE VudGlo
BGVIZWS0ICOzRUMgUIRBVFVUTIIZIFNUQUZGMSgwJgYIKoZIhveNAQKBFhlqZXJvZ WucmF0aGVA
ZWMuZX Vyb3BhLmVIMQSWDQYDVQQEDAZSQVRIwdkxGDAWBgNVBCoMDOpFUKIFTiBBUKSPTEQeTDE
MBSGA 1UECwwUUmVitb3RIUVNDRE [hbmFnZ W1 IbnQxHzAdBgNVBAMMFkpFUK9F TiBBUKSPTEQSTCBS
QVRIwdkwggEIMAOGCSGSIDIDQEBAQUAALIBDWAWggEK AOIBAQDECIH93DS1ZqWCHwdiD+ ILG
/e+XYcHQINXCLOKC VEo*sR19z55sX 2w QxIWpL
24rVOAuOhHhupwAKOS2bP+yISUSGAr+2+NzYUMwNCDMOnvj0ASXFiVGR V+0gUSt WimaR  7sazSXa
G9sjsS31SZilsyjvMH72jtbeQi Y Emdfc0GKa2CnI9vexS/+1ht9yMCiH/OzTZXOPht9vSdVXx2TV
IpZaDB/1BISqPGew2YRL7WPGn2GnNm1dm7HSvL315pzSAn9mQR4iu1uj2 WALi+9BzauxLyQnhCCM
WawlofaNrrudAgMBAAGjggKOMIICSDAMBgNVHRMBASEAJAAMBSGA 1UdIwQYMBaAFHNISUACFARS
mhi/+i/NXGejGOKUMIGGBgrBEFBQCBAQRGMHgwRg YIKwYBBQUHMAKGOmhOJHBZOisve WNAL Wex
LmRpZ210Y WxzaWduLnBOLORIROIUQUx TSUdOUVVBTEIGSUVEQOFHMSSwN2IwLgYIKwYBBQUHMAGG
Imh0dHBz0i8vc WNhL WexLmRpZ210Y WxzaWduLnBOL29jc3AwJA YDVRORBBOWGHAE ZamVyb2VuLnJh
GHIQGVILmY 1emw Y SIdTBIBENVHSAEWDBWMDEGCysGAQQBEcdSBAEBMCaw gVIKw YBEQUHAZEW
GmhOdHBzOi$veGtpLmRpZ210Y Wxza WduLnBOMBAGDisGAQQBgedSBAIBAQEEMAKGBwQAi+xAAQIwW
HQYDVROIBBYwFAYIKwYBBQUHAWIGCCsGAQUFBWMEMESGA | UdHwWREMEIWQKA +0DyGOmh(dHBZOiSv
CWNhLWexLmRpZ210Y WxzaWduLnBOLORIROIUQUX TSUdOUVVBTEIGSUVEQOFHMSSjcmwwHQYDVR0O
BBYEFBvvbgFnORNt1 DwbohrG8igrg WCSMA4GA 1UdDwEB/wQEAWIGQDCBOWY IKwYBBQUHAQMEgeYw
2eMwCA YGBACORgEBMAgGBgQAjkYBBDATBgYEAISGAQYwCQYHBACORSEGA TBqBg YEAISGAQUwYDAu
FihodHRwczovL3FjYS 1nMS3kaWdpdGFsc2inbiswdCIQRFNfeHQueGRmEwIwdDAuFihodHRwezov
L3FjYSInMS5kaWdpdGFsc2InbiswdCIQRFNIZW4ucGRmEwJIbjA VBggrBgEFBQcLAJAIBgcEAlvs
SQEBMBUGCCsGAQUFBwsCMAKGBWQAI+xJAQIwDQYJIKoZIhveNAQENBQADggIBACHUA1cXSISNDV6Z
YizoVoxk3LaOLrGoS12X33suNSeaHQ78UyMImul6xBAC9qie0T0WS 5apuq3UGpg2Xir983tPHea
weud3sx 1 kdpPnltDm/KewwGxb0/LviArl4F TIvGRmHD2dmwBs2G 7Qaxyvh3SnsCzuK EAdySuMi
XOCuoXxAfeM9S 1kVikHzCUcwamL C9k4+2+KdusIDXvRMIWcpgHIkfCZqb+ELIpLOk VO7hdRPI’Jn
SisQFbUB/Gbe 01 THQVANPRSOSITIGIMSWOHISBXvSFOk XBodIXv/C3VhsoxivMiyX1ediyhO
E9y7G8kSildSzty6J1G+Tr9YPO4bOH13COy Y vers Wipx260+IN3sS540Q3/VHwo+yU67cBAU/IUK
FbFe3FqU+i6s50XnRxntMQPNKAX 7+Vuwe9V5c6iM7LiHMbCkgBeQq67Y YiuQi73+Pe/l OJOR/T3/
GtoS+q3xIYKSMI{HyLqwUFO4gIhLPmSDY SXrWymqEzQlextyCMO73v10/UVSKabFAG1XHqgULXsiK
XoideAC6H4zkKISNmVy6BI2ws3UVH6/Nz9r2pHOVXtiR L1 CCq+kSCuGFS6COQWiqdyIb0FwmtA
81cdSSW7IILXWyF! Hxs TwExyBS 7kCl YZO0LZW

SHA512withRSA

DIGITALSIGN QUALIFIED CA GI

DigitalSign Certificadora Digital

PT

JEROEN ARNOLD L RATHE

RemoteQSCDManagement

JEROEN ARNOLD L

RATHE

Jjeroen.rathe@ec.europa.eu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYA IFLUQ9U393

Certiticate Profile - Qualified Certiticate - Member

BE

Fri Apr 21 17:59:43 CEST 2023

Mon Apr 20 17:59:43 CEST 2026

30:82:01:22:30:0D:06:09:2A:86:48:86:F 70[)'01 Ul 0/ :05:00:03:82:01:0F:00:30:82:01. OA 07'82'01 01 00 LD 0B:7B:B8:F7: 76 l(' 69 9A: 06 UB LC 1D:7F. 4l Bﬁ lC 82 Cb ID F:97:61:C1:D0:88:DC:42: 19:02:54:4A:3E:
BI:1B:7D:CF:9E:6C:5] 7:9A:89: :70: 7E:A9:3D:01:0C:65:5A:92: B6:6. 9C:00:28:EE: 76:6C:FF:B2:21:25:3C: 1B:8A
55F 8:81:4E:6D:5,

4B:FF:BS 2 g 1:D5:57:C7:64:D5:
:A3:D9:60:0B:8B:EF: :AB:BI.. :27:84. 8(‘59A(‘03AIF6XI7 E:BB:

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14
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Authority Info Access https:/qca-gl.digitalsign.pt/ DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-gl.digitalsign.pt/ocsp

Subject Alternative Name Jjeroen.rathe@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id _kp clientAuth

CRL Distribution Points https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG .ctl

Subject Key Identifier IB:EF-6E:01:67:39:13:6D:D4:3C-1B:A2:1A:C6:F2:28:2B-A9:60:B9

QCStatements - crit. = false id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D3:23:8E:D2:84:DC:47-8F:86:2C:28:5B:00:5F-72:E9:BE:61:F0:76:D0-77-AE:C5:13:DA:C9-:A2:BF
-B6:93:41

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 15008860349683696530586013866695132338367293834

X509 Certificate @ BEGIN CERTIFICATE—
MIIH8DCCI IUAGEFRGIIN 3XSys6YowDQYJIK QL'VEQAWXZLLMAI(Q
AIUEBAMCUFQxKjAoBgNVBAoMIURpZ210Y WxTa jy XRHbDEKMCIG

AIUEAw thFlHi‘VRBTFNYROAgUVVE‘TFI(“€UVFIFNBlEcxMB4XDTlxMDk/MDF4NTYxNInXDTmMDUx
MDE4NTYxNIowggFKMQswCQYDVQQGEWIHUIE9IMDsGA IUECww0Q2VydGlma WNhdGUgUHIVZmIsZSAt
IEFLY WapZmllZCBDZX 00 Zp Y 2FOZSAEIIo WAl EIMCEGAUEY QuaTEVIWEG MjUOIOTAWWKSZ
QTFGTFVROVUzOTMxHDAaBgNVBAoMEOVVUKIQRUFOIENPTUITUINITO4xK TAnBgNVBASMIE VudGl0
BGVIZWS0IC0sRUMgUIRBVFVUTLIZIFNUQUZGMSOwK wYIK0ZIhveNAQKBFhSheG92dG9sb3MuYXBs
YWRhcOBIYy3ldXJveGEuZXUxEDAOBgNVBAQMBOFQTEFEQVMxEJAQBgNVBCoMCUFQTINUTOXPUZEd
MBsGAIUECwwUUmVib3RIUVNDRE [hbmFnZW11bnQxGiA YBeNVBAMMEUFQTINUTOxPUyBBUEXBREFT
MIIBIANBgkghkiGoWOBAQEFAAOCAQS AMITBCEKCAQEASARKOHMiUr -4vsKLAOPPGXHTEVS0Y 59
wqRdYwAg+ebeb0ubiNmGzGDMxeunvkSBwIEWnu2Qityz TrebpPhNPTJam 1 PyhlzxRnbETM271jrC
SAyKHsQ9SbuBJAOenh36HIetOzL0023PCROBKVSOw+HAJecwSXSEE+YWC+HuBDERFTVinxobUpG
IMcvmmztLdo3SCjvuR TuCRNJEmBDYOWhmK9A98bUFg WirOKDVeP8h1plkZi33pL 7Rv/1040QWESQ
4eDgSTCZqZ6xYNIDNGeTZowzVLsryds ENAThqgkTL 71115(14qkf'Fgaz} SRdPOgheb8Ob/Ey YNF
[VW/YOIDAQABOICITCCATEWDA YDVROTAQH DA Hw GDAWSBRSIFAHBOE oS ov
2VxnlxjpFDCBhA YIKwYBBQUHAQEEc] DRMEUGEC AChjlodHRwOiSve WNhL WexLmRpZ2)
szaWduLnBl)LUR/ROIUQUxTSUdOUVVBTEIGSUVEQUFIIMSiwNZIWLOYIKu YBBQ NGO hodrAS
Ly9xY2EtZzEuZGlnaXRhbHNpZ24ucHQvb2NzcDApBZNVHREEIjAggR 5hcG92dGIsb3MaYXBsY WRh
COBIYy5ldXIveGEuZXUwXgYDVROgBFcwVTA2BgsrBgEEA YHHfAQBA TANMCUGCCsGAQUFBwIBFhlo
JHRWOISveGtpLmRpZ210Y Wiza WL nBOMBAGDISGAQQBcdSBAIBAQEEMAKGBwOAIXAAQIVHOYD
VROIBBYWFA YIKwYBBQUHAWIGCCSGAQU 3A1UdHWRD. VOXY2Et
ZzEuZGlnaXRhbHNpZ24ucHQVREIHSVRBTFNIROSR VUF. MSL/ZJRURD()L/chmNbeAngNVHQdLl 2QU
TK 7kKcckqly0292WWVbTXs0QDNswDg YDVROPAQH/BAQDAgZAMIHTBggrBgEFBQCBAwSBx/CBwzAI
BeYEAISGAQEWCA YGBACORGEEMBMGBQAkYBBjAJBgcEAISGAQYBMGoGBgQAjk YBBTBgMCAWK GhO
AB2OSVWNAL WesLmRpz210 Y W zaWduL B0 BEU I 9wdC SwZGY TARBOMCIW K GHOGHB 2018 e WN
LWexLmRpZ2I0Y Waza WdoLnBOLIBEUI9Ibi5wZGY TAmVaMBUGCCSGAQUEBWSCMAKGBWQAIAJAQEW
FQYIKwYBBQUHCWIWCQYHBACL7EKBAJANBgkqhkiG9wOBAQOFAAOCAGEA Ju2ay08mPKn2pS/Mc960
RLSQXEAIx7baADy3Pe9p I DBdmXXDkuTCLHAP2ALztPRRIgrTnQSw7ORXnZw6pNZyBj/d3yQuisLl
KinjmxBhR 76eqgGft/+l4eiwRUPyUi0IKSCaL SfimYocvglgmjdQlipoeOeb6n7UastY 7ailWPgl
708tbTLyMSb4Lh2ZcYqTgV65ZxHD6IWul/m7GzKe TLE 1+INJjjLRgkloQHUAeSbK yughIW21il
PELhSpILUicSYkng/F2IN7bI9AK+cA WDIXUQhtq3EI3gkkn3Nd80s Thua0cn9GN WpSThd82/fic
SHEOOISLqWpRISS TRy movd Y StivzB4UnDWSFA VUKsBupbl22822L 9y DIYOW el 7 XCOqFen
m(lwb/nqzs,mwcw/axmgxm/MymFmsslwy;rxrmxyzrmhq uYdmI9L PahdGomy
GPAynB9Ym+Hx4DRSmUINEXRZWA9FEH/2F§B9BealgjydINDB/+SHIWPS9Y UOGOIZSST
TSP UQIaINPQpSxLyu+TmTIZ3n43bcdolofbSAFawB2kDCSdz8 likPIhdS336h WM
m6G38RsKw/XpXyyK05+UeLpeYu2YOutn7bUVKIy WL ZsaS59%walibY=

Signature algorithm: SHAS512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA GI
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Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

DigitalSign Certificadora Digital

PT

APOSTOLOS APLADAS

RemoteQSCDManagement

APOSTOLOS

APLADAS

apostolos.apladas@ec.europa.cu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYA IFLUQ9U393

Certiticate Profile - Qualified Certiticate - Member

GR

Thu Sep 30 20:56:17 CEST 2021

Fri May 10 20:56:17 CEST 2024

30:82:01:22:30:0D:06:09:2A
B:9B:88:D9:86.CC:60:CC:C:
B4:EC:CB:A2:8D:B7:3C:27:
F7:C6:D4:16:05:A2:AF:42:! 91:9! 3:83.

B:E2:A9:1F:88:58:28:CF:2F:11:74:FD:20:85:E6:FC:39:BF:C4:C9:83:45:7D:55:BF:61:02:03:01:00:01

01 H :00:30:82:01:0A:02:
:91:16:9E:ED:90:8B:EC:B3:4E:B7:1B:A4
6161

:04: 3:22: . E9:7E:2D:
:5A:9B:53:F2:84:8C:F1:46:76:C4:4C:CD:BB:26:3A:C2:E4:
11:53:56:7C:68:6D:4A:46:24:C7:2F:9A:6C:ED:2D:DA:37:
“0:EA:F1:30:99:A9:9E:B1:60:D9:43:C7:A7:93:65:CC:33:54.

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

http://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

http://qca-gl.digitalsign.pt/ocsp

apostolos.apladas@ec.europa.cu

Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: http://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

http://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG | .crl

4C:AE:E4:29:C7:24:AB:5C:8E:DB:DC:D6:59:56:D3:5E:CA:10:0C:DB

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 11



QCStatements - crit. = false id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 26:97:CD:0F:55:AE:D0:90:50:55:89:4F:E0:B6:3D:7C:31:C8:75:55:4C:C6:39:4B:5C:35:41:CA:CB:
4B:1E:FI

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 660862747298009142807362633871991440505734410485

X509 Certificate @ BEGIN CERTIFICATE-
MII1oDCCBoigAwIBAgIUc81cSUtVEKAMN '\/Iva9QWU05szPUwDQYJKaZIh\ L‘NAQLNBQA wXzELMAKG
AIUEBIMCUFQxKjAoBgNVBAoMIURpZ210Y W Ta XRHDEKMCIG

AIUEAwwbREIHSVRBTENJR04gUV VBTEIGSUVEIENBIEcXMBAXD TN AN TEONTOAD TN
NzEwMTEONlowgeEVMQswCQYDVQQGEwIMV TFDMEEGA 1UECww6Q2VydGlma WNhdGUgUHIVZmIsZSAt
IFFIYWxpZmlIZCBDZX0aWZpY 2F0ZSAUE9yZ2FuaXphdGlvbjESMDcGA UECwwwRGlyZ WNOb3Jh
AGUR2VUZXINCBmb3IGRGlnaXRICBTZX 20WNIey AOREIHS VQpMSMwIQYDVORhDBpMRUIYRy0y
NTQSMDBaTIBMUZMYVESVTMSMaEcMBoGA 1UECew TRVVSTIBFOUIgQUINTUITUOIPTIEIMCNIGCSqG
SIb3DQEJIARY WZGInaXQtZG1vQGViLmV Iem9wY S3IdTEcMBoGA IUEAwwTRVVSTIBFQU4gQUINTUIT
UOIPTICCAilwDQYJIK0ZihveNAQEBBQADgeIPADCCAgoCegIBAK WYeBA9KYAREIGnHOIRNpbby44G
+TSJcgHI9QtyX1YjB234hSA YyJvW+gKvoownskrogfUP6GOmQgEFZX335Y OsBwipp VemEocIHIA
/epT141qdBO3VA4a8SASRIR0Val xmQIrDsBZ WaZHxOEEHBCtIF 5Bjy TMAcQybha+4AOlotp3dF/7Z
A3Cu4GYbNIBUQyyqfqriMduDzzD] VwK C1 7aEsLev60C | Full/FVEda3lISGilDSJyUce TaRcot Ir
wgiKrOVhwP/UFfevI3iCsQsuAzkiTivzHzYuPPPRIUsscowr7O9SFrawbPYIyX2AOTIieACTGMV.
XHN1/+4LH74ndvol YEScXwmN9Skib3+G6TquOCQxvNXzHPZb9SbtCoSnVprCnl403CXUTZMEKKP
uK WSdI6pR2ISGbt T+xBkee Y VIUnzE3d+YKSSSevUT2COWIM+*AcjSoUaR TBINsD/ezDDyvIVIbF
IXccaljoCNkurzay TsMszGDVAF17ILY69INY6yKOuzrS+3c/hEHctXaSKIC3PpWrBGQOSmw73KerR
VA bsDZemVauPCl DSOaINAToHXimy 16S52eHW Y OwlIH 1 2gbODANSGRITwHXBZSp¥ it Ke2bmpavhzaN
aGlj6GsLFAbrSokCUJIIOOLQSTSy9VinSRq0+7V TddSdAxg9IAgMBAAGijggKaMIICAMBENVHRMB
ASEAJAAMBSGA I UdIwQYMBaAFHNISUACFARSmhJ/+/NXGejGOkUMIGGBggrBgEFBQCBAQR6MHgw
RgYIKwYBBQUHMAKGOmhOJHBz0i8ve WNhL WexLmRpZ210Y WxzaWduLnBOLORIROIUQUX TSUdOUV VB
TEIGSUVEQOFHMSSwN2IwLgYIKwYBBQUHMAGGImh0dHB20i8vc WNHL WexLmRpZ210Y WxzaWduLnBO
L29ic3AwIQYDVRORBBowGIEWZGInaXQtZG1vQGViLmV Iem9w YSSIdTBIBgNVHSAEWDBWMDCGCysG
AQQBgcdSBAEBMCgwlgYIKwYBBQUHAGEWGmhOAHB0i8veGtpLmRpZ210Y WxzaWduLnBOMBAGDisG
AQQBECSBAIBAQEGMAKGBY QA XAAOMUHQYDVROIBBY wFA VIKw YBBQUHAWIGCCSGAQUEBWMEMIGS
QcLAJAJBgCEAIVsSQECMAZGBZQAjKYBATAIBE YEA|
AQQ»EwYGBA(‘OR;EGMAkGBwOA]kYBBéstgYGBACORéEFMGAwLhYoal[ROcllMﬁLy‘)xY7EtZzEuZGIn
aXRhbHNpZ24ucHQVUERTX2VuLnBKZhMCZ WAWLHY YOXY2E(ZzEuZGlna XRhbHNpZ24u
CcHQVUERTX3BOLnBkZhMCeHQwSwYDVROBEQwQiBA0D6gPIY6aHROCHM6LyIx Y 2EtZzEuZGlnaXRh
bHNpZ24ucHQVREIHSVRBTFNIROSR VUFMSUZIRURDQUexLmNybDAJBgNVHQAEFgQUIOShwcl9/63i
$sm39r+TIHeJSZwwDgYDVROPAQH/BAQDAGZAMAOGCSqGSIb3DQEBDQUAA4ICAQCnSqiIhTe3SsD7
CcB8S8kDzt+CBnlIm7bOFcO9IU6IKnt ViiPUAT - YiPKSTnT+w7dBphRziZCLIsDISIGQSIPBw+
hBPuvzEqP4x Visi4Ihg/Gp Y San2+dkFXIKe6Sd+ii/RnwBSnfqVNZtasi 7yX +oujGauSLSUPIKQ
ADMicSKIsNILE/QDoioGAXSDOUGWyhAugu Eac Cani20Dim3sCTXIWSGHummn WSZrUsiisbXoT
BAGF1PCOEDU BHibkDCx4mK8J60JybkS7DAU2RO29Vs]
D N2 HE kD !AMqIJXPDIvXQ 12 INmLHioXkcHOIGRFSBak T2MISAZZ kG KigE
EsslgEKm: /enEUW-+NhrvR4WuKIvYmxICLQj6g89Hh1 21aUGUI
L2L2WCVB] VXqux7s4m\LLDzmul5t/a VI32HO3g8qNLGDSlum33USv/Nv68ltyHH96unztwBebmg
0x8giVRAzPhmPipSfbmeNNDK;Ip9SCeOvd3PYCUVChVVH2P2ZUje24tWe+zelsCli7GbKr6kjH
cljFudjehflAbm11ZAYdDNrhXamnsR Vsz7iSH20eygCAriwSQ/WIQZPFrRffg=—

Signature algorithm: SHAS512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA GI

Issuer O: DigitalSign Certiticadora Digital

Issuer C: PT

Subject CN: EUROPEAN COMMISSION

Subject E: digit-dmo@ec.curopa.eu

Subject O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA IFLUQ9U393

Subject OU: Directorate-General for Digital Services (DIGIT)

Subject OU: Certificate Profile - Qualified Certificate - Organization
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Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

QCStatements - crit. = false

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

LU

Fri Nov 17 11:11:46 CET 2023

Wed Nov 17 11:11:46 CET 2027

0:82:02:22:30:0D:06:09:2A. AQY'NJD(HUH}/" :00:03:82: . 00A50878103D9180111751A7IL825/J6960BCH8L06197489720/'C8l50H72:L7675076l)l88
D6 F: F5:0F:E: 5:8] 9:57:86:B

EAI :CC:36:5E:99:
14:06:EB:F2:89:02:50:99:6

; DG D:79:82 60:EC:0
5:38:E2. .‘D()‘FI.J7F2 F5:59:E7:E5:1A:] B4 FB:] B5 53 75DF ID (U 18:3D:02:03:01:00:01

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-gl.digitalsign.pt/ocsp

digit-dmo@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6
Policy OID: 0.4.0.194112.1.3

id _kp clientAuth

id_etsi_gcs QcCompliance

id etsi_gcs QcSSCD

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG] .crl

94:EE:61:C1:C9:7D:FF:AD:E2:B2:C9:B9:F6:BF:93:20:77:89:49:9C

nonRepudiation

SHA-256

2:B4:BB:3A. :
AA:6C:E0:DD; 87 (‘I A4 IFO/ D7:07:34:A9:16:2B:75:2A:0D:9B:AE:96; AF87 3B:AD:6

E0:A6:20:FB:B6:74:73:62:BB:93:3A:C4:41:69:D6:76:A5:53:44:47:16:CF:5F:31:60:5F:12:A2:2B:8

3:96:B1

TSL Scheme Operator certificate fields details

Version:

Serial Number:

362671125803220245397713982254227056881701192273

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1
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X509 Certificate ~——-BEGIN CERTIFICATE—-

MIIHLjCCBRagAwIBAgIUP4a8 WPhZN++7VkfYyuAcDGmTgIEwDQYJKoZIhveNAQELBQAwczELMAKG
AIUEBIMCQKUXGTAXBENVBGEMEESUUKIFLTA IMzc20TzzM TexIDACBENVBAOMFIFIbI ZhZGlzlFRy
dXNObGluayBCVKIBMSewJQYDVQQDDBSRAW9WYWRpeyBCZWxnaX VilElze3VpbmcgQOEgRzIwHheN
MEwMTIXMDg0ODM4WhcNMjQwMTIxMDg 1 ODAw! WJ(_BWDELMAk()/\ 1UEBhMCQkUxLDAgBgNVBAsMIORp
emVjdG9y YXRILUdIbmVyYW YDVQRhDBBOVFICRSOWOTQ5Mzgz
MzQyMUowSAYDVQOKDEFDTOINSVNTSUIOIERFIEwnVUSITO4zRVVSTIBFRUSORSAUENPTUIIUINI
RSBWQU4gREUgRVVSTIBFUOUgVUSIRTEcMBoGA lUEAwwTRX Vyb3BIY W4gQ29tb Wizc2lvbjCCASIw
DQYIKuZIhchAQEBBQADggEPADC CAQoCagEBAMCq40SQWaqRkbeSnsdPiLKyxghYzBLICmeN3/nd

CoMD: 73DQ+sLOPlytinL zBIVhuCyzwKpDIFAhAutec/LTyVR
36+0Lh9h’!ZUcPD VXpL tGA3t6WSOpC WUZxiyVOACY Ge7LRaLv8OPCIOQ
ERL2B7V+mKb2(QylUphPPIShdOL GOEWCYSSXvOtbrK I C+ilexuYsui7dNyfvoUHDBul5452¢30
I8N5+GSI9uiEmOISs++fbubn6 ] RskePhk3ISURPGIACDK V9pCZezBGysqaSTINKCICAALY S2eKFeC
AWEAAaOCAmowggImMBSGA 1UdIwQYMBaAFIflvDGXEnpzu37APUVRIAEIVGrMHeGCCsGAQUFBWEB
BGswaTA4BggrBgEFBQcwAoYsaHROCDovL3RydXNOLNF 163ZhZGlzZ2xvYmFsLmNvbS9xdmJIY 2Fn
MisjenQuLOYIKw YBEOUHMAGGIWOIHAGLySldySvYSNwLuF b3 Zh2GloZ2xy YimFsLNybTBaBNY
HSAEUzBRMEQGCisGAQQBvIgBgxA 3QcCARY ROcDovL. YWRpc.
b2JhbCSjb20vem Vwb3NpdGOye TAIB2cEAIvsQAEDMCKGA Ud!QQ:MCAG ‘sGAQUFBwMCng:BgEF
BQcDBAYKKwYBBAGCNwoDDDCBiw YIKwYBBQUHAQMEfzBIMBUGCCsGAQUFBwsCMAKGBWQA+xJAQIw
CAYGBAC( URgEBMAg(:BgQAkaBBDA TBgYEAIS(JAQYW(_ 'QYHBACOREEGAJA7BgYEAISGAQUwMTAVFilo

5b20vemVwbINpdGIyeRMCZ WA Ow YDVROBDOu Midw

oCtgL1VgaHR0CDOVL2 7NybC5xdW92YWRpL 7dshZJthSjhZOw.XZ:ZWNIsz[uY?JsMBOGA 1UdDgQ!
BBQspnrB2Vq7SM99egtZxs2jZv1QOjAOBgNVHQSBASEBAMCBSAWEwWYKKoZIhvevAQEIA, OFMAML
AQEWNAYKKoZIhvevAQEIAQQmMC OCAQGGH7h0dHA6Ly900y5xdW92 VWRpEdsb2hBC3 5200 Y mUn
DQYJKoZIhveNAQELBQADggIBACGQDYsjrM3nsK SpiW 15qzBIZOkvuiphSLNhv505 VI W+ma YLXYH
/fMadrP0+K2X5XB5e+8yMw4Sbrvxv4LRR/CQ2WX03K)YGeqdcIUAH+A/8phwA 7eLyK d3ip8kSuk T
9KUKMJxbqVRSO8x2vOIAMOVFirOenOI+MufF DSaNKIIK t+PDhcSxDyzjs2MRKHATCTCs23T8B6+
QuduKUgniVEAMILFvWpl SbeMXX 7QUyvsScskUCso] SHHAAEH W XIFFluuculChIIRYbXZ
Q/8SAo0ecPyADnIw0C4uGNI/zc9/D pQl Qj4+vyhkCHKMD27¢
ak9buDO7cuSyhKEuL Cl ERTgaZvaGS::FAaéKuyPGYlAdOAOuz.fKPnyGOh 31FYNLOMnAiblIpZr
TmPOgWOSEXOIpgQXoE2RA LyydTiK wmy TTip/uMOJy*6UDO6ldgPkimanqakigzCusRKIHL g Y WXS
ghWXt0EatHQOY Y+92B03¢DTLMgjPHK Y+wN6qPfetz0oQNmort+G2HIXb9P+Q43sqMjXpQY/I3YmM
VMY WUon T 1B0RmGEOCVVBEOFKUGKETS91| A TKek 130 b5 Bup WUPG- -k FDSOT
6tmNH9ZDteyO3dSyOcl 1 IHes

Signature algorithm: SHA256withRSA

Issuer CN: QuoVadis Belgium Issuing CA G2

Issuer O: QuoVadis Trustlink BVBA

Issuer 2.5.4.97: NTRBE-0537698318

Issuer C: BE

Subject CN: European Commission

Subject O: COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE
Subject 2.5.4.97: NTRBE-0949383342

Subject OU: Directorate-General for Informatics

Subject C: BE
Valid from: Thu Jan 21 09:48:38 CET 2021

Valid to: Sun Jan 21 09:58:00 CET 2024

Public Key:

Authority Key Identifier 87:C9:BC:31:97-12:7A:73:BB:7E:C0-3D:45:51:B4:01:25:95:51:AB

Authority Info Access http://trust.quovadisglobal.com/qvbecag?2.crt

http://uw.ocsp.quovadisglobal.com

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.1.400
CPS pointer: http://www.quovadisglobal.com/repository
Policy OID: 0.4.0.194112.1.3

Extended Key Usage id kp clientAuth - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12
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QCStatements - crit. = false id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

CRL Distribution Points http://crl.quovadisglobal.com/qvbecag?2.crl

Subject Key Identifier 2C:A6:7A:C1:D9:5A:BB:48:CF-7D:7A:0B:59:C6:CD:A3:66:FD:50:3A

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: F7:E8:E4:ES:54:FB:7C:7A:8F:6F:36:0E:0C:A2:F5:9D:46:6C:8F:95:39:A2:59:63:F5:ED:37:E9:05:F
0:C7:97

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 165751212142046865099794733233293184155782588036

X509 Certificate @ — BEGIN CERTIFICATE-——
MITIAC LchgAWIBAnlUHQ:chmM7’\'Mv(_rZ5PRIL $Qs9 Vpoownowkoztm CNAQENBOAWXZELMAKG
AIUEBhMCUFQxKjAoBgNVBAoMIURpZ210Y WxTa XRhbDEKMCIG

AIUEAWWEREIHSVRBTFNIRO4UVVBTEIGSL DI IMFoXDTI2MTAw
MTEZMjkIMFowggFaMQswCQYDVQQGEWISTZEIMDsGATUECww0Q2VydGlma WNhdGUgUHIvZmisZSAt
IFFIYWxpZmliZCBDZXJ0aWZpY 2FOZSAUE11b WJIcjEiMCEGA 1UEY QwaTE VIWECtMjUOOTAwWWKSZ
QTFGTFVROVUzOTMxHDAaBgNVBAoMEOVVUKIQRUFOIENPTUIIUINITO4xK TAnBgNVBASMIEVudGlo
bo ViZWSOICOSRUMEUIRB VEVUTLIZIE wouzu MSswKQYIKoZIhveNAQKBFhxhZHIpY WuY3IvaXRv
VAZWMUZXVyb3BhLmVIMREWDWYDVOQEDADUKSIVESS VTESMBgGA | UEKgWRQUIOUIRBTIRITIBD
REIOUASHTADBENVBA cMFFIIhWQ{)ZVFTO{)R NYW5hZ2ViZW50MSMwIQYDVQQDDBpDTOSTVEFOVEIO
IEFECKIBTiBDURIVESSVTCCASINDQY IKoZIbveNAEBBOADae EPADCCAQot seEBAMEPTIAKKFIK
PCzoMFhBVEvSO0I0t9wQ1Ua5)zVpENOOKK SIC/Iwzy TLsWuLJDgaUvml60TOZ4TY 07 WaFyyi2Y V
GATSVXOOGSSRYKHMu 3 vurCyoMy/CucZOypekRnEE WUdvUGN2GROmCsry By CpCPea6OnGd
Bi2CmXSHIE43zNYOk 3W1yYSNKV920My/ZCtpFoEy W34H3+6ZNR 7Iwh6h6 TAQKIMKj
CcRTTaeMTYD/kaQV-+FutXIfP2of6 Xdqaif39nJeuthCpgl 8ciWAE3mbOvuIRX AcrHRhj2qDT3kX
Jvpo8S+qmkvMIRdabze YbViz0+3kCAWEAAaOCArewggKzMAWGA | UdEwEB/wQCMAAwHwYDVROjBBgw
FoAUcOnxQBwUBHyaEn/6L81cZyMY6RQwgY YGCCsGAQUFBWEBBHoweDBGBgerBeEFBQewAoY 6aHR0

CHMGLySxY 2EtZoEuZ GinaXRUGHNpZ24ucHOQVREIHS VRBTFNIROSR VUFMSUZIRURDQUERLAS YiAu
BggrBgEFBQCwA Y YiaHROCHMOLy9x Y 2E1Z2EuZGlnaXRhbHNpZ24ucHQvb2NzcDAnBgNVHRE]

2RxhZHIpY WuY3IvaXRvenVAZWMuZX Vyb3BhLmV IMFSGAUdIARYMFYwNwYLKw’ VBEAGE EAQEW
KDAmBggrBgEFBQCCAR YaaHROcHM6Ly9wa2kuZGlnaXRhbHNpZ24ucHQwWEA YOKwYBBAGBXx3wEAGER
AQOWCOVHEACLTEABAIABEN VIS UEFI AUBEerBgEFEQ:DAGYIKW YBEQUHAWQWS Y YDVROBEQWQIRA
0D6gPIY yoxY2E GlnaXRhbHNpZ24ucHQVREIHSVRBTFNJROSRVUFMSUZIRURD
QUexLmN; beAngNVllo4EFgoblanm;luo UE35lfinSy7cfQvwAwDgYDVROPAQH/BAQDAZZAMIHT
BegrBgEFBQeBAWSBxjCBwzAIBg YEAISGAQEWCA YGBACORGEEMBMGBgQAjKYBBIAIBcEAISGAQYB
MGoGBgQAjkYBBTBeMCAWKGhOAHBzOi$ve WNAL WexLmRpZ210Y Wxza WduLnBOL I BEUI9wdCSwZG YT
AnBOMC4WKGhOdHBZOi$vc WNAL WexLmRpZ210Y WzaWduLnBOL IBEU191biSwZGY TAmVuMBUGCCsG
AQUFBWSCMALGE WOA1IAQBWFQYIKy YBEQUHCWINCQYHBACL TELBAIANBEkqhiGOV0BAQOFAAOC
AgEACHSDHINDzsMX Tuph7iXEEDFK 1jq620637ySy VIY T6Aa7oiC
4sshT7Tu/c/UHpj Tn4/thhkthSkUc‘)FREmOquoRL WNIGOESUBWS 4w s0EjpvEILDkODVOF2A
4iqTLMtV7HOM+geNA+cMa2NnyRZCCNVKoPSCxgQySjev7DhSXTSahhaK JUQGESyXvijBZvrlyES|

TCtoLFa0m WIjWiW4aV 4Pl ILiCpazpL c5BIm1gXxzlzUTODCQELdTka/QBFK TVDUFS 6qUgaz
M6+26ddFOQegX8K¢ Weqli7vI+KITODvX0Y4XSkShOX5XuzStj
Znby0hvP7qQSXhHsYUOrxU3Dkj8 VO, AR NS Y1icCQOOE79XL5/KQ5gY
2eCGkudeLkteOfvDBM/GSHbgSbvdx8 +HEdnjgoCLAIv4iaDAqipfvkU6bRXIMIT2Q4Q7pg/Mo02)
166+S9HoXtoBUeUZMWER20kjUG1CbOOWcllw6GuiCZ7BRSu0G3C54f0jBdDgj2Unvh9geRiBiRN
9OpksCDIGQiAyQeOIYxE 2R CumSsuL keQZL20VY R Y FITSke WA YuGaZH3Y GoR +MT307A Baho

~---END CERTIFICATE-----

Signature algorithm: SHAS512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA Gl

Issuer O: DigitalSign Certificadora Digital

Issuer C: PT

Subject CN: CONSTANTIN ADRIAN CROITORU

Subject OU: RemoteQSCDManagement

Subject GIVEN NAME: CONSTANTIN ADRIAN

Subject SURNAME: CROITORU
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Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint;

TSL Type

adrian.croitoru@ec.europa.cu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYA IFLUQ9U393

Certiticate Profile - Qualified Certiticate - Member

RO

Mon Oct 02 15:29:50 CEST 2023

Thu Oct 01 15:29:50 CEST 2026

30:82:01:22:30:0D:06:09:2A:86:48:86:F7-0D:01:01:01:05:00:03:82:01:0F-00:30:82:01:0A-02:82:
BD:0A:6F:C8:C3:3C:93:2E:C5:AE:2C:90:EA:69:4B:E6:23:AA: |
CF5:06:37:6E:91:3A:60:AC:AF:20:48: 7E:F0:A9:0B:F3:DE:F6:D1. 2 :
FB:A6:AD:47:B2:30:87:A8: 7A:4F:84:24:20:C9:23:71:14:D3. :CF:DA87:F:
61:8F:6A:83:4F:79:17:26:FA:68:F1:2F:AA:9A:4B:CC:21:17:5A:6F:37:98: 6D 5(‘ E8:FB:79:02:03:01:00:01

B TCeA7:29:07 32-ED: 77 BE-OAC2:CAS3:09:F C-GBLOCH6 7-DCASS2:4H:67-10:45:94.76
6:B9:CA:60:75:DD:6D:72:62:C3:4A:57:DD:B4:33:2F:D9:09:FA:45:A0:4C:96:DF:81.F7
:DA9A 80[[)!D9(‘97ALH6/0A980BI 1C:89:60:04:DE:66:F4:BE:E2:48:45:70:1C:AC: 74:

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-gl.digitalsign.pt/ocsp

adrian.croitoru@ec.europa.cu

Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG] .crl

22:79:45:E8:29:79:1C:AB:D4:13:7E:48:7E:6F:32:ED:C7:D0:BE:FO

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

nonRepudiation

SHA-256

9C:01:27:83:96:92:47:AD:30:2F:05:84:79:7E:17:43:ED:23:05:EF:76:BD:B7:A8:31:1C:5F:EF:63:87
:A0:ED

http://uri.etsi.org/TrstSve/TrustedList/TSL Type/EUlistofthelists
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Scheme Territory EU
Mime Type

application/vnd.etsi.tsl+xml

Scheme Operator Name

Name [en] European Commission
Scheme Type Community Rules
URI [en] http://uri.etsi.org/TrstSve/TrustedList/schemerules/EUlistofthelists
List Issue Date Time 2024-04-05T04:52:12Z
Next Update
date Time 2024-10-05T04:52:12Z
Distribution Points
URI

https://trusted-list.lu/tsl. xml
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1 - TSP: LuxTrust S.A.

TSP Name

Name

TSP Trade Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

[en]

[en]

[fr]

[en]

[en]

[en]

[en]

[fr]

[fr]

[fr]

[fr]

[de]

[de]

[de]

[de]

[en]

[fr]

[de]

LuxTrust S.A.

VATLU-20976985

TVALU-20976985

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

IVY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

1VY Building - 13-15 Parc d'Activités

Capellen

L-8308

LU

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu

mailto:info@luxtrust.lu
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TSP Information URI

URI

[en]

[fr]

[de]

[en]

[fr]

[de]

https://www.luxtrust.lu/en

https://www.luxtrust.lu/fr

https://www.luxtrust.lu/de

https://www.luxtrust.lu/en/repository

https://www.luxtrust.lu/ft/repository

https://www.luxtrust.lu/de/repository

1.1 - Service (withdrawn): LuxTrust Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und

andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Qualified Certitication Authority

1003

MIIDSDCCAtigAwIBAgICA +swDQYJKoZIhveNAQEFBQAWQDELMAKGA IUEBhMCTFUXFjAUBgNVBAoT
DUx1eFRydXNOIHMuY S4xGTAXBgNVBAMTEEx 1eFRydXNOIHIvb3QgQOEwHhcNMDgwNjA IMDkyNTIO

4
WheNMTYXMDE4MTAOMDMOW BFMQswCQYDVQQGEWIMVTEWMBQGA IUEChMN' iV VHJIlegUyﬁEL;Lc

MBwGA IUEAXMVTHV4VHI1c3QgUXVhbGlmaW VKIENBMIIBIANBgkqhkiG9w0BAQEFAAOCAQSAMIIB
CEKCAQEAYbEXaA SRNVICHHZSBHEWOSL mal 419Y g9 VEYclwL mhr9KgAKFIudBATHeeSNLAX
vh/BIDUDUHS0GZ3P2Dwi7put VEVATvWSjzYq6CzarUthzb9ux-+K TdTT+ddy6tkgVegy9DBe+bz6
350Zm2PPQT9%z0R4SRBN730KA/M1a0Sa7ZDphL37WHSA4/TWhIF1/LBRVGCOF4MghU/u+kovFS
mTuUK+ncU7+FS0cQRhAD+CAWILY WuzuE+T6ZuZ6lqg6+vqgloiKwL6iV ZmwKkIPYV3+3 Wey3zq5
1pDvsIGj4kXd1riQGKsEeDINSy71DG30dBqF 1 Yd7ue7ziwlDAQABodHuMIHIMASGA 1UdEwQIMAYB
AfSCAQAWQgYDVR0gBDswOTA3BggraSsBAQEBADAIMCKGCCSGAQUFBwIBFh lodHRwOiSvem Vwb3Np
dG9yeS5sdXh0cnVzdC3sdTARBglghkeBhvhCAQEEBAMCAAcwDgYDVROPAQH/BAQDAZHGMBSGA 1Ud
IWQYMBaAFN2K 12Dx+ZFx6UdwDCXIrKGN34wIMDEGA 1 UdHwQqMCgwlqAkoCK GIGhOdHAGLy9jcmwu
bHVAdI1]1c3QubHUy TFRSQOEY3JsMBOGA 1UdD2QWBBSNKKMH3RoTdSINMkqiNQ94/zSIkBTANBgkq
KiGOWOBAQUFAAOCAQEAapXOpigX TejGeHBWMAWDBMAZQHpPyoCmw3201]14qez0SnDniG3gini

pSIFMpV/mCkjqyO92Py YbcHNSUpPISiCkyn1Oc6ipmzpXK OMbeF vIPelAgASAXXTNQ77eW
WB6ESVKQEmIgoX Tecq nuL LI ZS8YUlezNaWsek TIZCBakeck Vyqlift 1 0JucZoX Tzzioi vy
2M+0G19giOmK wBGkzselt+MgY Wrsk]ADK DZMrdbQxkxnhzCSQoraX 7Dugx MOHATMitCe FAuZr W
1J69QjCLBIKzxUGy7B3pY OjLIThr7S64cd] 2yuR +NjHAFZ2DTXwxKg/FQg=—

--END CERTIFICATE----

SHA IwithRSA

LuxTrust root CA

LuxTrust s.a.

LU
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Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008

Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key: S e e e e e S

A 03 092I'/\D‘12'6B'86'41 7:F2:C1:45:51:82:D0:5E:0C:83:58:54:FE:EF:A4:A2:F1:7
FA:66:E6:7A:22:A8:. XAIAIAA!HI A88A (ouLAzﬁquAAMl :BD:5D:FE:DD:68:32:DF:3A:B9:B6:90:EF:B0:81:A3:E2
CE:F3:8B:02:03:01:00:01

:56:08:32:F4:30:5E:F9:BC:FA:DF:9A:19:9B: 1:3F:64:CE:84:78:F1:10:4D:
9:90:33:94:2B:E9:DC:53:BF:85:4B:47:10:46:10:03:F$:2E:16:7C-B2:3F:SA:EC:E.
:45:DD:D6:B8:90:18:AB:04:78:37:CD:F3:2E:F5:0C:6D:CE: 74:1A:85:D5:87:7B;

Basic Constraints IsCA: true - Path length: 0
Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu

Authority Key Identifier DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25
CRL Distribution Points http://erl. luxtrust. /L TRCA.ct]
Subject Key Identifier 8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05
Key Usage: digitalSignature - nonRepudiation - keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF-:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7
X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcestatus/withdrawn
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2017-02-23T00:00:00Z

1.1.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation
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URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC
Service Name
Name [en] LuxTrust Qualified Certification Authority

Service digital identities

X509SubjectName
Subject CN: LuxTrust Qualified CA
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK 1 JZCjB90aE3eZTIKrTUPeP80pZAU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.1.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.1.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service Name

Name [en] LuxTrust Qualified Certification Authority
Service digital identities
X509SubjectName

Subject CN: LuxTrust Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

LuxTrust S.A.

LU

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.1.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certitication Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:59Z

1.1.5 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certitication Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509S8KI

X509 SK1

Service Status

Status Starting Time

LuxTrust Qualified CA

LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/accredited

2009-10-13T00:00:00Z

1.1.6 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509S8KI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Qualified Certification Authority

LuxTrust Qualified CA
LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2008-07-29T00:00:00Z

1.2 - Service (deprecatedatnationallevel): LuxTrust Time Stamping Authority

Service Type Identifier

Service type description

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).
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[fr] Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des jetons d'horodatage (TST) qui peut étre utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

[de] Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstiitzt verwendet werden kénnen, um festzustellen und verlingern die Unterschrift Giiltigkeit,
wenn das qualitizierte Zertifikat wird (werden) widerrufen oder abgelaufen (verfallen).

Service Name

Name [en] LuxTrust Time Stamping Authority

Service digital identities

Certificate fields details

Version: 3
Serial Number: 1003
X509 Certificate @ = BEGIN CERTIFICATE-----

MIIDSDCCAtigAwIBAgICA +swDQYJIKoZIhveNAQEFBQAWQDELMAKGA 1UEBAMCTFUXFJAUBgNVBAoT
DUxleFRydXNOIHMy Y SixGTAXBENVEAMTEEX] eFRydXNOIHJvb3QzQOEWHhCNMDgwNjA IMDkyNTIO
WheNMTYxMDE4MTAOMDMOWjBFMQswCQYDVQQGEwIMVTEWMBQGA /ul.ch.wwuw wu/cwgwmul_e
MBWGA 1UEAXMVTHVAVH]1c3QgUX VhbGlma WVKIENBMIIBANBgkqhkiGIwOBAQEFA
CoKCAQEAYbFXzA+SRNnvICd+sZ8BnH6WO3LmaLi419Ygd9VBYclwLm) MWKgAKF]udBX7Hc¢5NL4X
vhm/BIDUDUHSOGZ3P2Dw7put VEVATvWSjzYq6CzarUthzb9ux+K TdTT+ddy6tkg VegyIDBe+bz6
350Zm2PPQT9%z0R4SRBN730KA/MI1a0Sa7ZDphL37WHSA4/TWhIF1/LBRVGCOF4Mg hU/u+kovES
mTuUK+ncU7+FS0cQRhAD+C4WILY WuzuE+T6ZuZ6lqg6+vqgfbiKwL6iV.ZmwKkIPYV3+3 Wey3zq5
(pDYSIGKXIQGKSECDINSy7DG30dBqF 1 Vd7uc7iwIDAQABOIHuMIHIMASGA UGEWQIMA YB

AfSCAQA Qg YDVROEBDSWOTASBegrgSsBAQEBADAMCKGOCSGAQUIBWIBFh odHRwOISvem Y wbiNp
4G9 EBAMCAAcwDgYDVROPAQH/BAQDAgHGMBSGA 1Ud
IWOYMBAAFN. N v GO ONG 4MMDLGAIL'dlle MCgwlgAkoCKGIGhOGHAGLyjcmwu
bHV4dHI1c3QubHUY TFRSQOEuY3IsMBOGA 1 UdDgQWBBSNKKMH3RoTdSIMkqiNQ94/zSIkBTANBgkq
hkiGOWOBAQUFAAOCAQEAapxOpigX TejGgHBWMAwDBMAZQHpPyoCmw3201j1qgez05nDnjG3glni
/pSIFMpV/xmCkjqy092Py YbcHNSUpP1SjCkyn10e6ipmzpXKOMbgFvIPglAgA SdXx TNIQ77eW
u36£z5VKQEmJzqoXTecqdnuL L9rLZ88 Y UlczMaWscETIZCBAkecK VyqHF+T0lucZqX 7zz6piVyT
2M+0G19giOmKwBGkzselt+Mg Y Wrsk]ADK DZMrdbQxkxuhzCSQoraX 7Dugx MOHATMitCe 74uZr W
116qQiCLBIKzxUGy 7B3pY OjLIThi7S64cd 1 2yuR+NjHAFZ2DTXwxKg/FQg—

Signature algorithm: SHA IwithRSA
Issuer CN: LuxTrust root CA
Issuer O:

LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Qualified CA

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Thu Jun 05 11:25:24 CEST 2008
Valid to: Tue Oct 18 12:40:34 CEST 2016

Public Key:

9:21:AD:12:6B:B6:43:A6:12:F 7:ED:61:D2:03:8F:D3:5A: 1 F:45:D7-F2:C I 45:51:82:D0:
7A:22:A8:3A:FA:FA:AQ: TF:A8:8A:C0:BE:A2:55:99:B0:2A:42:4F:BD:SD:FE:DD:68:
/B:02:03:01:00:01

0C:83:58:54; 2:F1:7
F:3A:B9:B6: 90 EFBU SI:A3E2

Basic Constraints IsCA: true - Path length: 0
Certificate Policies Policy OID: 1.3.171.1.1.1.1.0

CPS pointer: http://repository.luxtrust.lu
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Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [en]

[fi]
[de]

Status Starting Time

DD:8A:D7:30:F1:F9:91:71:E9:47:70:0C:25:E5:AC:A1:8D:DF:8C:25

http://crl.luxtrust.lu/LTRCA.crl

8D:90:A3:07:DD:1A:13:77:99:4C:92:AB:4D:43:DE:3F:CD:29:64:05

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

FE:5D:1F:DE:82:82:0A:C6:9F:02:65:80:8C:4E:69:4A:CF:0A:FA:05:6B:56:A4:EA:84:98:4D:52:A8
:5B:F7:D7

LuxTrust Qualitied CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/deprecatedatnationallevel

undefined.
undefined.

undefined.

2017-02-23T00:00:00Z

1.2.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU

JZCiB90aE3eZTIKrTUPePSOpZAU=
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Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/recognisedatnationallevel

2016-06-30T22:00:00Z

1.2.2 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Time Stamping Authority

LuxTrust Qualitied CA
LuxTrust S.A.

LU

JZCjB90aE3eZTIKrTUPeP80pZAU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.2.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU
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X509SKI

X509 SK 1

Service Status

Status Starting Time

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:597

1.2.4 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Time Stamping Authority

LuxTrust Qualitied CA

LuxTrust S.A.

LU

JZCjB90aE3eZTJKrTUPeP80pZAU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2009-10-13T00:00:00Z

1.3 - Service (withdrawn): LuxTrust Global Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Global Qualitied Certification Authority
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Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

3223

MIID52CCAs+gAWIBAZICDIewDQY IKoZIhveNAQELBQAWRDELMAKGA 1UEBAMCTFUXFIAUBENVBAoT
DUx1eFRydXNOIHMuY S4xHTAbBgNVBAMTFEx 1 eFRydXNOIEdsb2JhbCBSb290MB4XDTEXMTEyMjAS
MzQyNFoXDTE3MTEyMjASMzQyNFowTDELMAKGA 1UEBAMCTFUXFJAUBNVBA0TDUx [eFR XN My
QS4xJTA[BeNVBAMTHEx IeFRydXNOIEdsb2JhbC] PZWQeO! CSqGSIbIDQEB
AQUAANBDWAwggEKAOTBAQCo0CI9yek22xZh2PNZNOglzx 2620C hK T3a2/riqhAv/d] VB 7y>m
QVKRQFrvnLZp3gY 5RzrgleMyZxCwCitQ+MyLPiUY Z4mg/[UrHfOM WR} Yl Y4Dz+M69icdzAsKuV
rfsur)/UEmalkGygiBzeCd0gdSBX Ynnt6GAT9bAsI7VhSIDy Tho4D1mbudetmupBTRNg W Tqnuz
eJcoolSIAWKWZ0X4gGXzGOIZIC4irlIB/aaQiloo+SQVrS 11 T+zAISIv2CpPS68dpL 7AZBTw 7/
da WG BAnuuKUdYuuZyjoAHFnjj3AgMBAAGjgdowgdew
DwYDVROTBAgwB2EB/wIBADBDBNVHSAEPDAGMDeGCCuBKWEBAQoDMCwwKg YIKw YBBQUHAEWHmh0
dHBzO0i8vemViwb3NpdG9yeS5sdXhicnVzdC5sdTALBgN VHQSEBAMCAQY wHwYDVR0jBBgwFoAUFx WF
iQkvIldvPx0bSPK WeYNIES4wMgYDVROBCswK TAnoCWgl4 YhaHROcDovL2NybCSsdXh0cn VzdCSs
dSOMVEASQOEUY3JsMBOGA 1UdDgQWBBQOFhvx02RnYkyiNLwNs1OkfK HxFzANBgkqhkiGOwOBAQsF

AAOCAQEAGPCWTolSQy6Kmpwin+GaWVW9h2J03QwrqVwZAQHXPhZGQTD+ghIxN949SGyoMmkGTv]

JOSals8qISIGIDW Juy036rNSFCe2P+0q Y ofpGdNgSkyR Y3xtuKteEPcoi+eFBphY+dlilSPXm3j6

Vl6BRb70243501 ic95 ZUNCXDDVEaDOuNOYGIBK g ExipheEdZ TP ppVXpsBrCUUDIOASoSS
FOQewwKSMD/IKF32MIA2TIRAG. 4055 Ye2g02

o5tVsBxrSphph6liqIkALMOSbm9T2Xo2CSROTAprdhKw—

,,,,, END CERTIFICATE----

SHA256withRSA

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Qualitied CA

LuxTrust S.A.

LU

Tue Nov 22 10:34:24 CET 2011

Wed Nov 22 10:34:24 CET 2017

AG:90:88:9, B:C4
40: QEEB SASI DéZEBeJ 9C:A3A0:01:C

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl. luxtrust.lu/LTGRCA.crl

34:16:1B:F1:D3:64:67:62:4C:A3:34:BC:0D:B3:53:A4:7C:A1:F1:17

keyCertSign - cRLSign

SHA-256
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Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fr]
[de]

Status Starting Time

DB:87:94:17:EC:14:24:E4:E5:7A:3C:91:EC:80:4C:5D:E4:C6:FD:E7:3C:C8:28:1C:D2:F5:BA:ED:7

6:DD:65:48

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2018-08-31T01:00:00Z

1.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/ForeSignatures

1.3.2 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

http://uri.etsi.org/TrstSve/Svetype/CA/QC

LuxTrust Global Qualitied Certification Authority

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8ANKZ2IMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
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Status Starting Time

2016-06-30T22:00:00Z

1.3.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.3.3 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualified CA
LuxTrust S.A.

LU

NBYb8dNkZ2JMozS8DbNTpHyh8Rc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.3.4 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualified CA
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Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

LuxTrust S.A.

LU

NBYb8dNkZ2JMozSSDbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:597

1.3.5 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LuxTrust Global Qualitied CA
LuxTrust S.A.

LU

NBYb8dNkZ2IMozS8DbNTpHyh8Rc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2012-11-30T00:00:00Z

1.3.6 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1

Page 31



X509SubjectName

Subject CN:

Subject O:

Subject C:

X509S8KI

X509 SK1

Service Status

Status Starting Time

LuxTrust Global Qualified CA

LuxTrust S.A.

LU

NBYb8dNkZ2IMozS8DbNTpHyh8Rc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2012-08-01T00:00:00Z

1.4 - Service (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

A time stamping service as part of a service from a trust service provider issuing qualified certificates that issues time-
stamp tokens (TST) that can be used in the validation process of qualified signature or advanced signatures supported by
qualified certificates to ascertain and extend the signature validity when the qualified certificate is (will be) revoked or
expired (will expire).

Un service d'horodatage dans le cadre d'un service d'un prestataire de service de confiance délivrant des certificats qualifiés
qui émet des Jetons d'horodatage (TST) qui peut étre utilisé dans le processus de validation de signature qualifiée ou
signatures avancées soutenues par des certificats qualifiés pour vérifier et étendre la signature validité lorsque le certificat
qualifié est (sera) la révocation ou d'expiration (expire).

Ein Zeitstempeldienst als Teil eines Service aus einer Treuhandservice-Anbieter, die qualifizierte Zertifikate, die
Zeitstempel-Tokens (TST) gibt, die in der Validierung der qualifizierten Signatur oder fortgeschrittene Signaturen durch
qualifizierte Zertifikate unterstiitzt verwendet werden konnen, um festzustellen und verldngern die Unterschrift Giiltigkeit,
wenn das qualitizierte Zertifikat wird (werden) widerrufen oder abgelaufen (vertallen).

LuxTrust Global Time Stamping Authority

3803

---BEGIN CERTIFICATE----

MIID6jCCAtKgAwIBAgICDIswDQYJKoZIhveNAQELBQAwRDELMAKGA 1UEBAMCTFUXFjAU Bgm EAnT
DUICERydXNOIHMuYS4xHTAbBGNVBAMTFEX 1 cFRydXNOIEdsb2IhbCBSb290MBAXDTEyMDayOD:

IN16XDTIXMDMxNzASNTEzN1owTzELMAKGA [ L/EBI)M(‘TFL/XF]ALBQ\ VBAoTDbxleFRvdXNUIFMu

QS4xKDAmBENVBAMTHOX [eFRydX] 'BUaW lc3RhbXBpbr AOGCSqGSIb3
DQEBAQUAA4IBDWAwWggEKA0IBAQC62E: 7rAuouLM}ch4b Npdb9+MeejLq91VPecvBSsVHI4SKMUT
lebWG13HIqGLKcn9paO650PehX WEbgm2aUKRN: Sm1M74pIVBh YBOwl)tQulKanbplx 511qu1Tkll
iFtV5bYrHShJ0QpX6udclUEmO9h/Ao/de X W YD6bEVFw0
PSLICIpGx82JU6/7+MI0vB6Y/IMcU6xH5u6XdUyayjIvBmK Y usBR( el 7YrJKnBs.ybL urHfSpmAIT
DAR481dYkIWgKY'Y6xq4V5IuDSICRcAH2WURQcjy, MBAAGjgdow

gdewl DwYDVR{lTBA Lgw BgFB/lel‘ADBDBgN VHSAEPDAGMDgGCCuBKWEBAGoIMCww KgYIK» YBBO( JHAGEW

DisvemVwb3N;
ExWEQkvIIdvPx0bSPK We) y NS
dC55dSIMVEISQOEuY3IsMBOGA
AQSFAAOCAQEAWRIoTrueyOuM:

Vz2dCSsd TALBgNVHQSEBAMCAQY wHwYDVRO/BBgwFoAU
YDVROBCswK TAnoCWel4YhatR0cDovL2NybCSsdXhenVz
2QWBBT I vyLGHI7yBoMjXV7CIZGUGROShzANBgkqhkiGow0B
0y T31efiTtU10fg0uyOmK8q3MUjm WhwX06CJIb WuTAQ6X40

)y
AEGS0AOTWVHgYuGZwSefMz/CAsDUtmIz9EgS6bsFVoF+ fTA68BGOT9vBIEndC3tK TjUnOR Ouk WkT
JX5gSXFPSOLIIPWPpBv4XPIIMMH4cpy Idl/ySORFZﬁxxyn JGbx1UfSuxlibp6S8 +PommKFalp0INM
xwFaRyE3g8KJOVIhAur0/8QrDUQI qsjcQUxkMgRKqPINZQSLC
hbGZyRxO6ltg+JH4CaOkBSmww VVZ.’NZEébAI h e(‘4.>Bﬂjbdj V==

SHA256withRSA
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Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status

Service status description [en]

[fi]
[de]

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

Tue Aug 28 15:07:47 CEST 2012

Wed Mar 17 10:51:37 CET 2021

30:82:01:22: W 0D:06:09:2A:86:48:86:F7:0D:01. 0/'01.07 00:03:82:01:0F:00:30:82: 0/'UA:UZ 82:01:01:00:BA:D8:4E:ED:01:E2:06:A0:B3:37:C5:17:38:48:DA:5D:6F:DF:8C:79:E8:CB:AB:DD:55:3D:E7:2F:07:CB:15: 1E:2E: 1
A

2B:IF:C DI‘UA‘57‘EA‘EE‘ C:95:41:26:3B:DS: 07 SF:F8:79:75:B6:C1:2F:21:4; 3:81:CD: 1 E:36:EF:B8:49: LA:17:33:E:E0:3E:BA:99: 7A:D2:08:0F:A6:C4-54:5C:34- B:FS,
CO:74:BC: 1E:98:FC:93:1C:53:AC:47-E6 EE:97-75:4C:9A:CA:32:2F 0662081920 514 D9L21!367B74A 9C:1B:3C:84:2B:AB:1D:FF:29:98:09:53:0D:D4:78:F3:57:58:90:85:A0): 7986 YA CﬁAL 15L48E8548809/ 70
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF:3B:80:6C: 7F:28:C6:EC:BC:1C:5C:8D:02:03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl.luxtrust. lu/LTGRCA.crl

F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87

keyCertSign - cRLSign

SHA-256

53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/deprecatedatnationallevel
undefined.
undefined.

undefined.

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1

Page 33



Status Starting Time

2021-06-10T06:23:57Z

1.4.1 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA
LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewi WRIBkdPIc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/recognisedatnationallevel

2016-06-30T22:00:00Z

1.4.2 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU
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X509 SK 1

Service Status

Status Starting Time

9b8ixh3+8gaDI11ewi WRIBkdPIc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2013-10-13T00:00:00Z

1.4.3 - History instance n.3 - Status: accreditationceased

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA
LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewi WRIBkdPIc=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accreditationceased

2013-10-12T23:59:59Z

1.4.4 - History instance n.4 - Status: accredited

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

[en] LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.
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Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

LU

9b8ixh3+8gaDI11ewiWRIBkdPlc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/accredited

2012-11-30T00:00:00Z

1.4.5 - History instance n.5 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/TSS-QC

LuxTrust Global Time Stamping Authority

LuxTrust Global Timestamping CA

LuxTrust S.A.

LU

9b8ixh3+8gaDI11ewiWRIBkdPlc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2012-10-03T00:00:00Z

1.5 - Service (withdrawn): LuxTrust Global Qualified Certification Authority 2

Service Type Identifier

Service type description

Service Name

Name

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust Global Qualitied Certification Authority 2
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

4803

MIID6TCCAtGEAWIBAZICEsMwDQYJIKoZIhveNAQELBQAWRDELMAKGA I UEBRMCTFUXFJAUBENVBAOT
DUxIeFRydXNOIHMuYS4xHTAbBgNVBAMTFEx 1eFRydXNOIEdsb2/hbCBSb290MBAXDTEOMDUyODEZ
MDkxOFoXDTIwMDUyODEzMDKkxOFow TIELMAKGA TUEBhMCTFUXFJAUBZNVBAoTDUx eFRydXNOIFMu
QSAxizAIBENVEAMTHLI T RydXNOIEGsb2IbCBRAWFsa WZpZ3Y Qg QOEGMICCASIWDQYIKoZIveN
AQEBBQADggEPADCCAQoC: PID udGimFETERIM
§j9C6JeAgIH63AZ/IpPdGiV! WpRLA4ﬂoR29Y7YslSUky WOONEK wyDHm2iUbny ThnOhVNDDRAIDNNZ,
uf3Ulo3)7xaTac uSALIlhtgdaPeiY B4XZLIPGry3mmQ6020igQWEeCRVCI9IpI HLuboPZoxpw
y2qWzhzn7jo81Y8S2g D) (Ejul 1djQImYEL/R6I
7VeK+UKNXYy+vasXOqW K160eFIVWSI66vA/1dY 7IUSCAWEAAOB/CB
1zAPBgNVHRMECDAGA OH/AgFA MEMGA lUdlAOXMDuwDA VIKAEFAQEBCaMwLDABaurBeEFBOCCAR Ye
aHROCHMGLy9yZXBvc20b3J5Lmx 1eHRydXNOLmx IMAsGA 1UdDWQEAWIBBABgNVHSMEGDA WeBQX
FYWICSSkh28 HRvkSpZ5g0¢ TzjAyBeN VHRSEKzApMCeglaAjhiFodHRwOi8vY3JsLmx1eHRydXNO
DOXK4vMnBppSMAOGCSqGSIb3DQEB

LmxILOXUR1JDQSSjcmwwHQYDVROOBBYEFO+Wv31101W00nD4
CwUAAIBAQCBKOXIY(TOMbSS53+0q49NENBF Tcjqoh Y Lyve/wSgisbbeSOPAR ILam+PAk YK fyoy77
RISESYpeSROASKqPISIERFADED2? +lgsSGNpOVioit: WCICH 195Ky OvypaZZ ApEE 1 Vxadghins
sdIRTt+aVhultuUodGGNGTub+y/bs6IGUpNnu Wibrgeve2jaG9Y YQPGIuOWU15znQ+0VAH6wPXf
umhHagIplSaBhSkX Y EDFpaINdITbBNg3ULKHNdsdC 71512 VaxbW 1gC0BOIUD102KoiL QY9G SU
ErAQHx1BbVGA +eSbZe7Fpy1Va3K0z76usMSSOBF7Y117e0Hq

SHA256withRSA

LuxTrust Global Root

LuxTrust s.a.

LU

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

Wed May 28 15:09:18 CEST 2014

Thu May 28 15:09:18 CEST 2020

90:5A:07:82:45:50; A:C6:9] 96:C
xB 6B:AC:9D:. 76-F€'76:34:ﬂx:99:81.08 FD:IE: xx ED 58:0A:F9:49:0D: 5D 8C EBD AB:17:3A:A.

E:30:B: 71
55:56:F0:9E:BA:BC:0] -l-.2/ Dé JB 21 4B 02:03:01:00:01

: FA:9E:9F:68:E9: 9E:]
1:E0:3A:88:CB:78:5A:48:C4:29:6B:0A:7F:AD:

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

17:15:85:89:09:2F:24:87:6F:3F:1D:1B:E4:F2:96:79:83:48:13:CE

http://crl. luxtrust.lu/L TGRCA.crl

EF:96:BF:7D:65:3A:55:B4:D2:70:F8:0C:EC:4A:E2:F3:27:06:9A:52

keyCertSign - cRLSign

SHA-256
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Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

Service Status
Service status description [en]
[fr]
[de]

Status Starting Time

7E:76:DA:9E:A8:D0:E6:C5:C6:30:23:D0:D8:C0:6E:55:5A:EC:E4:FE:34:6C:0E:50:69:3D:F6:BD:5

4:68:E4:84

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2020-11-02T09:45:00Z

1.5.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/ForeSignatures

1.5.2 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

http://uri.etsi.org/TrstSve/Svetype/CA/QC

LuxTrust Global Qualitied Certification Authority 2

LuxTrust Global Qualified CA 2

LuxTrust S.A.

LU

75a/tWU6VbTScPgM7Eri8ycGmll=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
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Status Starting Time

2016-06-30T22:00:00Z

1.5.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.5.3 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] LuxTrust Global Qualified Certification Authority 2

LuxTrust Global Qualified CA 2
LuxTrust S.A.

LU

75a/tWU6VbTScPgM7Eri8ycGmll=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2014-11-19T00:00:00Z

1.6 - Service (granted): LuxTrust Global Qualified Certification Authority 3

Service Type Identifier

Service type description

Service Name

Name

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de l'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und

andere Attribute, die von den jeweiligen Registrierungsdienste iiberpriift.

[en] LuxTrust Global Qualified Certification Authority 3
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 372465138737086689258246113329755871041849896622

X509 Certificate @ = BEGIN CERTIFICATE-----

MIIGEICCBFqgAWIBAZIUQT3qGiCITHEV Y4Efz4qilubrqdwDQYIKoZIhveNAQELBOAWR/ELMAKG
AIUEBhMCTFUXFJAUBNVBAoMDUx1eFRydXNOIFMuQS4xH, VBAMMFkxIeFRydX|
bCBSb290IDIWHRENMTUwMZA2MTQXMEI WheNMzUwMzA IMTMyMTU3 WjBOMQswCQYDVQQGEWIMVTEW
MBQGA 1UECewNTHV4VHI1¢3QgUySBLIEAMCUGA I UEAwweTHVAVHI1c3QgR2xvYmFSIFFI Y WxpZmil
ZCBDQSAZMIICIIANBgkqhkiGIWOBAQEFAAOCAgSAMIICCEKCAEAUZSiXSmFbPS0g WhOkie Ysime
ylo ?QYg+XA3lelléQrIUPgZL(J 9dS08pM7VMIZESzq8ig) SOHRPY IvINKEK vA W2NuNXGhi/GHKCA
HmLA3GT93¢+ik LNGy Ok3J/VMc9CsSem
LmecZWl/xcholMSUIDZP(}DgVL VSKIK +b3AQ8iXbQIQyvymG6QyoQoIbuEP23iawRMWK:
+5j20kPAAQDIEEE VdggzzudLSMO4CSCleL IL YuXgliler9bK RkOw WSnkareL Zsn9uCDihGX GyC5m
9j5¢GY IKAnIVSusLiBFAIWS50CnzcOg+CPsVucoRhS6uvXc u7VrHan5,»1 SV TiocxSIMyOKAM
LiViskphZK YigVEAVEIpX Tpuny 2Gay VGTuOp imAIPKNeTgX MZTG
FN7ov7n01. yodNbOhIIADac»al(fZC2CWdCJquvlL/uCKWqudAnKm}LMX: hGhuQmGOTir 7VVC
10WZ}ViyHs2rpUeCQ6+D1 Wy YRee /Vp/9/GKi
MVxYAIrSAL/j7d4IT0ghPPU14ajxmC6dEHS4guVs0Lo/dwV TUzCAWEA AaOCA| L/'4wggFKMBl( GAIUd
EwEB/WQIMAYBAfSCAQAWQw YDVR0gBDwwOjA4BgergSsBAQEKAzAsMCoGCCSGAQUFBwIBFhSodHRw
cz0vL3J1cG9zaXRvenkubHVAdH1c3QubHUwagY IKwYBBOUHAQEEX{BecMCsGCCsGAQUFBzABhh90
dHRWOISvbHRnem9vdCSvY 3INwLmx |eHRydXNOLmx IMCOGCCSGAQUFBzAChiFodHRwOISvY 2EubHV4
dHJ1e3QubHUYTFRHUKNBMiS ﬂcnOngYDVRDPA()H/HAODAL'LG’VIHXGA 1UdIwQYMBaAF: PSYKIIbSSA Us
P4S3yzMDMGAIUGHWQsMCowKKAmoCSGlmbOdHAGLySjemwubV4dHJ c3QuHUVITRIT
WWHQYD VRUOBBYEF()()PWmDmUUZFNHIhZZqH}ZrKhIMAO(J(_Sq(;SIbJDQEBL WUAA4IC
AOADBEM/:dbOOQ:!COn VixayJ INBKOS/BVK IHwe7HBYAzT6Kmo3 ToMUwOpeGI2e/NBCR3F4wTzXOV
vFmvdBI7sdS6uMSLBTrav+SLChcFDBQj26X5VQDeXkASb/u6I4Ve CwoSesY 29HOI3v120rmGU
Uao9gbamKPI TFriO+XilaDL YectruusRkilke9qy8MCpNSarZgr3oD3c/+NSD3IDIGpaz  ILS Tph
ubl Loupcmjmmqs‘;okm 8vIVOOA Vxe7np50hlwmCkXdMOPQ/XOOuLA06bez+zllkAS)(64al7d)(
Zr200eBIQZL 9TSIQnIF28WIExvplknjS7TLhFMGXB
9\1«3X()q3XZOquPZpozchyUp!ngzV7[E5(]lokhnsDZ~l 7szBruchwl‘\luX}Lyth!VNﬂLun Vd+
NP2kGIB219WD2Y0CaKx Wx8snDdrSbAi46 Tpi ZekU9sCAWWS
VX HXJi6CZHA LMy E2gBvmpkACFetVIO2GOn nsxCQNprelsa/JuXmGiZ3OPCIRIfISg
y3pLRgnbgLyktWoOkmT/gxtWDLIVZwE(S2IL8d550K gttyRgX81LIWGSDdpnzeR VQEnzA6+Reb
AQ—

NWk

---=-END CERTIFICATE----

Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Root 2

Issuer O: LuxTrust S.A.

Issuer C: LU

Subject CN: LuxTrust Global Qualified CA 3

Subject O: LuxTrust S.A.

Subject C: LU

Valid from: Fri Mar 06 15:12:15 CET 2015

Valid to: Mon Mar 05 14:21:57 CET 2035

Pub]lc Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F 7:0D:01:01 - :02:0A:02:82:02:01
44:1B A3:CAACED:53:08:CC:AE: JAuCuenzwuowcnjx TESBDF: 864IUAIJC05H636L¥J

DAZBZB E31:CEAT.DS.64ALCDB2B.04:ICOAE2 7S D7, IEID: : AG:
A F:D.

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

Authority Info Access http://ltgroot.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGRCAZ2.crt

Authority Key Identifier FF:18:28:76:F9:48:05:2C-A 1:AE:F1:2B: 1B:2B:B2:53:F8-4B:7C-B3
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CRL Distribution Points http://crl. luxtrust.lu/L TGRCAZ.crl

Subject Key Identifier 63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8: 7D:F6:AC:A8:75
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD: 7C:6F:66:0B:61 :FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF
X509SubjectName
Subject CN: LuxTrust Global Qualified CA 3
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI1
X509 SK 1 Y4/CiwOxq47Y UOe WHZmoffasqHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2018-04-06T13:00:00Z

1.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.6.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals

1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]

Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
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Criteria list assert=all

Policy Identifier:

Identifier 1.3.171.1.1.10.3.32

Description

1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]

Qualifier type description [en] undefined.
[fi] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.171.1.1.10.3.33
Description

1.6.5 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en]

undefined.
[fi] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.171.1.1.10.3.21
Description
1.6.6 - History instance n.1 - Status: granted
Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC
Service Name
Name [en] LuxTrust Global Qualified Certification Authority 3
Service digital identities
X509SubjectName
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Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=

http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/granted

2016-06-30T22:00:00Z

1.6.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.6.7 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/CA/QC

LuxTrust Global Qualified Certification Authority 3

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=
http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2015-08-12T00:00:00Z
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1.7 - Service (withdrawn): LuxTrust Global Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[f] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.
Service Name
Name [en]

LuxTrust Global Time Stamping Authority

Service digital identities

Certificate fields details
Version: 3
Serial Number: 3803

X509 Certificate @ BEGIN CERTIFICATE-

MIIDGCCAKgAwIBAICDswDQYIKoZIhveNAQELBQAWRDELMAKGA 1UEBhMCTFUXFJAUBENVBAoT
DUx1eFRydXNOIHMuY S4xHTAbBgNVBAMTFEX | eFRydXNOIEdsb2JhbCBSb290MB4XDTEyMDgyODEz
MDCONIoXDTIXMDMNZASNTEZN 10w TAELMAKGA TUEBRMCTFUSFAUBEN VBAOTDUx1 wmdxwmm
QS4xKDAmBgNVBAMTHOx 1eFRydXNOIEdsb2]hbCBUa W 1Ic3RhbXBpbr
DQEBAQUAA4IBDwAwggEKAoIBAQC62E 7tAelGoL. Mi'(Ru(SdibDﬂ'an[ q91VPecvBSs VH:4Sk m 7
IebWGI3HIqGLKcn9paO650PehX WEbgm2aUKRNSimM74pNBhYB0sa0r( SilDwqiTkJ1
iFtV5bYrHShJ0OpX6udclUEmOI/Ao/AeX W2wSShShwDgcOeNu+4SRoXM-+ngPrgZetK YDGDEVFw0
PSLfCIpGx82JU6/7+MI0vBG6Y/IMcU6xH5u6XdUyayjlvBmK YGSBRCeL 7YrJKuBsShCurHfSpmAIT
DAR481dYKIWgK Y Y6xq4VSIuDSICRCAH2WURQCjyFi/s6kxIMvzuAbHSoxuySHFyNAgMBAAGjgdow
gdewDwYDVROTBAgwBgEB/wIBADBDBgNVHSAEPDAGMDgGCCuBKwEBAQoIMCwwKgYIKwYBBQUHAZEW
Hmh0dHBZ0i§vemVwb3NpdGIyeS5sdXh0cnVzdC5sd TALBgNVHQSEBAMCAQY wHwYDVRO/BBgwFoAU
FxWFiQkviIdvPx0bSPK WeYNIES4wMg YDVROMBCswK TAnoC Wel4YhaHROcDovL2NybCSsdXh0cnVz
dC5sdSOMVEISQOEuY3IsMBOGA 1UdDgQWBBT IvyL GHi7yBoMjX V7CIZGUGROShzA, wgkan,o9wou
AQsFAAOCAQEA WRIoTruey0uMSs3+g0y T3IefiTtU10£gOuyOmK 8q3MUjm WhwX06CITb WuTAQ6X40
AEosmoTWVHgyuqusuMz/LA<Dunnlz9EgssbsFWFﬂTA6&3(;079v3/£nd(J:KTJLnaRmmMT
JX5gSXFPSOfIIPWPpBv4XPIMMHAcpy 1dUjSQRF26xxyn]Gbx 1 Uf3uxlIbp6S8+P2mmK FaUpOIN
xwFaRyE3g8KJOVIhAurO/SQrDUQHAS+HimIMVzxA VhZ/r 5ux(MuyNa/'q\_/LOUXkMgRKthN70§[ c
hbGZyRxO6ltg +IHACaOkBSmww VyzINzEgbArireC4sBajUdj Vv~

,,,,, END CERTIFICATE----

Signature algorithm: SHA256withRSA

Issuer CN: LuxTrust Global Root

Issuer O: LuxTrust s.a.

Issuer C: LU

Subject CN: LuxTrust Global Timestamping CA

Subject O: LuxTrust S.A.
Subject C: LU
Valid from: Tue Aug 28 15:07:47 CEST 2012

Valid to: Wed Mar 17 10:51:37 CET 2021

Pubhc Key: ?0820/_ mnnmoom 804X86F7GDGI(/IO/ aioommalm-‘oa 30:82:01:0A:02:82:01:01:00:BA:, D84FFI701 on:sAnB; ?7(5/7?842?!7,4 snoFDF3c7 CB:AB:DD:53
75:84:6E:09:B6:69:42:9, B: BA7S AS:0F:0A:A2:4E:4.
g 03:81:CD:1 34:3D:22:DF:08:9A:4

C9:74:BC:1E:9: 153
01:F6:59:44:50:72:3C:85:8B:FB:3A:93:12:4C:BF: JB.X() 6(.7F x C6:EC:BC:1C:5C:8D:02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

D F7v2Fv07 (*Rv /5 IE: 2E !

:36; S' :98:01 :54.
E2:FB:62:B2:4A: 9(/8?(“84 7HARlnFF7993095?aDn478F3 5758‘7085/40298(; 3A:C6: AFI)F4BB8¥48809/ 7{2
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Certificate Policies Policy OID: 1.3.171.1.1.1.10.8

CPS pointer: https://repository.luxtrust.lu

Authority Key Identifier 17:15:85:89:09:2F:24:87:6F:3F: 1D:1B:E4:F2:96:79:83:48:13:CE
CRL Distribution Points http://crl. luxtrust. /L TGRCA.ct]
Subject Key Identifier F5:BF:22:C6:1D:FE:F2:06:83:23:5D:5E:C2:25:91:94:19:1D:3C:87
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 53:0B:1D:74:9B:E7:AD:3A:7B:B7:83:26:B2:81:DB:CC:5D:F6:EA:5F:41:4A:7B:29:B9:70:B6:54:8
B:04:49:07
X509SubjectName
Subject CN: LuxTrust Global Timestamping CA
Subject O: LuxTrust S.A.
Subject C: LU
X509SK1
X509 SK 1 9b8ixh3+8gaDI1 lewiWRIBkdPIc=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fr] undefined.
[de] undefined.
Status Starting Time 2017-02-17T00:00:00Z

1.7.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/ TSA/QTST
Service Name

Name [en] LuxTrust Global Time Stamping Authority

Service digital identities

X509SubjectName

Subject CN: LuxTrust Global Timestamping CA
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Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

LuxTrust S.A.

LU

9b8ixh3+8gaDII1ewiWRIBkdPIc=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2016-11-30T00:00:00Z

1.8 - Service (granted): LuxTrust Qualified Time Stamping

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

[en]
[fr]
[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

LuxTrust Qualified Time Stamping

372465138737086689258246113329755871041849896622

----- BEGIN CERTIFICATE-----

MIIGEICCBFqeAWIBAGIUQT3qGHCIThFV Y4Efz4qilubra4wDQYJKoZIhveNAQEL BOAWRIELMAKG
AIUEBhMCTFUXFJAUBENVBAoMDUx 1eFRydXNOIFMuQS4xHzAdBgNVBAMMFkx 1eFRydXNOIEdsb2Jh
BCBSb290IDIwHHNMTUwMZAIMTOXMIE ] WheNMUwMZA IMTMyMTUS WiBOMQswCQYDVQOGEWIMVTEW
MBOGA IUECawNTHVAVIT1 302Uy SBLIERMCUGATUEAwweTHVAVE [c30eR2xv YmFSIFFI Y WxpZmil
ZCBDOSAMIICANBkqhkiGIWIBAQEFAROCASSAMIICCEK CAZEAUZSXSmFbPSOZWhOKicYsime
Y103QYg+XA3NIWH6QUOPEZEGIdS08pM7VMIZES2q8tg] SOHnPdY lvhkEK vA W2NuNX6hi/6HK4
Nye+kB+NjpfAHmLA3ZGTO5e+ik/t7hINorK4dxzqt W ZKLNGysEHIriddcePWOK3J/VMc9CsSem
eZbmeZW 1/xXeqoIMS7IIDZ3+0DgVCYsKIK +b3sAQSigXbQIQyvymG6QyoQoJbuEP23iawRMWKNWk
+520kPAAQDIZEE VdggzzudL SMO4CSCleL IL YuXgljler9bKRkOw WSnkareL Zsu9uCDihGXGyC5m
OReGY1 KAalViusl /BEATWSOCazcOp CPs VucoRHSGuyXen7 VUHRGoSy LysiVy 75j6¢xSIMVQKAM
LviViskphZK YfqVLAVFIpXTpunY 2GayVG/uOpzNoiSRpexx YjmAIPKNeTgX VIsMc0zojg T/MZTG
EN7ov7h01 yudN60htTA DacvaK (2C2CwICMgviUuCKrvuXbdZRmIBZ X rghGhuQmGOTI TV VC
10WZjVjyHs2pUcCQ6+D1 Wym) Vp/9/GK1
MVxYAirSAL/ j7d4lethlr’UI4ajme6dLlIS4ﬂu Vsbt 0 TURCANEAGIOCA UdwegFKMBIGA1Ud
EwEB/wQIMA YBA{SCAQAwQwYDVR0gBDwwOjA4BggrgSsBAQEKAzAsMCoGCCsGAQUFBwIBFhSodHRw
c20vL3J1cG9zaXRvenkubHVAdHT1c3QubHUwag YIKwYBBQUHAQEEXjBeMCsGCCsGAQUFBZABhA90
dHRwOISvbHRnem9vdCSvY3NwLmx |eHRydXNOLmx IMCOGCCSGAQUFBZAChiFodHRwOISvY 2EubHV4
dHJ1c3QubHUy TFRHUKNBMisjcnQwDg YDVROPAQH/BAQDAZEGMBSGA 1UdlwQYMBaAFPSYKHbSSAUSs
o0a7xKxsrsIP4S3yzMDMGA 1UdHwQsMCowKKAmoCSGImhOdHAGLyjcmwubHV4dHI1c3QubHUVTFRH
UkNBMisjemwivHQYDVROOBBY EFGOPwosDsauO2FNHIh2ZgH32rKh MAOGCSqGSIbIDQEBCWUAAJIC
AQADBG6M/edb009iICOnVxay] INBK0S/BVKIHwe7HBY AzT6Kmo3 ToMUwOpcGI2e/NBCR3F4wTzXOV
vFmvdBI7sdS6uMSLBTrav+5LChcFDBQj26X5VQDeXKASb/u6 4 VeTCwoSes Y g9HORI3vI2QmGU
Uao9gbamKPI TFriO+XilaDL YectruusRkilke9qy8MCpNSarZqr3oD3c/+NSD3IDIGpaz ILS Tph

ubFFoHP(‘ré],w qSqGRExv8VIVOOA Ve 7np5QhtwmCkXdMOPQ/XOOUEAO6bez +zHKASX64at7dX

I MA+1jbFZi200eBIQZL “9TS9QnIF28WIExvpIknjS7TLAFMGXB
9wvsoqjxzomjpzpuzrvEyUpfxgxzwruolokhusuzdz\BzumzlcmNux,vLymvfwvoz_unvm
NP2KGIB2OWD2Y0CaKx W 1467 181V BSJ/XZekU9sCAwwS

»anxJ.5LZHthxanmE7ngmpk4( Sl nsxCQNpnelsax/eJuXmGiZ3OPCIRIjlSg
¥3pLRgnbgLyktWoOkmT/gxtWDLIVZwEt52JL8d550K gttyRaX8ILIWGSDApnzcR VQENZAISReb
AQ=—=

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU
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Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Authority Info Access

Authority Key Identifier

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

Service Status

Service status description

[en]
[fr]

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

Fri Mar 06 15:12:15 CET 2015

Mon Mar 05 14:21:57 CET 2035

30:82:02:22: W'ﬂD 0(7 09:2A:86:48:86:F7:0D:01:01:01

4DEES:BF:BI:F4:D7:2A :
AB:A5:47:02:43:AF:83: D56C A:D7: 3
“F5:35:E1AS:FI:98:2E:0D: 10 7F:38:82:E5:6C:D0: BA‘JF‘77175‘53‘U JB ﬂz 03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.171.1.1.1.10.3

CPS pointer: https://repository.luxtrust.lu

http://Itgroot.ocsp.luxtrust.Iu

http://ca.luxtrust.lu/LTGRCAZ2.crt

FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3

http://crl. luxtrust. /L TGRCA2.crl

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

keyCertSign - cRLSign

SHA-256

BE:DO:F1:9E:D4:6D:94:90:0D:2A:9F:CD:7C:6F:66:0B:61:FF:75:88:D8:B7:1C:F8:F2:79:D5:FA:A
3:02:1C:CF

LuxTrust Global Qualitied CA 3

LuxTrust S.A.

LU

Y4/CiwOxq47YUOe WHZmoffasqHU=

http://uri.etsi.org/TrstSve/TrustedList/Svcstatus/granted

undefined.

undefined.
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Status Starting Time

[de]

undefined.

2017-02-17T00:00:00Z

1.9 - Service (withdrawn): LuxTrust SSL Certification Authority 5

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres

attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und

andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LuxTrust SSL Certification Authority 5

533964332515310132895107069031428386213137370244

---=-BEGIN CERTIFICATE-----

MIIGETCCBIWeAwIBASILXY 07QMCSIVCHMIW namX 2TIQUDQYIKoZIbYNAQELEQAWRIELMALG
AIUEBhMCTFUXFJAUBZNVBAoMDUx1eFRydXNOIFMuQs: VBAMMEFkx IcF
bCBSb290IDIwHRENMT Y wNDEZMDkwNTEy WheNMzUwMzA IMTMyMTU3Wj JBBMQma) Ym'oooEwlM VTEW
MBQGA | UECgwNTHVAVH]1c3QgUy3BLjEaMBgGA | UEAwwR THVAVHI 1c3QgUINMIENBIDUwggliMAOG
CSqGSIb3DQEBAQUAAICDWAWggIKAOICAQDerxSTRMciNtsqVVipJQOMGLSIWhA/fG1 VBeTStEO
VZ5yUgl5qDs6hg8ISBY Y WHZWkIb89GKY 6t0J2EEtdHGj46bRbdeMn/N9 7¢00IRIZECV2YIXDgn3w
PQrVPAIL2g/KFSBY 7q/4aGpTmDI5Xo10SQrBbuk fdwIf6OAOUyiO3e 116A11 Vk 1 fSBDhgdNI4gN
MamOKBWP/kbUzL VOw60vQb9gi HLkX69V+HIy21xdeX/L4s7a 1PTMOGQDAISOWXRANRHET2HIZE
SHMHY +dKE/AWCDlimdFwd$3UezX Y BSUAKDIZAqGd2GICH6RAWWIIC 00D D giphal pY Ip0mYG
JKWWHGNCRARKAL gZFMFCchldizY 9L58/OASy 16 oty 1iHonXIkOpaDY OtA lnaZu(T+F
850ddSgW2RasrCs3BgnwUBxvyNIxOgKS, vbQSyKhaFil7+vwyBZwZVV-+/zSbRljz]
90BwYOkfiwInZB5lyIMfosbUm BTSN GHCNDS M 01zip6cQCalllVFRDEIQSMO1g4Vu
93QmIATYyFOREDZCZSQEIIOKwwypSWSP/qXRSQIH I hj/DNwGGGQM/4n W33 Y 9¢fIByKUOpIvoQ2C
YRGgFefCOKDKAUJV9SHMLyR2jpV1z0kSDQIDAQABoAIBVCCA VIwEgYDVROTAQH/BAgwBEEB/wiB
ADBLBENVHSAERDBECMDEGCCUBKwEBAQoFMOwiK g YIKwYBBQUHASEWHIOdHBZOISvem Vwb3NpdGy
£S3sdXi0onVdCSAITAGELR VHSAAMGOGCLsGAQUIBWEBB 4w XDABerBgEFBQaA Y YRHROCD
L2x0Z31vb3Qub2NzcCSsdXh0cnVzdC3sd TAtBggrBgEFBQewAoYhalHR0cDovL 2NhLmx I cHRy
LmxILOXUR1IDQTIuY3JOMA4GA 1 UdDWEB/WQEAWIBBJAIBgNVHSMEGDA WeBT/GCh21 LgFLKGuXSab

“El BgNVHRSELDAGMCiglgA wOiSyY3JsLmx 1eHRydXNOLmx 1LOXUR LIDQTI:
YISMBOGA | UdDEQWBBQIOWOEGxgXGSROUz0Xs XBDMZv G TANBERhKIGOWOBAQSFAAOCAZEAZPwa
COTCIWpSE3dFjrcO4QSD2IRuuX 1KiFj2TPkadid TDIbFoPZl/nE7NETO36+0SrPNSbDPbck+ VA
CGwyMgky6ISBKhmvHPnDeDZW 135muWILjHYeSMHV3gdCvzIB3 7S xqdgbRSIGIQIv VsDitdd Vg
9/TWCYvX6yS/VRH6ADMINpzUSaDLHSAG I L2XR+SwzC3A[zNBISPRIvIlelIzHgi6+GScPMz0JaX
ViSLekucwYXRelmngOucKu72xoY xA Hlch 76 VFIX 1IMPSIpdd2TzKoensEITRIXeCyvdreOn
DVHDPSIOSRPYSUECI330lgSIs6FDITTDSIb 6bGKHIZS/GA3VaReSL WynXIKE4hAOSWK. s
pWphOcTPLa0dwIMCOBPskkBmc96bFZwQbd2i9ADvIXLzE Wh2EgSp9IfA SO OvEuTmas
ISEVOVUMKISAZcEpAJaV 1hJCpVNewQ1 WSR YZ3mCdmHjoAGhl4qj YoSNbY (Z(’blv‘)BNn}chDZ
X/71KOqA44++HR1Y+7i0XngBGIS Tmx Fw94ZSi9mIdEW(TiL CrZfu/kwTPcBXv62RwoK HTDed66n
Jy7b6jUpJeOVZ2ERK129kyR XzILcAOIPaSeel TWgWpdl 7FHeaQDEDWLEOLZIWsuFO984hw=

ND CERTIFICATE-----

SHA256withRSA

LuxTrust Global Root 2

LuxTrust S.A.

LU

LuxTrust SSL CA 5

LuxTrust S.A.

LU
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Valid from: Wed Apr 13 11:05:12 CEST 2016

Valid to: Mon Mar 05 14:21:57 CET 2035

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01.0, $20201:00.DE AR LS5 7E DY CSCDBGC A IS DA 0L SO62 09T 080T DF DS | .93\ BLOESS9E:72:5

2:20:7C:55:3E:06:D3:F5:FA:B7:80:8D. 2 1D:C4:
15:24:09:1F:58:63:FC:33:70:18:61:90:33:FE:27:5B:9D:D§:

S5:6E:F7: 18:C8: 9:09:9)
H0142:6F-F7:91 (( 2F:24:76:8E-95:75-CC:E9:39:0D:02:03:01:00:01

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.171.1.1.1.10.5
CPS pointer: https://repository.luxtrust.lu
Policy OID: 2.5.29.32.0

Authority Info Access http://ltgroot.ocsp.luxtrust.lu
http://ca.luxtrust. lu/LTGRCAZ2.crt
Authority Key Identifier FF:18:28:76:F9:48:05:2C:A1:AE:F1:2B:1B:2B:B2:53:F8:4B:7C:B3
CRL Distribution Points http://crl luxtrust.lu/LTGRCAZ.crl
Subject Key Identifier 09:97:45:8E:13:AC:6A:5C:6F:1F:41:4C:F4:5E:C5:C1:0C:C6:6F:19
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: C0:68:A8:A7:CC:2F:08:BE:0E:9A:1D:DB:0D:F0:1E:2F:7A:E7:9B:FE:50:31:22:C5:52:BB:7B:33:6
A:1F:D6:F4
X509SubjectName
Subject CN: LuxTrust SSL CA 5
Subject O: LuxTrust S.A.
Subject C: LU
X509SKI
X509 SK 1 CZdFjhOsalxvHOFM9F 7FwQzGbxk=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2021-11-03T09:08:00Z
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1.9.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/For WebSiteAuthentication

1.9.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC
Service Name

Name [en] LuxTrust SSL Certitfication Authority 5
Service digital identities
X509SubjectName

Subject CN: LuxTrust SSL CA 5

Subject O: LuxTrust S.A.

Subject C: LU
X509SKI

X509 SK 1 CZdFjhOsalxvHOFM9F 7FwQzGbxk=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Status Starting Time 2017-11-29T01:00:00Z

1.9.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/For WebSiteAuthentication

1.10 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier http://uri.etsi.org/ TrstSve/Svetype/QES Validation/Q
Service type description [en] undefined
[fi] undefined.
[de] undefined.
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Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

LuxTrust Seal and Signature Validation Service

4615819

---=-BEGIN CERTIFICATE-----

MIIGxjCCBK6gAWIBAgIDRm6LMAOGCSqGSIb3DQEBCWUAME4XCZAJBZNVBA Y TAkx VMR YWFAYDVQQK
DAIMdXhUcnVzdCBTLkEuMScwJQYDVQQDDBSMdXhUenVzdCBHbGOiY WiwgUXVhbGlma W VKIENBIDMw
HheNMJAXMEXMTMIMjEy WheNMjIxMEXMTM1MjEy WiCBrEdMBsGA 1 UEBRMUMDAXN;UwNDg IMzU1
MDIZNTQyMjYxNzA 1BgNVBAsTLkx 1eFRydXNOIFNIY Wivg Y WSkIFNpZ25hdHVyZSBWY WxpZGF0aW9u
IFNIenZpY 2UxFjAUBgNVBAoTDUx 1 eFRydXNOIFMuQS4xI-zA VBgNVBGETDIZBVEX VL TIwOTc20Tg]
MOsWCQYDVOQGEWIMY TEWMBQGATUEAXMNTHVAVE1e30gUySBLICCAAWDOY Koz hveNAGEBBQAD
28GPADCCAYoCi2gGBAOVXBMPDi4DkhoStsSLY dkQaws+R Wuli1 BXz52RKDJI52dpbS2i5bSarYqef
GuyFioxHIixcKpOIBF WITDSRODSS] CeW X IZIrd8IBGISUn3494SA SulldFIQF) Agwks CPGHB 3

AYOATARI4HGY1dIkhIsSSAZMG6ZFSH3sYRgoZ5CvimgSHpZsAoSseUVD9za7h3lal cEbEs2Qe/F
SMn<15MZ4d<Wde_alaRk/6iLElu 7AtLigLujFMSKAdCZKI1I WQMTpBhQGIMmIXExvHzI TtBS3hWN
vvwq8PPaMGKdkv3LzQe/PbBTn/FXZ/FXxzE/WOLSGigxlad VIOOKU+RgOPMpC6AbR W 1ajgb2T4B
0260U4UdSeli/GHP/RBIePARqHgvUBqfAMagFPxDqiZ39v/S3ZiUIALU Ico+zbX2wPSOIVSORTzZ3
Z8B/VXyHYRjnvSgFeXNdHNe7tvHenTrTNMTrXKDu+IX+aFLPypV7ALeEIEOKzL 3fixwz952QID
AQABOdIBYjCCACYwHwYDVRO) 0AUY4/CinOxgi7Y U wgYEGCCSGAQUFBWED
BHUwczAIBgYEAISGAQEwCAYGBACO] 9QAjkYBBTA+MDw 0i§vd3d3Lmx/eHRy
dXNIImeILJVwaQhZ(‘QkYXRhLJ!IcGQzaXvankaERTLanZhM(‘RU4wEwYGBA(‘()RgE(iMAkGBWQA
JKYBBelwZgYIK YBBQUHAQEEWBYMCCGOCSGAQUFBABltodHRWOISve WNHL mdjcs AubH VAdHI

<SQubHUWLQYIK wY BBQUHMAKGIWHOGHACLyS/YS3sdXtOcnV2dCsdSOMVEAR QUL mNydDBOB Ny
HSAERZBEVIDEGCCuBKWEBCEMAMCwwK g YIRw YBBOUHAGE
nVadC3SATATBECEAIVSQAEDMDYGA [ UdHwQuMCOWK6ApoCeGIWHOAHAGLySjcmwubH VAGHITe3Qu
bHUYTFRHUUNBMy0zMySjcmwwEQYDVROOBAOECEOSha5I+ky I MA4GA | UdDWEB/wQEAwIHgDAMBENV
HRMBAfSEAJAAMAOGCSqGSIb3DQEBCY WUAAMICAQC: 'n36/ErjmC+6CFusbWiingHTbXIv67VPBIKhOII
12¢2302Q50 YI2WUCET 15xZL0zceQBAIA TeMxHpJLOfuHhgh
aVMuDx4£dSZW4QdYjb25wHmCT3 erAV5¢6m$u7v7q/KdlyodKrKSlwhpDI Xzi060xii5+0HDm
mzMACI98+ 7tiwZLkM/oCBIF+IGFNCMQOGedLgAV3PY Y55vyN/aklmh YbD 7gpx0a WrCAky TQSRE
eyNk84mcoSLISZ' vWachchquouswmmuxmzpvu/+awx121qu:ozccslmx$gl UITyMCzQ
uejfQnf7GRZY 9sHserwZ Y ZiFmmrdtuwGIGPOijlyjrtkSnKe2YhpfyMEc/welg1 D9z +u
COBRUoGEONSPKARN3Fy VIGEFLIGHBW I pqlzR YETMS-qBy AGKX7VbaedCY X ZzBnfihz9
Nivafb3YevjPuWLHijaWtt390zuhdZ8tvn70Di6oCbA 7uD 1 vacCldVOGybthemESDyLSY YNecU3e
NGPIQRwPOSIVGBuXAGHisHS IGGIFaa FHQMDXpfiVjUnb7dial$ijvL Pf39a06HMTkixmg706Yj
A "9;

IE.

SHA256withRSA

LuxTrust Global Qualitied CA 3

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

Fri Dec 11 14:52:12 CET 2020

Sun Dec 11 14:52:12 CET 2022

DZDDQX948802[)4[)5CA
S2:CECA: >7B()OB7X47? /t)FZR?sCHr)anB/U3F79(‘Dozmotann

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75
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QCStatements - crit. = false

id_etsi_qcs_QcCompliance

id_etsi_qcs QcSSCD

Authority Info Access http://qca.ocsp.luxtrust.lu
http://ca. luxtrust. lu/L TGQCA3.crt
Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.lu
Policy OID: 0.4.0.194112.1.3
CRL Distribution Points http://crl. luxtrust.lu/L TGQCA3-33.crl
Subject Key Identifier 43:B9:85:AE:65:FA:4C:B5

Basic Constraints

IsCA: false
Key Usage: digitalSignature
Thumbprint algorithm: SHA-256
Thumbprint: 35:70:00:C0:80:1A:88:1B:19:A7-01:EF:29:46:9C:96:41:C3:9C:9E-CE:31:64:36:C3:FD:BE:6B:42:2
F:FF:3F
X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service
Subject SERIAL NUMBER: 00165048535502354226
X509SKI
X509 SK 1 Q7mFrmX6TLU=
Service Status http://uri.etsi.org/TrstSvce/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2023-03-01T13:19:13Z
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1.10.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

1.10.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals

1.10.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/QES Validation/Q
Service Name

Name [en] LuxTrust Seal and Signature Validation Service

Service digital identities
X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service
Subject SERIAL NUMBER: 00165048535502354226
X509SKI
X509 SK1

Q7mFrmX6TLU=

Service Status http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/granted

Status Starting Time 2021-01-22T17:00:00Z

1.10.3.1 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.10.3.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals

1.11 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

Service Type Identifier
Service type description [en]

[fr]
[de]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

http://uri.etsi.org/TrstSve/Svetype/QES Validation/Q

undefined.
undefined.

undefined.

LuxTrust Seal and Signature Validation Service

5228091

----- BEGIN CERTIFICATE-----

MIIGjCCBK6gAWIBAGIDTS Y IMAOGCSqGSIb3DQEBCWUAME4XCZAJBgNVBAY TAkx VMR YWFAYDVQOK
DAIMdXhUcnVzdCBTLKEuMScwJQYDVQQDDBSMdXhUenVzdCBHbG9iY WiwgUXVhbGlmaW VKIENBIDMw
HheNMjIxMjEyMDkxMDE2WheNMjQxMjEyMDkxMDE2W;CBriEdMBsGA | UEBRMUMDAXN;UwNDgIMzU1
MDIZNTQUVYANzA 1BeNVBASTLkx |eFRy dXNOIFNTY Wivg Y WSKIFNpZ2ShdHVyZSB WY WapZGEOn W0
IPNlenZpY2UxFIAUBENVBAOTDU IcFRydXNOIFMUQS4xFzAVBENVBGETDIZB VEXVL TIWOTc2
MQswCQYDVQQGEwIMVTEWMBQGA IUEA HJ1¢3QgUySBLICCAalwDQYIKoZIhve A OFBBOAD
98GPADCCAYoCgaGBAJIPR+5ZDDIISRSNFGSKSuy: sq WZoUSad0SEAOCSbhP3nu+2mGrYfSqpRIRQ
EaK+Du8 74pee34NQNIKXRABAr6gsPydE0b WaJAhvFP1AUOCaaCAScNSOW f0qiPAIXPFRCOV3
I0NSBimS5tfBwcebE7ZZzWwPV0qCky3JE9EspMyLXIaboC6kSe WKmfhQ/TrVOusAGJz4/j/C5Hmhr
KhoHII8afVPbvVylpk W WAnfxyP64oi+pV 70vheDeEK4IK2S TPeOart/y+m 7uoEtScUKkTGzf 20
hY/OKJLungEbGIO/KINCy9yAQvpKbzvwA TsDzL ZF/FX] SEMIMubnpSY OGS SSIA40UFZTpGp
0zKq J3GgDvu FSQxXcK Vi 0S70wy2
7XMOILIaY fulx 7keqdv4EVzoiis Vadis [tQAFBI2vY 7Jh TnOSPm W04bDxde3 H6C SeUL gGelIXQID
AQABoAIBYICCACY WHw YDVROBBEWFoAUY4 CiwOxqd 7y UbeWHZmofTasgHUWE YEGCCSGAQUFBWED
BHUwczAIBgYEAISGAQEWCAYGBACOI BgQAjkYBBTA+MDw Oigvd3d3LmxIcHRy
dXNOLmxIL3VwbG9hZCOkYXRhL311cG9zaXRvenkvUER TLnBKZWMCRU4wEwYGBACORZEGMAKGBWQA
JkYBBglwZgYIKwYBBQUHAQEEW/BYMCcGCCsGAQUFBzABhhtodHRwOi8ve WNhLm9je3 AubHV4dHI1
<3QubHUWLQYIKwYBEQUHMAKGIWHOHAGL Y5 Y SSsdXhOcn dCSsdSOMVER QOE:LN i dDEOBENY
HSAERzBFMDgGCCuBKwEBCeMhMCwwKgYIKwYBBQUHAGE sdXh
cnVzdCSsdTAIBgcEAIVSQA DYGA IUdHWQUMCOWR6ApoCeGIWHOAHAGLyOjcmwaubHVAGHITe3Qu
bHUYTFRHUUNBMy0zM) EQYDVROOBACECEMUS HknJsdiMA4GAIUADEB/wQEAWIHEDAMBENY
qGSIb3DOEBCWUAASICAQA/V. 3 kp4EdLL/l()oleZMLHAUﬁ()my) U
1VuVs611DZ1ApkdgMq3B/bSFa3nFlyhFGs: 7R +4P2a0Qq8 1 ZFEDYn
Bw. 7qu9k\ i wujA/«xxy 301unOUNPUrd
7+HSATt7RQ+m qufamx\m g VnPkLaSy7O ISl VSieT ISEIXIBSIYCIPULeeYi2/YeloWipe
72YDSz09q0+DIAVNkyg PhSrmj
BBrYk+jrCj2UcZaEKS. i WVpClew ngHantp 70,(11,3)( 3JuelYAtbIY thuYSW IwSQT
w3eSK3MSUds4vqeUY CSHToXztxfIBnFjyobfinadBz406JdgLy 71iUMMFnxXwOm 1g3bxIkSStdd3M
ug+FiGIUDg63bx VHeacCIQeSUMACQIVDZFcCvxZvF96qre+riBSauThofUhOaaqwl/ TidoSNSrin
£26/55X9E 7CagRuUpH+7vLv70ONXitmeYM2i/qeCedtEcu26fds|gAmaowCOQ89W/9CqBoL DeWskp
n65XuukC41iRDepb74HbZO0tK IqaA Iu9gInPHIA—

,,,,, END CERTIFICATE----

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU
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Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Basic Constraints

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject C:

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service
00165048535502354226

Mon Dec 12 10:10:16 CET 2022

Thu Dec 12 10:10:16 CET 2024
J&i&”ké’iﬁ"&%ﬁ?ﬂl’f SitAss 7'0"{;0;;’6";{3”" BT 0D CA D01 Zﬁ?’sxp’fﬁ Z‘o’ é’p‘%ﬁ"; Zﬁiﬁ;’{"‘” B S01 DDA E I DA CEO TGO 16 R

B:F7:97:43:52:06:29:B9:AD:F0:7( D5:D2:A0:A4:CB:72:44:F4:4B:29:33:22:D'
53:DB:BD:5C:A.

F4:BE:17:83:70:42:B8:94:AD:92:
CB:DC:80:42:FA4A. 01 5:CD:AD:71:82:B0:AE:38:B4:CB:9B:9E:9E:58:3B:AE: 79:B0:80:38:A1:41:59:EE:9 1:AO: 6:C5:87:6C:47:7A.
:21:BE:AD:A2:69:E0; 2:B3:ED:B4:70:88:C7:FF:B6:BA: 73:4D:2B:44:BB:3B:0C:B6:AF:B5:CC:F4:B9:5A:61.. FBAS(_7BQ 1E:A9:DC: 7X:ll.
6:BD:8E:C9:85:39:CE:E4:F9:! 06 D} 86:C3:C5:D7:37:FA:DE:82:49:E5:0B:80:68:07:5D:02:03:01:00:01

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id etsi_gcs QcCompliance

id etsi_ges QcSSCD

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.lu

Policy OID: 0.4.0.194112.1.3

http://crl. luxtrust.lu/L TGQCA3-33.crl

43:14:F7:E9:27:27:17:61

IsCA: false

digitalSignature

SHA-256

D8:EE:27:2E:23:B4:0F:6A:2C:AA:62:E1:D2:14:3B:66:BF:30:8E:44:C7:2F:68:0F:2A:10:70:88:91:2
B:94:E8

LuxTrust S.A.

LU
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Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

X509SKI
X509 SK 1
Service Status
Service status description [en]
[fi]
[de]

Status Starting Time

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

QxT36ScnF2E=

http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2023-09-15T06:00:57Z

1.11.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.11.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals

1.11.3 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject C:

http://uri.etsi.org/TrstSve/Svetype/QES Validation/Q

LuxTrust Seal and Signature Validation Service

LuxTrust S.A.

LU
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Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

X509SKI

X509 SK 1

Service Status

Status Starting Time

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

QxT36ScnF2E=

http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/granted

2023-03-01T13:20:20Z

1.11.3.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.11.3.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/ForeSeals

1.12 - Service (granted): LuxTrust Qualified Electronic Registered Delivery Service

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

[en]
[fr]
[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/EDS/Q

An electronic delivery service providing qualified electronic deliveries.
Un service de livraison électronique fournissant des livraisons électroniques qualifiées.

Eine elektronische Lieferservice bietet qualifizierte elektronische Lieferungen.

LuxTrust Qualified Electronic Registered Delivery Service

5568343
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

---=-BEGIN CERTIFICATE-----

MIIGSDCCBIigAwIBAgIDVPAXMAOGCSqGSIb3DQEBCwUAME4xC2zAJBgNVBAY TAKx VMR YWFAYDVQOK
DAIMaXhUenVzdCBTLKEuMSewJQYDYVQQDDBSMdXiUcnVzdCBHbGITY WwgUX VibGimaWVKIENBIDMy
AIUEBRMUMDAXOTkxOTIyNTU!
MzczNDASNszUDA 7ng VBmTLmuFRydealezWN()cmgm WMgUmVnaXNOZXJIZCBEZWxpdmVy
CSBTZXIaWNIMR Y wEA YDVOOK Ew MAXhUCnY 2dC BTLKEuMERewF QY DVORBEWS WOVRM VSO MDIONjk4
NTELMAKGA1UEBhMCTFUXFJAUBgNVBAMTDUx1eFRydXNOIFMuQS4wgeGiMAOGCSqGSIb3DQEBAQUA
A4IBjwAwggGKAolBgQCUMMIVxpTi7gISwIEWwlaD2kR1 VR VbM3gtSDQYQwRH2gczSMwVEIaTOPKZ
WOHWQzbSHpMPyw9dMjRr60zb 1Kk 7drAf1 DTw VEid2mx 7QQONBISD2CaW3M4G Y JiK/6Sx2mZIOENOK
jreAunOpOK HjwpimY I CIWDZhApeZR 1 KiN8GIx+SNqgNUWp4Av3OINAASXNIxSZdNe VzGiHZNOIQB
8noNCDgSuWkIs54m ToWzLnsp] lM}h inYVLtthy 2xaE91LCMhNX24gZ0gbdRIkR-+WhEOSHeAdM
©Q305YQSNSKeuZdgQunzydi2 ORMM Y NoBdLktS06rdp/SpQ7KFB3iR6CD/HFx4PkL Yn
MpQayuudLICqYul s I’mkaC7Vw606 3SIj3UwAbacTimd +sO420DNEF9924AhV+
KGFvuUISA TPpIh}IoOXmLJ(IfﬁEfclSOdeyL‘/l795056AgnMy05xSo+ﬁcuuTNSS/IldJ!QauDUL
AWEAAaOCAbMwggGvMBSGA 1UdlwQYMBaAFGOPwosDsauO2FNHIh2ZqH32rKh I MGoGCCsGAQUFBwWED
BEAWXDAIBEYEATSGAQEWCA VGBA(‘ORgFFMDFGBgOA \jkYBBTAnMCUWH2h0dHBzOi8vemVwb3NpdG9y
e855dXh0cnVzdCSjb20TAmVuMBMGBgQA[KYBBjAJBgcEAISGAQYCMGYGCCSGAQUFBwWEBBFowWDAn
BagrBgEFBQewA Y YbaHROcDovL3F]Y S3vYNwLmx I eHRydXNOLmx MCOGC CsGAOL/l BzAChiFodHRw
Oi8vY2EubHV4dHI1¢3QubHUVTFRHUU cnQwTwYD 0DITAIMCSG
CCsGAQUFBwIBFh90dHRwczovL 3 lcG9zaXRy \rcnkubHwdHJMouvzerAkonoA1+xAAQMngyD
VROBCEWLTAroCmgI4 VIaHROcDovL Ny bC3sdXienVzdCSsdSOMVEARQUEZL TMzL mNybDARBEN
HQ4ECgQIRLIHJIGwOpUwDgYDVROPAQH/BAQDAgeAMAWGA 1 UdEWEB/wQCMAAw. anmnm NAQEL
BQADgngA]krPhZ()!VZthklR:xlshoPm7<PWamTLp6vm6HVHa/JPUJo VC3RHA7IMY4vMSI3v6Lr
+llJyakvg00UQLCl AL WXINTAVSvPk+vZNVpHAbIwSauzdOUOF2MGuxkdqlOvykKKP6nnAHITISGGN
yCtWCIgtBhVbE y/+ WMSLGBhu6vi9S7200+zCex08 WwdI2WR Yerg0s
po/\RDmxl/L TG 2kqVAIK 33udy X dCeb0q0A VXOGe)w/SIGAIt 0 AR LEGESVmZ21dXdAmMO]
NSEMsStwSRgqwPsyHstZNN6g80kquI2c+xeYaQ8qXzL Yx Ya/ppF2LsErZmiYqZb3qArXwi+RECK
Fd2WKKESbQfa308FsYwIHnynruPImQbeqfdSI78T1V3vorDKOM{dibNv4ZsHIKRzv0OBCagW680v
WQAGGXWe7Lxk/NO36Y YRel Yztpn vswv/ozuu WZyDeigBOSISQERR2Pub D7 OLNGY pan/YOZIIVIR

mWCVXSUBkpk3nS2e5KwAjz2UIDNeSIVUIqaj WpVmO4X6EHS 2nJdIxNHE
DOsZiEiyevqMKpjj3jCAeWNebQsH6fO45Nw2rY 6CNfEGSBhHL. X+FNF07WgyM3nr4rLRRL"/&OBU
+mSLVIdA

rrrrr END CERTIFICATE-—

SHA256withRSA

LuxTrust Global Qualitied CA 3

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Electronic Registered Delivery Service

00199192255537340974

Mon Apr 17 11:42:05 CEST 2023

Mon Apr 17 11:42:05 CEST 2028

9C99985nA906276 08:D,
:A2:0B:DB:4] 4BJE.‘¢BZ46LA
:549074395271}197[“57 9:E8:0

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id_etsi_qcs QcCompliance

id_etsi_qcs QcSSCD

http://qca.ocsp.luxtrust.lu
http://ca. luxtrust. lu/L TGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com
Policy OID: 0.4.0.194112.1.3
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CRL Distribution Points

Subject Key Identifier

Basic Constraints

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

X509S8KI

X509 SK 1

Service Status

Service status description

Status Starting Time

1.13 - Service (withdrawn): LuxTrust Seal and Signature Validation Service

[en]
[fi]
[de]

http://crl luxtrust. lu/LTGQCA3-33.crl

44:B8:87:26:51:B0:3A:95

IsCA: false

digitalSignature

SHA-256

03:5E:14:A2:94:55:63:EB:79:85:E3:EE:DE:55:B9:71:D1:B3:16:F1:0F:3A:1E:D4:37:6C:01:9F:9B:7

6:39:08

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Electronic Registered Delivery Service

00199192255537340974

RLiHJIGwOpU=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

undefined.

undefined.

undefined.

2023-05-05T08:19:46Z

Service Type Identifier

Service type description

Service Name

Name

[en]
[fi]
[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/QES Validation/Q

undefined.

undefined.

undefined.

LuxTrust Seal and Signature Validation Service
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

QCStatements - crit. = false

6066793

MIIGrzCCBIegAwIBAGIDX1IpMAOGCSqGSIb3DQEBCwUAME4xCzAJBgNVBAYTAkx VMRYWFAYDVQQK
DAIMdXhUen Vzd(_BTLkEu MScwJQYDVQQDDBSMdXhUcnVzdCBHbG9:Y WwgUXVhbGlmaW VKIENBIDMw
DkwNDAZWCBriEAMBSGA 1 UEBRMUMDAXNjUwNDgIMzU1
MDIZNTQyMj VAN /RgNVBA, TLkx1eFRydXNOIFNIY WiwgY W3kIFNpZ25hdHVyZSBWY WxpZGF0aWu
IFNIenZpY 2UxFjAUBgNVBA0TDUx | eFRydXNOIFMuQS4xFzA VBgNVBGETDIZBVEX VL TIwOTc20Tg |
MOSWCOYDVOQGEWIMVTEWMBQGA IUEAXMNTHVAVHT1e30eUySBLICCAIWDOYIKoZIhveNAOEBBOAD
8¢GPADCCA YoCggGBAPbG6ZCmSesSIuitV1Cs2s2qEnN191A 7/Kr1 LyKiZOHIqTUIIsPc]Gkja6Qm
GVUVINPLICKQcXt8Q3ew/ WLAsUOC4DAaK C/RGmpo/6 Tz50Lj07I0NcPS582+UU/qS VeBeAXe/2g
m5ShWME9XMSInOA 7EmOevmiL GFLQj1VINBIMILSFHbANDB+AQXENWVAIrwA+VdW3SoXiN w5op.v+c
9EBbY+Rd/36210FHJi0ajDwsqHS5520XKqmd3ASNDQ90vn+QPMPNNq+SNSBOHPEO/DI Y0zM:
(4dGYLIWAUbVe30+S]VAKNIEOY GFASLX 7KgnPKa UldehK7Hp15quk2HNM[mL’Ll()ill+c5
TecuPw8]gUEzGOIBpuGcOm465kr9SKK tHDigokDQRSLIIFxhR Y4au3dvl WSHPNX/SowU7vW
£yTdyLSNRK GkruWa/tP/9qEnr9dQ9+bJc1 ZpFqvSBYhPFmvqdVD1uBCXAQXNM;ZljaYpzMulSQID
AQABo4IBszCCAaswHwYD UY4/CiwOxqd7YU wag YIKwYBBQUHAQME
XjBeMAgGBgQAjkYBATAIBZYEAISGAQQwMQYGBACORZEFMCewIR Y faHROCHMGLy9y ZX Bve2l0b3J5
Lmx [eHRydXNOLmNvORMCZWwEwYGBACORGEGMAKGBwQAjKYBBglwZgYIKwYBBQUHAQEEWjBYMCeG
CCSGAQUFBzABhhtodHRwOiSve WNhLm9je3 AubHVAdHI1c3QubHUWLQYIKwYBBQUHMAKGIWhOAHAG
Ly9jYS3sdXhicnVdCsdSIMVERQOELmNydDBFBENVHSAESDBOMDKGCCUBKwEBCeMIMCOWK YT
KwYBBQUHAgEWH2h0dHBzOi8vemVwb3NpdG9yeS5sdXh0cnVzdC3jb20wCQYHBACL 7EABAZA2BgN
HRSEL ZAIMCugKaAhiVodHRwOiSYY3/5Lmi [eHRyGXNOL my 1L 0xUR IFDQTMiMAMu Y 3ISMBEGA It i
DgQKBACYX6£ZQct WDAOBZNVHQSBASEBAMCB4AWDA YDVROTAQIH/BAIWADANBgkqhkiGIwOBAQSF
AAOCASEAPZk/by/Pui2 TwiszXdwZIX6y4FSy Y THTBF Y PuZQUUS 83Ky OLGsIg+sA2yVQ7 Qbem
m938I3c84j76 Tm 7owQnG6V4iSz] DodNmU9HKbgxlzibP
CExkCiPEpGqdort SebOACKTIC /\VXLhIIhMAXJQ«izyW VSN ihUAunrXaMRKomy3S ik vz
v87IsHIE6X92EVVEGCSZSuf2yMZstISIUIPkObAXul Y3wCo2VvI2zXtFA9GIGP72F 10VEljjViM5.
G+UYMFuwS3sYI3vISLCKeXUO+HO+dBBaUpU T+ 3mZ Tr2Ew+LhpbMaBwkSFRo87530le8DozXhSAng
1iZitIpQq7YEea7AoJrHnCqRzXBoDjqC4qEOxFopYh TmFOFBGapw3NSoUXk+UOJ I Hyh8PgaUdzf|
1vMqwYN2brW34dn Wivwbuzx4PyuLqOlbYLoTKSd5arFgbK Ucl063J34NSSHI Ta/w9C/WvnXs0keiN
CIHX3ThOQsrAjyKkZ//ap2mHXwBY 7uuNgfOwARAL RkpIHYtsS11LbusU91IA WR VKOOWIChEMiTew
+Fn0BSBI2vwEAEmsorBWHPwUPNDS VIR V2Rt TwS Y176MIuUpOGxP9y GrHBIg2Z9WQe/V BuzGtmwX
IzgCwto=

rrrrr END CERTIFICATE-----

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

Thu Jul 20 11:04:03 CEST 2023

Thu Jul 20 11:04:03 CEST 2028

00:F6:C6:E9:90:A6:49:EB:3C:22:E8:AD:57:50:AC:DA:CD:AA:12:73:75:F6:50:3B:FC:A.
:1A:28:2F-DI:1A:6A-68:FF:A4:
1. 1:71:.

A2:64:E1:C8:A9:3

63:8F:C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

id etsi_gcs QcCompliance

id etsi_ges QcSSCD
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Authority Info Access http://qca.ocsp.luxtrust.lu

http://ca. luxtrust. lu/L TGQCA3.crt

Certificate Policies Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com

Policy OID: 0.4.0.194112.1.3

CRL Distribution Points http://erl luxtrust.lw/L TGQCA3-33.crl
Subject Key Identifier 42:61:7E:9F:65:07:2D:58
Basic Constraints IsCA: false
Key Usage: digitalSignature
Thumbprint algorithm: SHA-256
Thumbprint: F7:FE:3F:A8:D2:0C:E1:FC:9E:AQ:FF:F2:6D:82:41:1A:8E:A5:58:5A:95:06:8A:B8:95:6B:63:16:70:
65:E9:6B
X509SubjectName
Subject CN: LuxTrust S.A.
Subject C: LU
Subject 2.5.4.97: VATLU-20976985
Subject O: LuxTrust S.A.
Subject OU: LuxTrust Seal and Signature Validation Service
Subject SERIAL NUMBER: 00165048535502354226
X509SKI
X509 SK1 QmF+n2UHLVg=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2023-09-15T06:00:34Z

1.13.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation
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[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.13.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SveInfoExt/ForeSeals

1.13.3 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

Subject OU:

Subject SERIAL NUMBER:

X509SKI

X509 SK 1

Service Status

Status Starting Time

http://uri.etsi.org/TrstSve/Svetype/QES Validation/Q

LuxTrust Seal and Signature Validation Service

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.

LuxTrust Seal and Signature Validation Service

00165048535502354226

QmF+n2UHLVg=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2023-07-20T09:27:53Z

1.13.3.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures
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1.13.3.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals

1.14 - Service (granted): LuxTrust Seal and Signature Validation Service

Service Type Identifier
Service type description [en]

[f]
[de]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject C:

http://uri.etsi.org/TrstSve/Svetype/QES Validation/Q

undefined.
undefined.

undefined.

LuxTrust Seal and Signature Validation Service

6130514

MIIGrzCCBJegAwIBAgIDXYISMAOGCSqGSIb3DQEBCwUAMEAXCzAIBgNVBA Y TAkx VMRYWFA YDVQOK
DAIMdXhUcnVzdCBTLKEuMScwJQYDVQQDDBSMdXhUenVzdCBHBGIY WiwgUX VhbGlmaWVKIENBIDMw
TEyMTUWND. OTEy MTUWNDAOW]CBREMBSGAUEBRMUMDAXN{UwNDg MU
MDIZNTQyMjYxNzA 1BgNVBASTLKx 1 cFRydXNOIFNIY Wwe Y WSKIFNpZ2ShdHVyZSBWY WxpZGFoa Wou
IFNIenZpY 2UxFiAUBgNVBAOTDUx IeFRydXNOIFMuQS4xFzA VBgNVBGETDIZBVEX VL TIwOTc20Tg.
MOSWCQYDVOQGENIMVTEWMBQGA] UEAXMNTHVAVHT1630gUySBLICCAaIWDQ Y]KaZlh\'cNAQEBBQAD
28GPADCCA YoC2gGBANmaTuO462m8K Y 0eDC:+jTeYpWOpSkA BRQohcanNbK 9y UBwelxPtELG+L0hx4
ImpubBgO2EDIQ o7 ShOeeOkOW 2DgiDTFiydUeh/ STy W 0L e20ccst's 3 AYKWuRmBe aRLK
TFne3IDOAcScdUWQGI9OHPTs3PpC Yrghy T/IVKKLwILQOA2/j8610umXx5ijB15Bxmk TxUOOFop3
7KVd7380jdk9+r1K4eN+L5IDAgpY2dTRSXIK. '\/thIm:hJngxiZéul)Xthj8L/Lo5CdlDL/an/8 VEP
xhwiHmFGx26ahYujcvmTOTA YLgFisiX5Lq3K1 10aMwG3D9v4G7F6c6r5svHUSVB3STN/m
OROStYRARIADICXRI1II TDOhuL G KgcqhOs91 ‘BEFdz(R9YNZVSTHvali6aVYJ48y YMG2
PHutS2YF WibzufS7Whk/+Zp9bal3ks7UELe FAULiHeoxwglcghblTX20CTPIQQID
AQAB04IBszCCAaSWHwWYD AUY4/CiwOxg47Y Ul agYIKwYBBQUHAQME
XiBeMASGEZOATKYBATAIBEY EAISGAQOWMQYGBACORGEFMCnIRY HROCHMOL y9yZXByc2I0b315
LimxIcHRydXNOLNvERMCZWAwEwYGBACORgEGMAKGE QA YBBIZg VIKw YBBQUHAQEEWIBYMCoG
CCsGAQUFBzABhhtodHRwOi$ve WNhLm9je3AubHV4dHI1¢3QubHUWL QYIKwYBBQUHMAKGIWhOdHAG
Ly9jYS3sdXh0cnVzdC3sdS9MVEIRQOEzLmNydDBPBN VHSAESDBGMDKGCCuBKwEBCgMhMCOWKw Y1
KwYBBQUHAEWH2h0dHBzOi8vemVwb3NpdG9yeS5sdXhienVzdC5jb20wCQYHBACL7EABAZA2BENV
HRSELzAMCugKaAnhiVodHRwOi8vY3JsLmx leHRydXNOLmx1L0xUR [ FDQTMtMzMuY3JsMBEGA [Ud
DgOKBAASGMKZqTAOBENVIQSBASSEBAMCBIAWDAYDYROTAQIU BAIWADANBekghkiGI0BAQSF
AAOCASEAHVTSMNJiFmqVsSPxvkV2KPIKIVUEISASuimh LEXIN EHGSOV
4x(7Q4B3al+1PYVyG2SmKoVDKdbi9/sCZLQSCyR 7sMfutde VIKXTuc 7N SDXDIUT TaOy2 ogs/BRx
FSI7aL5GIP66aiGKDmwISXZ8PVZ+DRTzVj leEIBXJLlVL(JD/wzbrlkBodXPNH(_B()p()VOXSngWH
YvJtHqzjj4hCL TppaqUT3jv 7ntkjkFDKINKqIZtVhleQSkI4R45SHAGTg3zzBUjQ/SDuDBjkwl
MGPCdkvufdVT4JASIX4xCtyrV" 917VbVIYXFIZZSL3rIRLR Euli YRL VA
XYRpL‘P()Z()++Fyqu(_ Jme3 VS skghaConbuRgQEAC G8s1EJdlq+ap6J0/XHIBOGhX Vd2wpXwlsO
o IpOtiAhS Y. ippOqYtRofow3G3Qy WDMgO7tPaL wsc6iPinXsRKePD
RIyKG2XY 2uhfa9L 61 7‘7(UHLIMIY\4X4) N WPEOMIEWK TEdIpY uomiDacRBw WJrGE SUNEEs
ebUIPAjap1€0SAOPSRok V60N Cr pG3IMUPSUE “emXjaPStDsALgihycPY VXY 3rDgThm
mGpat/w=

S

ND CERTIFICATE-

SHA256withRSA

LuxTrust Global Qualified CA 3

LuxTrust S.A.

LU

LuxTrust S.A.

LU
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Subject 2.5.4.97: VATLU-20976985

Subject O: LuxTrust S.A.

Subject OU: LuxTrust Seal and Signature Validation Service

Subject SERIAL NUMBER: 00165048535502354226

Valid from: Tue Sep 12 17:04:04 CEST 2023

Valid to: Tue Sep 12 17:04:04 CEST 2028

Public Key: B orasonasorsr oo;o D L D s T S o T ey

‘BE:6C:BC:7. FCAC: -DF: 0F48:6
32:60:C I.Bﬁ.l(_. 7B.B:‘f El :2D:9E:( 6() 75 “AD: (7F 3B: 9F F3:1 BS/\I 93 FF: 99/\7 Dﬁ D/\ 97:79:2C: ‘ED’4I‘UB‘7B‘
F B DD 1409 LTI DL ASCO0DDACR 21 G S EBAD: 55 0AA-C841 02:0301:00:01

Authority Key Identifier 63:8F-C2:8B:03:B1:AB:8E:D8:53:47:96:1D:99:A8:7D:F6:AC:A8:75

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Basic Constraints

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject C:

Subject 2.5.4.97:

Subject O:

id etsi_gcs QcCompliance

id etsi_ges QcSSCD

http://qca.ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA3.crt

Policy OID: 1.3.171.1.1.10.3.33
CPS pointer: https://repository.luxtrust.com

Policy OID: 0.4.0.194112.1.3

http://crl. luxtrust.lu/L TGQCA3-33.crl

40:F3:AC:71:30:AA:99:A9

IsCA: false

digitalSignature

SHA-256

AD:12:18:65:4D:1D:7D:B6:46:06:3D:A4:45:E9:D8:C1:4C:F4:50:AD:20:8C:9D:A8:24:FC:1E:9B:7

D:8E:CB:98

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust S.A.
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Subject OU:

Subject SERIAL NUMBER:

X509SKI
X509 SK 1
Service Status
Service status description [en]
[fi]
[de]

Status Starting Time

LuxTrust Seal and Signature Validation Service

00165048535502354226

QPOscTCqmak=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

undefined.
undefined.

undefined.

2023-09-15T06:20:51Z

1.14.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

1.14.2 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvelnfoExt/ForeSeals

1.15 - Service (granted): LuxTrust Qualified Time Stamping — LTQTSCA-RSA

Service Type Identifier
Service type description [en]
[fi]
[de]
Service Name
Name [en]
Service digital identities

Certificate fields details

Version:

Serial Number:

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

LuxTrust Qualified Time Stamping — LTQTSCA-RSA

136821406228270634337701545121855071240

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 65



X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

---BEGIN CERTIFICATE-----

MUGYDCCEAYAWIBASIQZu7V e 77igevimQMSVhkCDA9BgkghkiGIWOBA QowMKANMASGCWCGSA, FI
AWQCAGEaMBgGCSqGSIb3DQEBCDAL BelghkgBZQMEAgOiAwIBODBYMQswCQYDVQOGEwWIMYTEWMBQG
AIUEChMNTHV4VHI1c3QgUySBLJEvMCOGA [UEAXMmTHV4VHI1c3Qg UXVhthndWVkIFRphWV7dGFr
L(;IuZyBDUSBSL 0ExFzAVBgNVBGETDIZBVEX VL TIwOTc20TgIMB4XDTIzMDeyNzASMzEON10XDTQz
IDcyNzASMzEON 10wbzELMAKGA 1UEBAMCTFUXFIAUBENVBAOTDUx 1eFRydXNOIFMuQS4xLzABgNV
BANTicicl ydXNOIFF1Y WxpZmllZCBUaW 11c3RhbXBpbmcgQUEUINBMRéwFQY DVQRhEwS WQVRM
VS0yMDK3NjkANTCCAilWDQYJKoZIhveNAQEBBQADggIPADCCAgoCeglBAMUzB2UAE2mu/3wT+QnU
GPqr3InLg9JB3sSELGSgPIS TeoFn8 +jrZ Ga3 9rGILAS6 TAIINS ChwwFALLAMA?
wVOUFIwtaTzBvfW/BLVK6X0KxtBD+PXgvZ6HGgBIOS/KL6Bx V/IILX VsuFPnR 70CAlAzeqEmOX9
KxFySwQhHkzGIvoxtbxkUVIai2Ntf5V 7P +hS16LIR 2n] quchﬁ[rrRS+7v~knAg(Jx36Bg7L woc T
wmYE IpTo90hylK9KMC/ZxcfOIKE/Hpas W Z4zI61xdIRIyS89UuMIy980 WyKpiOVIxpYJet |
YI6tqIbN4Szh7rqPV3{Venejy9BGeYQSMVedzYeHGEyk6pMubCQzL OE+WYRU 2t QI76+IP77VI7:
AWpTOICZBI e ThRALSyN6VGS 022X LAmTY 904FFqu WUZp(PIILGh7BMEhAimJi T2 weVATbS
pINuschhn/OvKRIK/ow6KMIp0ibbGZ +hwMUEuotLfAA VRSHuQUAB/kkz05tG YqLsZ4YbgtUPN3In
Xcc/wbYxval/#MnGPRusQ07GeL EWSQhovHwrzdB6SFvGdVZidgrFBShASg+7BupsM6PvIOMLGHSu
0bOTMIhVoL zhBIKCSVHe2NI2QybnxQR; 7HLjy/0g2 IrK9X VICKRuXAgMBAAGijg Yswg Y gwEg YD
VROTAQH/BAgwBgEB/wIBADAdBgNVHQIEFgQUjS87//ZzrmHltx3EZ 1nta9QPnbMMwQw Y DVROgBDww
0jA4BgcrgSsBAQERMCOwKwYIKwYBBQUHAGE WH2h0dHBzOiSvem Viwb3NpdG9yeS 5sdXh0en VzdCSj
b20wDgYDVROPAQH/BAQDAZEGMDOGCSqGSIb3DQEBCjAwoAOwWCwYJYIZIAWUDBAIDORoWGAYIKoZI
veNAQEIMASGCWCGSAFIAWQCASIDASFAAMICAQAEZOCCKK XAy VxSFGHIBORKIMLTwdKyqOwgb
0wlAguSNWNKuXb3cGl9wYPOC7f3SQecMX2kXX4Hs65hXDak Y 1J08f1sxC12{2S4CAvdmgVp93kqR
LaXuw oW Gl M;ny/Zlb7pva.»sHu,z(,uzy/oqszpm//ocmaongymm W2QzWHIVKjidA
NSVIA Y26V O VISMDFE4nDCY 2ms4
rK/l7FwMOdy7uu EG6KG6RuTeUuy Ylﬁ(()wnYlu4HSUNS/BMFUZwaBIS7Ht5Vﬂ» HMrIQ/DISLvibe
llualeH(;chbbm5aFWdukunJc7pAmnwinwx51<51P7szU/~Pl49,bnoyusNx4bmm
ZmHFCSSuCPTGbGCQU/A dfidal HL SbyySrliY+Gvil
R3tVTD8Dplo045c0g WmFqm6VequeZTCaDBq7BFO78VHFz0TRo/ ujkal‘Olldqu??‘Vwar\ GNNX
CrUS6geL 1G8phpdmUHABAOyQSzL BVOSaCHUBEGBI3v3ragyPL+LjqTQAGRAq+INUx+kctBOKGUR
nytigy YkmKAza7inSDpz1 YQIWP9Qpjoul VQ=

--END CERTIFICATE-+---

RSASSA-PSS

VATLU-20976985

LuxTrust Qualified Timestamping CA RSA

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust Qualified Timestamping CA RSA

LuxTrust S.A.

LU

Thu Jul 27 11:31:47 CEST 2023

Mon Jul 27 11:31:47 CEST 2043

:F7:0D:01:01:01
B7:22:3)

1B. 2:2 3F:C. BD:A: 6:
30HL8 74:AE:AF:46; 4(‘(1)61 56:82:F3:84:1D:4A:09:25:47:73:63:49:D9:0C

IsCA: true - Path length: 0

8F:CE:FF:FD:9C:EB:98:79:6D:C7:71:19:D6:7B:5A:F5:03:E7:6C:C3

Policy OID: 1.3.171.1.1.1.17

CPS pointer: https://repository.luxtrust.com

keyCertSign - cRLSign

SHA-256

3C:AD:E9:B3:2E:DD:E7:EB:80:62:F3:1C:52:80:AF:A5:14:38:25:49:85:24:52:02:1F:5F:DE:91:58:
CE:DA:11
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X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

X509S8KI

X509 SK1

Service Status

Service status description [en]

[fr]
[de]

Status Starting Time

VATLU-20976985

LuxTrust Qualitied Timestamping CA RSA

LuxTrust S.A.

LU

J87//ZzrmHItx3EZ Inta9QPnbMM=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

undefined.
undefined.

undefined.

2024-03-01T06:19:33Z

1.16 - Service (granted): LuxTrust Qualified Time Stamping — LTQTSCA-EC

Service Type Identifier
Service type description [en]
[fr]
[de]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

LuxTrust Qualified Time Stamping — LTQTSCA-EC

162724232553392066355863827146629042442

MIICTiCCAK+gAwIBAgIQemuMFkugL RTIT6SwxXRCIAK BgeqhkjOPQQDBDBUMQswCQYDVQQGEWIM
VTEWMBQGA IUEChMNTHVAVHJ1¢3QgUySBLEuMCwGA 1UEAXMITHVAVE1c3QgUX VhbGlma WVKIFRp
BWVZAGFeGluzyBDOSBFQZEXMBUGA 1UE YRMOVKEUTEUMIASN 7Y SODUWHRNMMwNZIIMDRSNTUD
WheNNDEwNzISMDINTUOWIBUMswC QY DY QQGEWIMVTEWMBOGA UECMNTHY V] lr}QL'L ySBLIEY
MCwGA [UEAXMITHVAVHI1¢3QgUX VhbGlma W VKIFRpbWYVzdGFtcGluZyBDQSBFQzEXMBUGA MO
VKFUTFUIMIASNZYSODUweZsWEA YHKoZIzj0CAQYFK4EEACMDg Y YABABVp NPVSKeGC P TeCBUS)
EINBVaOI2HQTiSIANZWAKcyDK 7q0CvqdbingB9smj2 WeDG YIxrXMAGKNQ4SCY SglwGBs 1 SGDSRI
VDnG06gema6X8wwK4wSkT+arQxnDkZr78zkkt73om4ynKFILCs8 1zh0IRSk20MOpTWQGyaC9y7
ya0BizCBIiDASBgNVHRMBASECDAGAQH/AgEAMBOGA 1UdDgQWBBQMOiFqUajNWanixtuGObGTfzd
uDBDBgNVHSAEPDAGMDgGByuBKwEBARAWL TArBggrBgEFBQOCCARY faHROCHMGLy9yZXBvc2l0b315

L cHRydXNOLNyDTAOBENVHOSBAISEBA MCAQYwCgYIKoZIZOEAWQDgYwAMIGIAKIB+ByEUZGm
[ESKoNkY 1qZH7Qlil Drgpam0GB/ME+LBAOAFmCAC6ladu96

TiYCQgC! Vj’VlonyH:sCQb!‘hb4xUléQJ Nzl VBJC9tIVI6a0Y Yo3190jtveqNr4kIRR 78BFnSmK /e

7foZBewL VhzGGgtl$w

SHAS512withECDSA
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Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK1

VATLU-20976985

LuxTrust Qualified Timestamping CA EC

LuxTrust S.A.

LU

VATLU-20976985

LuxTrust Qualified Timestamping CA EC

LuxTrust S.A.

LU

Thu Jul 27 11:15:54 CEST 2023

Mon Jul 27 11:15:54 CEST 2048

3081‘)11501006072/-\8648(! D:02:01:

D5:F0:A7:BA:08:5C:0F:4E:D7:02:05:4F:7B:13:D3:41:55:A3:88:D8:74:13:B6:C2:00:35:95:80:29:CC:83:2B:BA:B4:0A:FA:9

:04:00:23:03:81. A4:C3:
07-DB:26:8F 65 OF:0C66:-08-B7: | AD7-30:01:Adi35:0-1 2:09:8: A097:01 81 B3 SF:06:0: 24:5F:54:39-CorD3:AAOC:99: A E-O7 F3:0C0AE3-OF64-4F-EG-ABA3:19:C3-91-:9-FBLF3:39-24-B7: BD-ES-9B5C:

A7ZX5D4B 0A:CF:35:CE:1D:08:45:29:36:22:2D:0C:D2:94:D6:40:6C:9A:0B:DC:BB:C9

IsCA: true - Path length: 0

1F:9C:E8:E2:16:A5:1A:8C:D5:A7:8B:1B:6E:18:E6:C6:4D:FC:DD:B§

Policy OID: 1.3.171.1.1.1.16

CPS pointer: https://repository.luxtrust.com

keyCertSign - cRLSign

SHA-256

F9:6F:E7:59:D3:E1:90:50:3D:F2:27:BB:EC:81:DC:17:22:92:86:C5:32:BC:60:59:51:B6:53:40:4D:1

4:6A:0B

VATLU-20976985

LuxTrust Qualified Timestamping CA EC

LuxTrust S.A.

LU

H5z04halGozVp4sbbhjmxk383bg=
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Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

Service status description [en]

undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2024-03-01T06:23:31Z
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2 - TSP: SeMarket Certification Authority S.A.

TSP Name

Name

TSP Trade Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

TSP Information URI

URI

[en] SeMarket Certification Authority S.A.
[en] NTRLU-B0132166

[en] SeMarket CA S.A.

[en] Parc d'Activités "Syrdall", 6

[en] Munsbach

[en] L-5365

[en] LU

[en]

mailto:confiance-numerique@ilnas.etat.lu

[fr] mailto:confiance-numerique@ilnas.etat.lu

[de] mailto:confiance-numerique@ilnas.etat.lu

[en] http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-
confiance/liste-confiance/se-market/index.html

[en] http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-

confiance/liste-contiance/se-market/index.html

2.1 - Service (withdrawn): SeMarket Qualified Certification Authority

Service Type Identifier

Service type description

Service Name

http://uri.etsi.org/TrstSve/Svetype/CA/QC

[en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[fr] Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 70



Name [en] SeMarket Qualified Certification Authority

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

1308924811451483386725277668209257424

MIIDUJCCAjqgAwIBAGIQAPwW-+ck6S1YDODOUWMrrODANBgkqhkiGOwOBAQUFADBDMQswCQYDVQQG
EwIMVTEZMBeGA 1UEChMQU2VNYXIrZXQgQUEgUySBLIEZMBeGA IUEAXMQU2VN Y XJrZXQeQUEgUm9v
dDAeFwOWODA3MMxMDAWMZNaFwOyNDA3MjMwOTUzMDhaMEMxCzAJBgNVBA Y TAkx VMRKwFwYDVQQK
ExBTZUlhemtldCBDQSBTLKEuMRkwFwYDVQQDEXBTZU IhemtldCBDQSBSb290MIIBIANBgkqhkiG
9WOBAQEFAAOCAQSAMIIBCKCAQEASIPRPOUGX VAFjWzDSCIKdSc9xZZk VIdNaynwBwuk2y6BL Ye
ImuIDIEQHMGMYVIu1b YulxeDDr4HmNNGGmyFVyvgEckuw YFShOAKP Y GolMBWISIR WeA2Le7
YdBJ7TCFat/Gk9kdsNOnuBHw3ZXI6£g8ejNBRK2FOHbIMp60D064bODHL SWRCOgztx X0iCoStZ
HReK YRDVDQIZIE SmeXkG 7atugls | GxbxqgIQ7VaZexdDUNSeFAIZLDUOB3d L Chac2ISTNM
KkBWiGHo*HxNgSBRwSWOfwZIc THGyQHYK Bdfx6qbkF 'gP+/aY gbxOX10unzMLyywIYDQIDAQABoOLw |
QDAPBgNVHRMBA{SEBTADAQH/MA4GA 1 UdDwEB/wQEA VVHQIEFgQUS »
42q6g4SMkOAWDQYJKoZIhveNAQEFBQADggEBAHa62 7PR3/cVpW8i7GpQfeNgQve 3GLWhRAITU
aIVIIECS YauxamKimzYKukKE+aWe VCOUVRVPWzyidweL qlSIzROKGZDAnIKA 18y Sposse
xb8be53nSMQzulviM+D2KA Vime+zigRmiRqXOjjKoOsO5VmCV2WOfed6u07Sp6BF ifbzpg4AICD
HLDeQmpkQm Y 7GzXSxa\ 38ufNKF+gPGzsLqYoxL/MmeAUUDFeA WKb4WdghbBsOd1 VOLSMBIMDIu-
21QqM3DalRGi i0afD516+k=

SHA IwithRSA

SeMarket CA Root

SeMarket CA S.A.

LU

SeMarket CA Root

SeMarket CA S.A.

LU

Wed Jul 23 12:00:33 CEST 2008

Tue Jul 23 11:53:08 CEST 2024

:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B7:CA:CF:44:FF:54: lBli4l)lﬁ}€B]0F9ﬂ/\579D4
8C:55:F :96:C5:1 :/ g

‘E1:BD:IF:-0C:72:
:DD:F8:B0:8F:81:CD:

7:16:59:91:59:5D:35:AC:A7:C0:1C:2E:93:6C:BA:04:B
:68: 6. 49:ED: :6A:

IsCA: true

F3:B7:61:CA:1C:F0:AB:A4:A9:0D:C4:09:E1:9A:BA:83:8F:0C:90:E0

keyCertSign - cRLSign

SHA-256

A4:4E:8E:FD:1E:FC:78:F2:44:5F:1A:9F:62:63:9D:8F:BA:21:20:9C:9E:F3:1E:87:11:77:7F:D2:C8:
2B:07:12

SeMarket CA Root
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Subject O:

Subject C:

Service Status

Service status description [en]

[fr]
[de]

Status Starting Time

Scheme Service Definition URI

URI [en]

SeMarket CA S.A.

LU

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2016-06-30T22:00:00Z

http://www.portail-qualite.public.lu/fi/confiance-numerique/prestataires-services-

confiance/liste-contiance/se-market/index.html

2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en]
[fr]
[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

undefined.

undefined.

undefined.

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certiticates including such Policy OID have the corresponding private

key residing in an SSCD.

2.1.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en]

2.1.3 - History instance n.1 - Status: supervisionrevoked

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

http://uri.etsi.org/TrstSve/Svetype/CA/QC

SeMarket Qualified Certification Authority
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Subject CN:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6g48MkOA=

http://uri.etsi.org/TrstSvc/TrustedList/Svestatus/supervisionrevoked

2009-09-11T00:00:00Z

2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en]

[fr]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

clle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou véritiés (modéle
d'accréditation) par I'Etat membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (a savoir que la clé privée associée a la clé publique du certificat est stocké dans un dispositif sécurisé
conforme a la législation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewahrleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. gepriift (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity” Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, fiir die diese zusitzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstiitzung benétigt werden unterstiitzt identifiziert ein SSCD (dh, dass der
private Schliissel mit dem 6ffentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der europdischen Gesetzgebung gespeichert);

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the corresponding private

key residing in an SSCD.

2.1.4 - History instance n.2 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/CA/QC

SeMarket Qualified Certitication Authority
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X509SubjectName

Subject CN:

Subject O:

Subject C:

X509S8KI

X509 SK1

Service Status

Status Starting Time

SeMarket CA Root

SeMarket CA S.A.

87dhyhzwq6SpDcQJ4Z2q6g48MkOA=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/undersupervision

2007-11-27T00:00:00Z

2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en]

[f]

[de]

Criteria list assert=all

Policy Identifier:

Identifier

Description

it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service identified in "Service digital identity" and further identified by the filters information used to further
identify under the "Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation Device (SSCD) support ARE
supported by an SSCD (i.e. that that the private key associated with the public key in the certificate is stored in a Secure
Signature Creation Device conformant with the applicable European legislation);

elle est assurée par le prestataire de service de confiance et contrélée (modéle de contréle) ou véritiés (modéle
d'accréditation) par I'Etat membre de référence (respectivement son Organe de surveillance ou organisme d'accréditation)
que tous les certificats qualifiés délivrés dans le cadre du service identifié dans «Service digital identity» et en outre
identifié par les informations des filtres utilisés pour identifier plus précisément dans le cadre du "Sdi" de service de
confiance identifiés, I'ensemble précis de certificats qualifiés pour lesquels cette information supplémentaire est nécessaire
en ce qui concerne la présence ou l'absence de dispositif sécurisé de création de signature (SSCD) de soutien sont pris en
charge par un SSCD (a savoir que la clé privée associée a la clé publique du certificat est stocké dans un dispositit sécurisé
conforme a la législation européenne applicable de création de signature);

es wird von der Treuhandservice-Anbieter gewéhrleistet und durch den entsprechenden Mitgliedstaat (bzw. seiner
Aufsichts-oder Akkreditierungsstelle) kontrolliert (Aufsichtsmodell) bzw. gepriift (Akkreditierungsmodell), dass alle, die
qualifizierte Zertifikate unter der in "Service digital identity" Service und ausgestellt weiter durch den Filter verwendet
werden, um weitere Informationen unter der "Sdi" identifizierten Treuhandservice zu identifizieren, die eine genaue Satz
von qualifizierten Zertifikaten, fiir die diese zusétzliche Informationen in Bezug auf das Vorhandensein oder Fehlen von
sicheren Signaturerstellungseinheit (SSEE)-Unterstiitzung benétigt werden unterstiitzt identifiziert ein SSCD (dh, dass der
private Schliissel mit dem 6ffentlichen Schliissel im Zertifikat zugeordnet ist, in einer sicheren Signaturerstellungseinheit
konform mit der européischen Gesetzgebung gespeichert);

urn:oid:1.3.6.1.4.1.25969.8.2.1

Qualified certificates including such Policy OID have the corresponding private

key residing in an SSCD.
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3 - TSP: BE INVEST International S.A.

TSP Name

Name

TSP Trade Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

TSP Information URI

URI

URI

[en]

[en]

[en]

[en]

[en]

[en]

[en]

[fr]

[en]

[fr]

[fr]

[en]

BE INVEST International S.A.

VATLU-LU29222134

17, rue Léon Laval

Leudelange

3372

LU

https://www.be-ys.com/home

https://www.be-ys.com/

mailto:contact@be-ys.com

mailto:contact@be-ys.com

https://pki.almerys.com

https://pki.almerys.com

3.1 - Service (withdrawn): BE-YS SIGNATURE AND AUTHENTICATION CA NC

Service Type Identifier

Service type description

Service Name

Name

[en]

[fi]

[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identitét und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

BE-YS SIGNATURE AND AUTHENTICATION CA NC
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Certificate Policies

10046

MIIGUZCCBDugAwIBAGICIz4wDQYJKoZIhveNAQELBQAWUELMAKGA 1UEBAMCRIIXEDAOBENVBAOT
BOFMTUVSWVMxFzA VBgNVBASTDjAwMDIgNDMyNzAXN;M5MRgwFg YDVQQDEW9BTEIFUITIFIPTIQg
QUEWHheNMTMxMDMwMTQWNTQ2WheNMMxMDMwMTQwNTQ2W/CBgELMAKGA IUEBAMCTFUXITA/BENYV
BAOTHEJFIEIOVKVTVCI QS4xMT, MTKEJFLVITIFNJROSBVFVS
RSBBTng{)VVLLSEVHVE/DQVR!TMgOOEngMx(;TAXBgNVB(;ETEFZBVExVLL'XVMJkyMJIVMzQngh
MAOGCSqGSIb3DQEBAQUAAAICDWAWggIKAolCAQC 7ncPNAMvSVoEcMegl7L G 1aEal9PSNyOR Wik

HPdezY Qqoql o9Mc/DycbAQIRNqsySrCxI MW Sx YDEQDRGoXZ3ppy WD +yJo8 XanlaA SAFNe+ Vix

£rSP: VE7LxDMxhqVDaxlus6LX5xp36GHgqL3ViWGKS 1w VwDICmSjCoRipYi2lBm]
quuNmzR VOTkWE2WKIGIHbYKpNBezY G Y g4 Vind -LXTOGTRIAXRRNKX Nty Mi3wETHAOXtgAtapS

nU36WgOSK o YDYjmiWYpSuBOSXQXL2DX2YMO7ZZC
W YX'/F(:q*PPMB Y 7FsyCdFCT+ 7(;ercuZdK4val]ba MMZIBIXJ OdZiSUSRYdAFvWTG VXGTLS/
gtgqsngM1 Y TepuANGDyNsjiHjiPQSQH. mIAA. PvMwg
CaWBIIGW ZXQUZEXNW: 5F34dVArum59R5(‘sUFp7('7l UHGpnAtoDCmSwQ4cSBSA LO3KDRSJI7 TgiX
SxVhCRvhUC GoGlamls3Lz Y ul2CSHAisZTRYGuY UGez

YyDxiJZMDOSK EnTimicsL. X/ XZ00gDBIvKAXZIwIDAQABoAIBADCE TAPNVHRMBAEBTADAQH/
MBOGA 1UdDgQWBBRxVGealwOXMZ/rMnfPSVhU/XDNFTAZBgNVHSAEEAQMA4GDCqBegEQDAUpAQeD
ATAMBgNVHSMEGDA WeBSbYE2q8PQIUvgjoWvobfyLmBy VxTBEBgerBeEFBQcBAQQ4MDYwWNAYIKwY B
BQUHMAKGKGhOJHAGLy9wa2kuY WxtZXJ5¢y5jb20vY WxtZXJ5¢3Vb3R Y S35jZXIwDg YDVROPAQH/
BAQDAgEGMDKGA 1UdHwQyMDAwLqAsoCqGKGhOdHAGLy9wa2kuY WxtZXI5¢cy3jb20vY WxtZXI5c3Iv
b3R}YS3jemwwDQYJIKoZIhveNAQELBQADgglBAIGH3IYsVpWIWpfb8V4bZR +myvuvDh7INHYcBY70GH
Uma7weLuAQeFSTxtDTIrwFWw9li7GND1G3GwaBj YnguB(ji63piZnLhSS30KomxbN WnoASPkiVxb
e4EOdrzhwR04a+WsWCkpuxhdvZRmVd7DbQGZMjQIEMGQ2zd4sculn247ZRIx VelX TsOyn +1gy0wB
PVsxOUGH+WTbALISP6iPSKEIQqINPYJVrcL HuTwHd Vi 7R 520mPIK619VopSBjQuemXujFidoe W
CO/URQ+Uajxi2+SFwmmQFcuUAJFNGLixIMDESy9z4hCkecHow9B93+OJKBKjI3xyjiKC9/07r

IMDhSY SQKSyWG4VTwUPShNIBIFIZ +aViWQIA90Z0wG +BkCweOHZUN2vZGr3i62BSVTpbDN1hZgo
93an/x519n 1y Z8ktxjCCe7t8w Y4BstQAaYdR VgkL5UcmDSRUBOK dtaNpltCgECPbA0zNImmAS
0XVphd129WicjdB+H6wwjoD+Hkf1p7Z8bRS | FovSuL Ck8vno9O7L BvuyaGkCkai/Yz3AhPI/Nfk
InibCgHSSs6N5GGJo+4dHAkiQMIAIls7J4EZ TKEnE25+b04IsNwLKaQ2boxRZiZeAp3EnmSihDad
1Q5Z1UQiq+RI41KCrSSFYb7KnaSGWHRBZKQ

,,,,, END CERTIFICATE----

SHA256withRSA

ALMERYS ROOT CA

0002 432701639

ALMERYS

FR

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

Wed Oct 30 15:05:46 CET 2013

Mon Oct 30 15:05:46 CET 2023

2:02:22:30:0D: 0609 ZA 8 42{36}"7 ()D Gl:ﬂlvO

52647 AEASDT
2:59:30:34:12:28

IsCA: true

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

Policy OID: 1.2.250.1.16.12.5.41.1.7.3.1
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Authority Key Identifier 9B:60:4D:AA:F0-F4:25:52:FA:A3:A 1:6B:E8:6D:FC:8B:98:1B:D5:C5

Authority Info Access http://pki.almerys.com/almerysrootca.cer
CRL Distribution Points http://pki.almerys.com/almerysrootca.crl
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 7B:9C:D1:EA:BB:A5:B5:9B:96:73:5C:3D:46:B2:21:3C:94:7D:46:4D:A8:D3:89:3E:22:D8:02:CE:7
1:17:68:C3
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK 1 cVRnGiMDIzGf62J3201Y VP§QzRU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn
Service status description [en] undefined.
[fi] undefined.
[de] undefined.
Status Starting Time 2024-04-05T07:00:47Z

3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description [en]

undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1
Description

3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]
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Qualifier type description [en] undefined.
[fr] undeftined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier
Description

3.1.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.
[fi] undeftined.
[de] undefined.

Criteria list assert=none

Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier

Policy Identifier:

Identifier

Description

3.1.4 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en]

3.1.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en]

1.3.6.1.4.1.48620.41.1.7.3.1.4.1

1.3.6.1.4.1.48620.41.1.7.3.1.1.1

1.3.6.1.4.1.48620.41.1.7.3.1.4.1

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSignatures

http://uri.etsi.org/TrstSve/TrustedList/SvclnfoExt/ForeSeals
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3.1.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svetype/CA/QC
Service Name
Name [en] BE-YS SIGNATURE AND AUTHENTICATION CA NC
Service digital identities
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE-YS SIGNATURE AND AUTHENTICATION CA NC
Subject O: BE INVEST International S.A.
Subject C: LU
X509SK1
X509 SK1 cVRnGiMDIzGf62zJ3z01Y VP8QzRU=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svcestatus/granted
Status Starting Time 2019-02-20T01:00:00Z

3.1.6.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]

Qualifier type description [en] undefined.
[fr] undefined.
[de] undefined.
Criteria list assert=all
Policy Identifier:
Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1
Description

3.1.6.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]

Jualifier type description [en] undefined.
[f] undefined.
[de] undefined.

Criteria list assert=all

LUXEMBOURG (LUXEMBOURG) - Trusted List ID: TrustServiceStatusList-1 Page 79



Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1

Description

3.1.6.3 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en]

undefined.
[fr] undefined.
[de] undefined.

Criteria list assert=none

Description

Criteria list assert=atLeastOne

Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.1.1
Policy Identifier:

Identifier 1.3.6.1.4.1.48620.41.1.7.3.1.4.1
Description

3.1.6.4 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSignatures

3.1.6.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals

3.2 - Service (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified

by the relevant registration services.
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Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

[fr]

[de]

[en]

Un service de génération de certificat et la signature de la création de certificats qualifiés sur la base de I'identité et d'autres
attributs vérifiées par les services d'enregistrement pertinents.

Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualitizierte Zertifikate basierend auf der Identitit und
andere Attribute, die von den jeweiligen Registrierungsdienste tiberpriift.

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

10055

MIIGVCCBD6gAWIBAZICI0cwDQYIKoZIhveNAQELBQAWUELMAKGA IUEBAMCRIIXEDAOBgNVBAoT
BOFMIUVSWVMF2A VBGNVEASTD/AWMDISNDMyN2AXNMSMRewke Y DVOQDE WS TEIFUITIFIPTIQg
Q DIZMI120TIzWICBADELMAKGAUEBRMCTFUCITAIBENY
BA oTHF.IFIFIOVk\’TV(‘BanRlcm5thlvbmF5]FMuOdeM7A <BENVBA NTKLFLVITIENIROSBVEYS
RSBBTKQ2QVVUSEVOVEIDQVRIT04gQ0E TkMgMjEZMBCGA1UEYRMQVKFUTFUITFUyOTIyMEZNDCC
AilwDQYJKoZIhveNAQEBBQADggIPADCCAgoCeglBAMITX 7UZ6MI4wedaPuL 1 7n8/s TwpoSWT+GBV
A0t WaXNIXP47ig9ihisQuO SPMIFITKRC] TikkXdhrZ9

QRD) RaF: O3KSR6sXAEGSB2INIMG6BI 7lp/sxfMgSW
BSHqT?Sk7MZY mpOTBwPNWAaY EUeD+ghzB62UCFexK/RB3aK SFBo +TWQY A3 304 YxF: RdIAJZLuL
DzOSPXvWsdeWzfiwUvjksaNt4S8rooMIXvq7XHLbDV 1 Ajqdm2NQd4Bo9XZ3i31u4 Y de9BK.JyMUnDi
iAW 0Pprocw0VEBZBT by 0usEXhORNONVIAIZKVVRFIUSK TFdLxgmbpVp WXLAgounyZ/Kn
Swed/4U4nxiqQFoNekkc9InHNj6vgajDpuTZA6ICm99UN1D+mWCSAMegs9Zd0/QviRpUul LIAaf
onFaFnava finCZpvin8J2bEjkmuUDX 1fWa067TLAXMNCNK36tgCGiQ2JwaWuil dZ1IDytX Sw/

7ViSDIVL» VaawMkLOsXxgQaofcluhd/Y ZNUg6vDAmd
7ﬁ‘IzqvjmlmeIz:U’\'wSQl GTIQAWYIoFzU1Hz6VAgMBAAGjggEBMIH+MASGA [UdEwEB/wQFMAMB
Af8wHQYDVROOBBYEFEDRMSQ2xIT/IR4Jg7UFSEiAcIK/MBOGA | UdIAQTMBEwDwYNKwYBBAGC+2wp
AQeDAABENVHSMEGDAWaBSbYE2q8POIUvgjoWvobfyL mBy Vs TBEBaarBeFFBQGBAQOAMDYWNA Y]
KwYBBQUHMAKGKGhOJHAGLy9wa2kuY WxtZXJ5cySjb20vY WxtZX15¢3Jvb3RjYS 5 ZXIwDgYDVROP
AQH/BAQDAZEGMDKGA 1UdHwQyMDAwLqAsoCqGKGhOdHAGLy9wakuY WxtZXI3cy3jb20vY WxtZXI5
c3Ivb3R] VS DQYKoZIhveNAQEL BQADeslBAC babkpDPOIOIRKY XPZOShyPIEy OXO0GNGMD
SKLKDIDRU I xy5b+OfOX6XZ/SME IVtQR2KH WIr 121 VkvbS ZziwOCreyStaE 3BTBZzbQnG/ExjoT
dIGNFwYP7+E 9J3F,9nmwa145ahmhsmamuw.mozwymawaxFumnybwnu,voankxxmo
YMISZ90Q37AM]VRIhzV 14b2pudKU3 ShF2aQcQMgw
UHMPakOEMbYATEFPAGh0aWidOeS Wi (o/aSSFM TayNH7upAOTK9gSIlCSUSQHGowe W +4 Imex]
SCFCIGWIXIZACIABYKixbUwedzQxNHY YgSSogmalbalisp3sX3b00shiDORIIGKSUnGLukby
“YFelx6SY] hAui53VYBbXutviKljecOR

JjaMlicRoikrFPs 0unuumzyzy9wxemv91/1 “tbAjoCM2ETPIRRAEOXRCnb9dUsC3mMITA4cKmng
VXCLKR4NpqwzCRIVTHSKxJybg WdljOJy;ji7t152SSWrnlY ZINIV+5L1ZasExvp3hWacONmQIK3Uo
4r8DYIXeW3qUGCQSYSNDoB/IVKK9FY Ze+E6x19AR

,,,,, END CERTIFICATE----

SHA256withRSA

ALMERYS ROOT CA

0002 432701639

ALMERYS

FR

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

Thu Apr 23 14:39:23 CEST 2020

Tue Apr 23 14:39:23 CEST 2030

76/F60n56(l77?6l(4

BD:10:44:38:E0:9E:A0;
IZDI 685DA265 3 5:7E 3 81 7!?? :93:93:07:03:CD:58:06:98:11:47:83. E
,/F.85507160C4AFr7/07768AFO 3:11:51:74:90: mucodor JBCmmDaBI D796CI7FCI4RF 92(‘(808 8:4B:CA:E8:A0:C2; 7BFA D7ICB§(‘3 575023
3. 16:8F:: 67:78.8 '96 40 4{}DED64A(_ 5:535:

30. 82:02:22: 304’") 06:09: ZA 80.‘4&36' F7:0D. Gl.ﬂlvv

F7 78 CI:EE:1A:3E:E2: (‘B EE:7F:3F:B1:3C:29:A3:95:93:F8:60:
1.A(..B4.D B6:7D:58:1D:97:AB:71:CC

2( 0A: ?.AI.OS 89 0D:

52 FDAB20()6 9F42 :46: 7859(‘6 78 F7AFal F98266 98 FH 9Fcz 7:56(48 E4:9A: F5a
- 4:BF:F1:45:A9:9C:

0:01

03507 48; 4
I?0008T7257FADA82/A34?6770 968A22nD67594?(’AD5D

05:5A:6B:03:24:2C:EB: 17:C6:04: IA:A 1:F7:09:BA: | E:3F:61:93:54:83:AB:C3:02:B9:DD:EF:AF:A5:66:AB:E3:98:89:00:
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Basic Constraints

Subject Key Identifier

Certificate Policies

Authority Key Identifier

Authority Info Access

CRL Distribution Points

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject O:

Subject C:

X509S8KI

X509 SK 1

Service Status

Service status description [en]

[fi]
[de]

Status Starting Time

IsCA: true

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2

9B:60:4D:AA:F0:F4:25:52:FA:A3:A1:6B:E8:6D:FC:8B:98:1B:D5:C5

http://pki.almerys.com/almerysrootca.cer

http://pki.almerys.com/almerysrootca.crl

keyCertSign - cRLSign

SHA-256

C9:09:A9:E7:A2:4F:AB:F3:C9:4E:CF:85:C4:16:A5:5C:27:BA:8B:6F:F9:38:F4:6B:2F:5C:B8:92:C5
:D6:2E:84

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

QNEzIDbGVP8IHgmDtQVISIBwkr8=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

undefined.
undefined.

undefined.

2021-06-10T01:00:00Z

3.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelntoExt/ForeSignatures

3.2.2 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI

[en] http://uri.etsi.org/TrstSve/TrustedList/SvelnfoExt/ForeSeals

3.3 - Service (withdrawn): BE INVEST TIMESTAMP UNIT 9

Service Type Identifier
Service type description [en]

[fr]
[de]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.
Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

BE INVEST TIMESTAMP UNIT 9

187419

----- BEGIN CERTIFICATE-----

MIIG6DCCBNCeAWIBAZIDAtWOMAOGCSqGSIb3DQEBCWUAMIGCMQswCQYDVQOGEWIMVTEIMCMGA IUE
ChMeQkUgSUSWRVNUIEIGG VybmF0aW9uY WwgUySBLEXMCSGA 1 UEAXMoQkUSW VMgUOIHTKFUVVIF
IEFORCBBVVRIRUSUSUNBVEIPTiBDQSBOQzEZMBcGA 1UEYRMQVKFUTFUITFUyOTIyMJEZNDAcFwOy
MTAZMTgxMzA INDNaFwOyMzASM TxhzA INDNaMIGUMOmCQY DY QQGEWIMVTEIMCMGA I UEC WMeQkUz
SUSWRVNUIEIGVybmF0aW9uY WwgUySBLjEeMBw( MVVEINRVNUQUIQSUSHIFNFUIZIQOVT
MSMwIQYDVQQDExpCRSBITIZFU1QgVEINR kuowovaosvogorﬂwch/LFVRMoVkFUTFU:TFuy
OTIYMIENDCCASIWDQYIKoZIhveNAQEBBOADEZEPADCCAQoC a2 EBAOKImAp “OMAZTAZq5e4 Fu
byn2 W2 Gavohoed 1 PiSPwlyPsWQE TojA TwACZM TEOgdel yNISsspdSelHI cuDRIKIZRK2

701 ak. Kesfimity4OMYeQcuN5dHNbSVE

WNHeEqyW4CjalFWM/\ W'/DXBhbemkdlezHI)V:bB/\JgYMELl{)( TMYkuWxBnaO2PA/LXbIPSShON

2IPXq/PI2Vv/peXuS6pJOGSCGYmtk6JeH62heNx VDOZESNWxDeK6iES 3kv1 Fw9kFpAjVWslaUlfi
XenTSUPMiwhdpUCAWEAAGOCAIEw e NMBYGA IUdJQEB/wQMMAOGCCSGAQUFBWMIMBSGA 1UdIwQY
MBaAFHFUZvojA WET/EMOVMI BpzAIBgYEAISGAQEWEWYG

2EGMAKGBWQAjKYBBglwe YU 'GBgOA]k) BBTBTMHKWCHOIHASLyowa2 kuYleszjc) 516200
et so7xn7w1epvxku 2JILXIzc2InbmF0dXJ1Y W5k YX V0aGVudGljY XRpb25jY YICRS
UINJROSBVFV: SRbF{)REFVVEhFT/R!QOFUSb9()LVBEUySwZ(;YTAkVOMHX(;L
BggrBgEFBQwAoY+aHR0cDovL3BraS3hbG 1lenlzLmNvbS9iZS 15¢3NpZ2ShdHVyZ W 2
bnRpY2F0aW9uY2FuYy3iZXIwlwYIKwYBBQUHMAGGF2h0dHAGLy9vY3NwLmFsbWVyeXMuY29tMBwG
AIUAIAQVMBMwEQYPKwYBBAGC+2wpAQcDAQUBMIGVBgNVHRSES Y 0wg YowQqBA0D6GPGhOIHAGLyw

a2kuYmUteXMuY29tL2ILXlzc2InbmFOdXJIY W5k YXV0aG VudGljY XRpb23jY WS/LmNybDBEOEKg
OIY+aHRODOVLIBraSShbG lenl L mNVBS9iZS 1 5e3NpZ2SHAHVy ZWEUZGF 1dGhIbnRpY 2F0aV9u
Y2RuYysjemuuEQYDVROOBAGECEVI] YYXTBK2MA4GA lL/dDwEB/wQEA wi IHgDANngqhm(,ywsAosr
AAOCAEAfiaQClel20IK4zIgEi V541 FviKrix] Ovig
GPOOUMWSED9ZS0bh69PNPTBL x17JfOzpyiNjaCglzRL 57yv\ud$d?u:l4ONI]?I’Tl TofLubsUnY
S$CgjFZkugxtQzd9SHSa0AXwAd7u2Em710EDDKDGG4Mtn6 Y H/VdsSvX8Hvqh+vO+XRCeddfsFXE10
76Ck/RSpBjma5fmBGTBOkcEakKhPAgSmsaa+oHjgN1 LusL25qUTHyO7tBS0AgQ82cQtLOQ I pxL
BeyjREEYueLd7NY3NCEMBKAITkwd6L01QxzwSOPK/Sexvin/t3PiZznMijMNX3DSIZuvs WeT4TCGLO
6PCKL+vfiwZX209v31217160vPD/3SK WLCXAENOoPual BBwTAqPSTUnhpFOTwMY jebryfeZIQsinT
QzqaJX01aY QIsUrPMZDF7+Dawvg Va6 BIIDFHFHFfeNHRBBIwUSKek6zV 7h6HIQLIiS3/GK VIR2C
olwzTqwxuDAUgdXRr$00G2IXSXgnh9q4RDQLD4Z/QN7SHLIIOBxvi2UkN16g6DKXSVWGDhBZPmQ
VBqLVIGdw9e2w Tp0o9jWeEoOkut+UrpSQImN8zXANg3CkpMeov3A0Oz1xMSok6 WoSQQnISK Qoo Wb
GlEqlyQ=

END CERTIFICAT

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 9
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Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S8KI

X509 SK 1

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Thu Mar 18 14:05:43 CET 2021

Mon Sep 18 15:05:43 CEST 2023

308701 22 ¥00L706092A 86:48:86:F7:0D:01:01:01 070005 82 01:0F:00:30:82:01:0A:02:82:01 -5,
g 84:AC:B2-E:3C: 70:91:F7:FD:EB:83:87:D9:24:D9:12:B6:91:D7:6 9FF :
41:CB:8D:E5:D1:CD:6F:C5:44:9F:F3:47:78:4A:AF:5B:80:A3:68:81:56:3. 2:30:07: 8:30:42:
E6:1F:AD:CC:93:D7:AB:F3:ED:D9:SB:FF:A S:ES:EE:AB: A A 49:38:6F:42:19:39:AD: 91/\2 :L ll ADAI 7SDC376('L644IODJ BIOE 07IJA 884L 77
3:E5:47:85:32:1C:21:E2:95:02:03:01:00:01

id _kp timeStamping

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

id_etsi_qcs_QcCompliance

http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

45:6D:D5:86:17:4C:19:36

digitalSignature

SHA-256

EB:CB:FB:0A:51:40:AB:C8:6E:AE:C4:0D:09:01:94:25:45:8E:89:E8:26:8B:6B:B4:39:D5:93:33:38:
A7:9E:27

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 9

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

RW3VhhdMGTY=
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Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

Service status description [en] undefined.
[£i] undefined.
[de] undefined.
Status Starting Time 2024-04-05T07:00:39Z
3.3.1 - History instance n.1 - Status: granted
Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/TSA/QTST
Service Name
Name [en] BE INVEST TIMESTAMP UNIT 9
Service digital identities
X509SubjectName
Subject 2.5.4.97: VATLU-LU29222134
Subject CN: BE INVEST TIMESTAMP UNIT 9
Subject OU: TIMESTAMPING SERVICES
Subject O: BE INVEST International S.A.
Subject C: LU
X509SK1I
X509 SK 1 RW3VhhdMGTY=
Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted
Status Starting Time 2023-03-01T13:20:54Z

3.4 - Service (withdrawn): BE INVEST TIMESTAMP UNIT 10

Service Type Identifier http://uri.etsi.org/TrstSve/Svetype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
[fr] Un service de génération horodatage création et la signature temps timbres jetons qualifiés.
[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.
Service Name
Name [en] BE INVEST TIMESTAMP UNIT 10
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

187436

,,,,, BEGIN CERTIFICATE-

MIIG6TCCBNGgAWIBAgIDAtwWsMAOGCSqGSIb3DQEBCwUAMIGCMQswCQYDVQQGEwWIMVTEIMCMGA 1UE
ChMcQkUgSUSWRVNUIEIAGVybmF0aW9uY WwgUySBLIEXMCSGA UEAXMoQkUSWVMgUOIHTKFUVVIF
IEFORCBBVVRIRUSUSUNBVEIPTIBDQSBOQzEZMBcGA 1UEYRMQVKFUTFUITFUyOTIyMjEZNDAeFwOy
MTAZMTexMzASMTIaF w0y MrASMTaxMASM TIMIGYMQswCQYDVQOGENIMYTEIMCMOA | UECHMcOkUg
SUSWRVNUIEIdGVybmF0aW9uY WiwgUySBLiEeMBwGA1UECxMVVEINR VNUQUIQSUSHIFNFUIZIQOVT
MSQwlgYDVQQDEXICRSBITIZFUIQgVEINR VNUQUIQIFVOSVQeMTAXGTAXBgNVBGETEFZBVEX VLUV
MikyMjlxMzQwegEiMAOGCSqGSIb3DQEBAQUAA4IBDwA wggEK AolBAQCwehYyjHHHEZKODQFH7Cm0
QT3gssey V{7V SbEODkocvF Wep WRHed3yzgFoSrepgQMKo8/Cu7K OAg9pAgtK 7s3bla+KwRh+pLiZ
mXIFOIREITtXnFyp7Hte+ WiX VYmAFIbMDu0S61VipQzm4XqyfdwA9rohL WiKR09XXQI3kgA Dszu
cOImAT6IdTIP6+NYpFFeSaX/AfpxsGCtKE7MkRnAIhP+/12JPKudWqUHIXhwWe3XP(BY2ELhUIM
HTBMcwgRVWpwWsKPuWaGludwny WG/u56W87DTFichen TmwizIk 7Junak Vs3DNRESwjgSeocAn66/
b2BG+BnlzgL 2r/UBAgMBAAG2gIRMIICTTA WBgNVHSUBASEDDAK BggrBgEFBQcDCDABZNVHSME
GDAWgBRxVGealwOXMZ/tMniPSVhU/xDNFTCBtwYIKwYBBQUHAQMEgaowgacwCA YGBACORGEBMBMG
BgQAjKYBBjAIBgcEAISGAQYCMIGFBY EAISGAQUwezBSFnNodHRwOiSveGipLmFsb W VyeXMuY 29t
L2IudGVybWVkaWF0ZS9iZ8 15¢3NpZ25hdHVyZWFuZGF1dGhlbnRpY2F0aW9uY 2FuYy9QRFMvQkUt
WVNTSUJOQVRVUKVBTKRBVVRIRUSUSUNBVEIPTi| QRFMucGRmEwJFTjB/BggrBgEFBQcBAQRZMHEwW
SgYIKwYBBQUHMAKGPmhOJHAGLy9wa2kuY WxtZXI5cy3jb20vYmUteXNzaWduY XR IcmVhbmRhdXRo
ZWW50aWNhdGlybmNhbmMu Y 2VyMCMGCCSGAQUFBZA Bl dodHRWOISvb2N:cCSHbG lenizLmNVBTAC
BgNVHSAEFTATMBEGDysGAQQBgvisKQEHAWEFATCBIQYDVROBIGNMIGKMEKgQK A +hjxod HRwOigv
GipLmJILXIzLm) ’\’vb59IZSISLJNpZ75hdHVyZWFuZ(JFl dGhlbnRpY2F0aW9uY2FuYySjemwwRKBC
0ECGH yowaZkuY W vYmUteXNzaWduYXR lemVhbmRhdXRoZWS50aWNhdGly
BNV SISMBEGA lUdDgOKBAthu/jOTnaIbAOBgNVHOSBA SEBAMCB4AwDQYJIKoZIhveNAQEL
BQADggIBAGhpFXXymL878PbevSZstWyEOMP92z0gHFS02GSCEn BF9Im 1 lisM+DZyfSvFNUUgn61C
NSkWIK+IpPxvRb/VnELSTUNuAAyniiZI+K BBvpTRZR ViDImZq85R+9gsEtc4 YKqE3nG2TF6bvG
55ihxPg/HDo/51Hew/ASSIMVwLg1 fOfVzkBLwDpKc/mOuth Wiw§Qael A9OQMIpSVSScpPFQ22
SSC3RosWVVPTHDATZXqbAGrIAGSgWOM K'Y YdsxcKcbeul ey LammEOwZb YIdTZEO MetoS9pHE
03yB/YkZEUeotrdeSRM6SEK WloHzUcOPnNAgs2+RC6 IntHaG Y 1l WKnp Wn5vVDiwbCOviHVS5S12
ZHjfM1+5uVuUvAIVFjcKml/V TyL CStLrERRDSRdy6Ldbl6D6sCCNBh7/b172d+H5hbMI61wUDA
06ZdTOGU3ITFHI3AISVIgVILTUD Togezy +1q$p 126IpN7QGTTLXAURSMUTYNI7T+0961005
12q/8qFRSDGYrs/IwKUnYZ MvORjv: dT5bmSK;ltSZCa3uNQIORemd
TTK3ciG/80AS5+gzq0csOntKBI. ngCC:nM4F+ T UkalAX;A:,.‘vhhuFd WuYSTwy WhwlGW/s1 W
DOLMIDRP

,,,,, END CERTIFICATE----

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC

BE INVEST International S.A.

LU

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 10

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Thu Mar 18 14:29:12 CET 2021

Mon Sep 18 15:29:12 CEST 2023

89: 5AA5072/ 7870 'D:67:B7.. :63:61:0B:85 :30:4C:73:08:1 6.
D(_JJ(:IIJ(_ 2C2:38:12:7A: X7009F/\EBF6F6()46F«‘¢1955LE07F6AFF5{H :02:03:01:00:01

id kp timeStamping

71:54:67:1A:23:03:97:31:9F:EB:32:77:CF:49:58:54:FF:10:CD:15

id etsi_gcs QcCompliance

CC: ‘A4; :01 60:A. X :
A 70:5A:C2:8F:BY: 66 86 26 EE:30:9E: 6:FE:EE: 7Av5BvFFvC3v4Cv58 9C:85:E9:D3:9B:07:F3. 96 4Fv(‘9vBA:76vX 56:C
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Authority Info Access

Certificate Policies

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S8KI

X509 SK 1

Service Status

Service status description [en]

[fi]
[de]

Status Starting Time

http://pki.almerys.com/be-yssignatureandauthenticationcanc.cer

http://ocsp.almerys.com

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.1.5.1

http://pki.be-ys.com/be-yssignatureandauthenticationcanc.crl

http://pki.almerys.com/be-yssignatureandauthenticationcanc.crl

46:76:EF:E3:41:39:DA:0F

digitalSignature

SHA-256

C5:E2:E5:34:AB:13:F9:F2:62:24:58:E0:8C:E3:1C:C0:35:B3:5F:E6:4A:8D:C1:20:2D:07:2A:5C:EE:

E6:32:F1

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 10

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Rnbv40E52g8=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/withdrawn

undefined.
undefined.

undefined.

2024-04-05T07:00:01Z

3.4.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

BE INVEST TIMESTAMP UNIT 10
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Service digital identities

X509SubjectName

Subject 2.5.4.97:

Subject CN:

Subject OU:

Subject O:

Subject C:

X509SKI

X509 SK 1

Service Status

Status Starting Time

VATLU-LU29222134

BE INVEST TIMESTAMP UNIT 10

TIMESTAMPING SERVICES

BE INVEST International S.A.

LU

Rnbv40E52g8=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

2023-03-01T13:20:20Z

3.5 - Service (granted): BE INVEST TIMESTAMP UNIT Q 1

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

Certificate fields details

Version:

Serial Number:

[en]
[fr]
[de]

[en]

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Un service de génération horodatage création et la signature temps timbres jetons qualifiés.

Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.

BE INVEST TIMESTAMP UNIT Q 1

161860948788839912894806260467258861655
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X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

Authority Info Access

Certificate Policies

---BEGIN CERTIFICATE-----

MIIHhDCC] QecVI6U3015KG VzANBgkghk: OuUBAocFAD(BhDELMAk(;AIUE
BhMCTFUXITAJBgNVBAoTHEIFIEIOVK VTV uQS4xMzAXBgNVBAMTK|

L VITIFN.IR058VFVSRSHBTkQgOVVUSFVDVFIDQVR.ITMgOOFngM_gM/F7MB:,GA lUFVRMokaUTFUz
TFUyOTIyMjEzND: ZMTJaMIGWMQswCQYDVQQGEwIM

VTEIMCMGA 1UEChMcQkUgSUSWR NG VybmF0aWuY WivgUySBLEZMBeGA1UEYRMQVKFUTFUL
TFUyOTIyMjEzNDEeMBwGA | UECxMVVEINR VNUQUIQSUSHIFNFUIZIQOVTMSUwlwYDVQQDExxCRSBI
TIZFUIQgVEINRVNUQUIQIFVOSVQgUSAXMIIBojANBgkqhkiGOWOBAQEFAAOCA YSAMIIBIgKCAYEA
yqOlfCreJE087WS6jnE 1QDK feSZRotkesROP+7rRAdpHQGHINU/HGEENY TloZeEq/GSfI4kXMS
06JumgnhUm3WErw 7tJj1cirLi9OC+knMSSzIK V323AA ZdPogliQx9+UhC4mAbdPEKLkh9SGBqFvM
AL881UVaX9rX4SCMd1UEsDOCp/0p7GOV+93FPVKymcpddmSLIBNQSZ 76xa6s/RFA0a7X4RIGizTy

Sk QBSVSAAIfePerNIHZMIIVIY Ot 1byNYDAURIB27671kgbOcDCBIdOP YitPelk

56h83YCHFU2E I ECTIEVS VKSS 7opi1Sge/46YSCPPsGeivOManasz7RsnFyE/hp+GS06qAL3dfWTu
E7brxoylb(,0m/smvm ququ4R5nSlFVcKHmk( 7TMnOGDNKbLOHT+SE3wUILIZSSCIqYFy Vs2

SelDLil VaoiVakJa/UmQs 7K TxQmRurltlcX3RAgMBAAGjegleMIICWDAW
BgNVHSUBAfSEDDAKBggrBgEFBQcDCDABgNVHSMEGDA WgBRAOTOUNsZU/yUeC'YO1BUhIgHCSvzCB
veYIKwYBBQUHAQMEgbEwgadwCAYGBACORZEBMIGMBg Y EAISGAQUwg YEw(xZ5aHR0cDovL3BraSsh
bG1lenlzLmNvbS9pbnRlem 11ZGIhdGUyYmUteXNzaWduYXR IemVhbmRhdXRoZW50a WNhdGlvbmNh
bmMyLIBEUY9IZS15c3NpZ25hdH V2 WFuZGF1dGhIbnRp Y 2F0a W 9uY 2Fu ItUER TLnBKZMCZ We

[EwYGBACORgEGMAKGBWQAjkYBBglwe YAGCCSGAQU QcwA Y YXaHROCD
L29]c}AuYWx(é)(j5cy5jb20waYleYBBOL/HMAKOP’hl)dllA6Ly0wa2kuYWX{[XJ.Scy.SJbZﬂvYmL/
eXNzaWduYXR '50aWNhdGi VHSAEFTATMBEGDysGAQQB

visKQEHAWIFATCBIW YDVRﬂiBl(zPMI(;MMEWgQﬁBBhJQodHRw OiSveGtpLmFsbWVyeXMuY29(L2J1
LXlze2nbmFOdXIIY WSk YXV0aGVudGljY XRpb25]Y W3iMiSjcmwwQ6BBoD+GPWhOdHAGLy9wa2ku
YmUteXMuY 29tL2JILX1z¢2InbmFOdXJY W5k YXV0aGVudGljYXRpb25]Y W3jMisjcmwwEQYDVR0O
BAoEcEmNPcHnyMM(,A 1UdDWEB/wQEAWIHZDANBekghkiGOWOBAQSFAAOCAGEAip+2pVIACaSF
q IpZBaqqd YR76AQKcZjlw+/qTGNOpw+9jl51+yF
Da7bsIrdtF1 ASgx9LZal NumxmyzidSexp) SEL HsnVZkh DOUSIINDOK* Vi MVD o 07K Ispors
XnBoNE§H3/gwyOxNKT+laHKK4IXbv10b0qy2NUBbIQy2JyqG3fOXovZ3D3 DY 9cvScn9qCrauGp
o7doxsm:y1<«4kc,:,nszm(»ool VE(OTErPemKODICHgIDRSe]gRPpbdlhu Y i6ySIQA2dDuTrxZAu
BIQozrkNumo9Uy 1 523A+ Wy YiuCBo9331PpeK OktUfO+CRSE OsMXu3Gj§5cMOQixk WMXqhxE
z//m Waealgph9GOE0boPmQAQSmuBDOK 1AxyB 1X0bz6PHO BiBMuwlIKbL{PIOuNrVHHBawT Helw
u 6059Gv2EX pyfa3Y+ybRR 7vedp8 YRIvdwkJeppVii/gECOKcIY
4u(r(‘x75LR4kfuubVU7bOH7MSv,th/MXLhXOJhGXfJDONQqGCUXfWOxF7quMVUS‘¢HXDgQrBRf/As
hw8K+dQ6YMigLH+S+LG) qBnAJkSbmeP2ALK. agDM=

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 1

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Thu Mar 30 14:53:12 CEST 2023

Mon Mar 30 14:53:12 CEST 2026

id _kp timeStamping

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id_etsi_qcs QcCompliance

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1
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CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

X509S8KI

X509 SK 1

Service Status

Service status description

Status Starting Time

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl

http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl

4B:9F:E4:D3:DC:1D:74:7D

digitalSignature

SHA-256

78:C2:63:EB:1E:9F:46:D3:AF:C4:BA:17:04:7C:3C:87:AB:AA:DB:07:27:71:B0:48:FB:E5:CE:1A:2

4:F0:DA:B2

BE INVEST TIMESTAMP UNIT Q 1

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

S5/k09wddHO=

http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

[en] undefined.
[fi] undetined.
[de] undefined.

2024-04-05T06:00:51Z

3.6 - Service (granted): BE INVEST TIMESTAMP UNIT Q 2

Service Type Identifier

Service type description

Service Name

Name

Service digital identities

http://uri.etsi.org/TrstSve/Svetype/TSA/QTST

[en] A time-stamping generation service creating and signing qualified time-stamps tokens.

[fi] Un service de génération horodatage création et la signature temps timbres jetons qualitiés.

[de] Ein Zeit-Stempeln Generation Service Erstellung und Unterzeichnung qualifizierte Zeitstempel-Tokens.
[en] BE INVEST TIMESTAMP UNIT Q 2
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Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

QCStatements - crit. = false

146687102261645623694750408706016833490

MIIHhDCCBWygAwIBAgIQblrohGPQo2MxnwIpQ/Zv0jANBgkqhkiGIWOBAQSFADCBRDELMAKGA 1UE
BhMCTFUXITAjBgNVBAoTHEJFIEIOVKVTVCBIbnRIcmShdGlvbmFSIFMuQS4xMzAxBgNVBAMTKKIF
LVlTIFN!R{}5BVFVSRSBBTk()gl]VVUSEVOVE/DOVR!TMgOOEngMgM/EZMBc(;AIUEYR MQVKFUTFUL
TFUyOTIyMjEZNL xMzMANT TBaMIGWMQswCQYDVQQGEwWIM
VIEIMCMGA [UEChMcQkUgSUSWRVNUIEIudGVybmF0aW9uY WivgUySBLEZMBeGA | UEYRMQVKFUTFUL
TFUyOTIyMjEzNDEeMBwGA 1 UECXMVVEINRVNUQUIQSUSHIFNFUIZIQOV TMSUwIwYDVQQDEXxCRSBJ
TIZFU1QgVEINRVNUQUIQIFVOSVQgUSAyMIIBojANBgkghkiGOwWOBAQEFAAOCA YSAMIIBigK CAYEA
aMyigrkct 24 W GaaTWOG/HDARC 228 UNIGICK 1Y g SBiioXaNMYlhSXvXCX I EOwwNmTKLREEIO
CcqPNASUqqCGiwEI7yg+ONogEAD/rySEdghym )+gjL
+bzI0SDGPIQjoGHSPrfir YanKng:llfWHMLOLIleDRhK4 Worel lKv/UallU’VlzGﬂxﬂJDdYledez
Shx0Z4hx Y/SY zPmuDUXpbU/mfE 7pWaus 1 2rfi7S9vPR 71GIOcq YiZAHICj 7aD Tef+C3h2lqiZbmi
e+IQHT7EKB YravXqYava}LuVE(szwMVLKrdngcuLui!yquyFUQKSSxAEéIWEN{A/vagvhg}A
U9lesu QG83RdgzOBL WiBaOVHUGKMKNUDZYwMmDHIYPGR
YQCsaaMI357Z) HWjSXAgMBAAGgglcMIICW]
BgNVHSUBAlXEDDAKngngEFBQcDL DAMBENVHSMEGDAWBRAOTOUNSIUyUeC Y()lBUhlgH( SvzCB
veYIKwYBBQUHAQMEgbEwgadwCA YGBACORZEBMIGMBg Y EAISGAQUwg YEwfxZ5aHROcDovL3BraSsh
bGllenlzLmNvbS9pbnRlcm!1ZGIdGUyYmUteXNzaWduYXR lcmVhbmRhdXRoZ W50a WNhdGIvbmNh
bmMyL1BEUY9iZS15¢3NpZ25hdHVyZWFuZGF1dGhlbnRpY2F0aW9uY 2FuY zItUER TLnBkZhMCZ Ww
EwYGBACORZEGMAKGBwQAJkYBBglwg YAGCCSGAQUFBWEBBHQwcjAjBgarBgEFBQewA Y YXaHR0cDov
L29jc3AuY WxtZXJ5cy3jb20wSwYIKwYBBQUHMAKGP2h0dHAGLy9wa2kuY WxtZXJI5cy 5jb20vYmUt
eXNzaWduYXR RoZW50aWNhdG] VHSAEFTA TMBEGDysGAQQB
avisKQEHAWIFATCBIwYDVROMBIGPMIGMMEW2Q6BBhj90dHRwOIiSveGtpLmFsb WVyeXMuY29iL2J1
LXIzc2lnbmF0dXJ1Y W5k YXV0aGVudGIjY XRpb23jY WSiMiSjcmwwQ6BBoD+GPWhOHAGLy9wa2ku
YmUteXMuY29tL2JILX1zc2InbmFOdXIIY W3k YX V0aGVudGliY XRpb23jY WSMisjcmwwEQYDVR0OO
BAGECEeduS/Nsc6OMAIGAIUADWED/wQEAWIHEDANDekghkiGOW0BAQSTAAOCASEARWEGbIWu+3d+
AKMaMyagQ9TiCOUZaY 21 vUlk3pmuvT UsNZ10q578Be INSCSFFRrengbek YISKIIP+ WoXDI etB7
mlbl JEEAOYWISQIL /YeNNnGIOVSBUSI4BhehB3i 7160R5gB9LOd7wSrEHnEoOL "DbLDCuYecOSFu
pSEIV/12Z]KmR ISPKInWeOKO9€1 Qn3x9S WHNXXEIGLgeXDwz9pHIFEINN Y 2JWSe/ ZFS W0IQ52
ITMTA78LFD3]'6Iprg" LoL WiWi H3VT]
Ly/waCnrTDESSt/YJ9SEWXLc23QXPxjvy/I/#52gF5xDQc+8/8 lyGLITYSQyCDGM79¢ Y H2fcQmR 2.
YsQ/7KKSHICuGODvSjseQASan/qzgME0/EHzbSa Y Vhtt
SIOKITSS Vi QS663/nk e AEMMaSOZOENIMMGY Y AmimAJuOHSpL HB99F opH 1Pk VEBWSbIcP!
O 6knAdpy HrlbyY ADud(70V VA ZdM2uSq ViprIATYdBihafCZBy -FOCL O6HEdrofsWIFmINP
bNXICYVYjwhoOGiukSA 1PhstQnV3gvJiHa0Bdygg TUWt0BgPAGASsMEIozOIM=

--END CERTIFICATE-+---

SHA256withRSA

VATLU-LU29222134

BE-YS SIGNATURE AND AUTHENTICATION CA NC 2

BE INVEST International S.A.

LU

BE INVEST TIMESTAMP UNIT Q 2

TIMESTAMPING SERVICES

VATLU-LU29222134

BE INVEST International S.A.

LU

Thu Mar 30 15:38:50 CEST 2023

Mon Mar 30 15:38:50 CEST 2026

:8A:02:82:01:81:00:A8:CF:F2:8A:AA,
01:25: A2;

41:8F-99: 54:B2: ; -0D:
DB:05:A7:DF:F3:DE:95:00:A5:9F:1 F?ﬁ? 326GF7A 178 ?FASDI 7A. Bl 83672CA689IBS761 OGAC69A?08

1E:6D:46:1F:C’

:B2:E2:EE: 5
A3:AD:C5:51:D4:18:A3:24:35:
01

id kp timeStamping

40:D1:33:94:36:C6:54:FF:25:1E:09:83:B5:05:48:48:80:70:92:BF

id etsi_gcs QcCompliance
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Authority Info Access

http://ocsp.almerys.com

http://pki.almerys.com/be-yssignatureandauthenticationcanc2.cer

Certificate Policies Policy OID: 1.3.6.1.4.1.48620.41.1.7.3.2.5.1
CRL Distribution Points http://pki.almerys.com/be-yssignatureandauthenticationcanc2.crl
http://pki.be-ys.com/be-yssignatureandauthenticationcanc2.crl
Subject Key Identifier 47:9D:BB:9F:CD:BI:EE:90
Key Usage: digitalSignature
Thumbprint algorithm: SHA-256
Thumbprint: 7D:62:50:F1:2F:1D:09:54:20:B4:50:F3:AA:6F:88:02:03:56:71:8E:42:C6:SE:F0:32:E7:86:78:5B:4F:
CE:88
X509SubjectName
Subject CN: BE INVEST TIMESTAMP UNIT Q 2
Subject OU: TIMESTAMPING SERVICES
Subject 2.5.4.97: VATLU-LU29222134
Subject O: BE INVEST International S.A.
Subject C: LU
X509SKI
X509 SK I R527n82x7pA=

Service Status http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted

Service status description [en] undefined.
[fi] undetined.
[de] undefined.
Status Starting Time 2024-04-05T06:00:27Z
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4 - Signature node - Id: id-8a2fd6803761d80070163a02b3294c76

Signing Time 2024-04-05T05:18:34Z
TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 436585934309824696085415802453634045322681947766

X509 Certificate @ BEGIN CERTIFICATE-—

MIIGODCCA++gAwIBAGIUTHkwvILOAWFRCw6U-+IGdklolnY wPgYIKoZIhveNAQEKMDGgDTAL Bglg
hkgBZQMEAgOG]A YBgkqhkiGOw0BAQgwCwYJYIZIAWUDBAIDogQCAgG+MHsxCzAJBgNVBAY TAkxV
MRAWD2YDVQOHDAICZWA2Y XVAMOINDAY DVOQKDA VITESBUZERMBSGA UECww YRGlna XRhbCBUenVz
dCBEZXBhenRiZWS0MQ4wDAYDVQQDDAVITESBUZEXMBUGA 1UEY QwOVKFUTF mme Ikl)NJMwllth
MjQwMTEIMDgIMzly WheNMjewMTEOMDg I Mzly WiB7MQswCQYDVQQGEwIMVTEQMA4GA IUEBwwHOmMVs
dmFIeDEOMAWGA 1UECEWFS L/xooVMxerfBgNVBAcwlstzzwvw»vgvHnuogR(,vaxmh WVudDEO
MAWGAIUEAwwFSUXOQVMxFzA VBeNVBGEMDIZBVExVLTIyOTUSNDY zMIICIANBgkqhkiGOwOBAQEF
AAOCAgSAMIICCZKCAZEAIVVZPcOVIOp 310Z2T7MISE. GII6T1 7R20pZ29n7
bxOxYBSOfCDSIJYMj5rTPSXdUtEyMuF411aRIQGslcyje T3DveSIY X2BPsb TplFwRoo6 VindSm/xM
JVPBT(BERIMGOEEFH2pI+Zo/hOFY 5aN4a5Plz3Hhaal Bkodb7NLz +y+1d7pzjcl0X YOKaoarGgRz
73SqUYYY0ous/lgAXq/ Ir4wESYX YiSsQ4GZnuSyIB2r7b7ro8QinFArPCV+0xzuWrS4I92H+2+A
MWAIoGZO4TID  rg+Pu0m3nL KQSFCoeROUK! | P67Sai TFSETS XBEOEOIMVonUHVa21epsib
17+wzqYryRGiRZSOp7jSTNSMS WaMdtm appszR VSoLiezylFD+JmWmfnVbdcqvenToS6Ls30g Yg W

Y+Yw4SDSYEjI7x3DUA[5P9/acloyt4IP0eaRmvj 7REWY VppVsEzxK YdY0nNCOKnA WXIM9pv7NSg
dEqt6KNpsFTui+6aKnlLhnI9Y Cevzn0VOl+i86adcZnAS Y Pazv. 5L,vsxwm IZ(:4dLKAth1/PLF
ng’a V6AYZIISV]YZFSSPCZKB3khvSU2HMxczTV6F Vbi2F /K83h5/6Qv20xCus

SUCAWEAAaNS OYDVROOBBYEF i RMEINDTbqx0B/JKIWMAwWG
AIUdEWEB/WOL "MAAwDgYDVROPAQH/BAQDAgZAMBEGA1 (AgGBgQAKTCDADA+BgkqhkiGow0B
A QowMaANMASGCWCGSAFIAWOCAGEsMBEGC SqGSIBIDOEBCDAL Belehkels s QMEAZOBAICADADeIB
AAT7QHGvmveGhDISmyzY VinSZuSZI1 WMS6Rlgj OVKihXaS TOUSIDEAIMOCH 2 AnueOL 7YpWeZsV
NHoNi2clvKka7528HqUGOWFm 210 05luuBC20I6TPmvg, E8+6hOX 1S,
WYBOXMTIQPSY.syzorNFqOmIvPCRnyKBUHAEIWEPS VIWRSRIIIC 7lyQO'IlKvL A:Pan/Wlbp
ul EpfyjRCtSn2EYdPreOw(Osh36FSS YiP/QPV2WaqOuocSel Cz35njX 1HOb2j5A 76dsB +fUgCrml.
Y75VauWuVIIC OW&XX@Q.’Y().’TM a VEMmIHA W2AKQ; jj ()a4T7u
VKt 22vBs/SOR 78¢PjjXqLIc6BqjsEXS3ve69+QSnDWsy+RPBLFI7DZ

oXXXN/VrOH72F{/rN.1dXUIurd!fvth:T\ SHZRm9cQvFXu700zYsXaFASXThOQd/SblilgScwoa63
mgphTGk3 ITA TRFSXg50sDyCGaPenVY3IR+4PeutEYMinbS5x5x2R81FX XL GKpsG1aOdXZN6S+wH
AVVDstlqoFqCZbFYIcjvgloDGVLs/aUkyvwgn1 5q5XnBQrHNjpCCIKIV/Oi351i2ykCY SpkKssyB

Signature algorithm: RSASSA-PSS

Issuer 2.5.4.97: VATLU-22959463

Issuer CN: ILNAS

Issuer OU: Digital Trust Department

Issuer O: ILNAS

Issuer L: Belvaux

Issuer C: LU

Subject 2.5.4.97: VATLU-22959463

Subject CN: ILNAS

Subject OU: Digital Trust Department

Subject O: ILNAS

Subject L: Belvaux

Subject C: LU

Valid from: Mon Jan 15 09:53:22 CET 2024
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Valid to: Thu Jan 14 09:53:22 CET 2027

C(

1 . -82:02:22:30:0D:06: 48:86:F7-0D: -50:3D:C3-AF-23:4A: 7F:99:A3:06:D4-E6-76:4F
Public Key ! g e 010005 vat; AT IOATIGDAE 64T

A :Cl
. 3 91:B8:74:B2:80:F2: D C:F2:C5:FC:D8:08: 3:9:
E7:FE:90:BF:6D:31:0B:EB:AC:FO:F0:01:16:40:41: 14:FE:A6:8E:36:C0:B7:95:02:03:01:00:01

Subject Key Identifier CE:7E:A7:94:9A:2D:39:11:30:47:4D:0D:36:EA:C7:40:7F:24:A2:21

Basic Constraints IsCA: false

Extended Key Usage id-tsl-kp-tsISigning

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 5B:45:AA:A7:EA:B3:11:B5:8A:9B:5D:09:A3:28:6E:A3:B5:4B:4C:B8:A5:67:7B:D2:21:C7:E9:D4:
DD:DD:AA:4F
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: LuxTrust S.A.


	1.1 - Service  (withdrawn): LuxTrust Qualified Certification Authority


	1.1.1 - Extension (critical): additionalServiceInformation


	1.1.2 - History instance n.1 - Status: granted


	1.1.2.1 - Extension (critical): additionalServiceInformation



	1.1.3 - History instance n.2 - Status: undersupervision


	1.1.4 - History instance n.3 - Status: accreditationceased


	1.1.5 - History instance n.4 - Status: accredited


	1.1.6 - History instance n.5 - Status: undersupervision



	1.2 - Service  (deprecatedatnationallevel): LuxTrust Time Stamping Authority


	1.2.1 - History instance n.1 - Status: recognisedatnationallevel


	1.2.2 - History instance n.2 - Status: undersupervision


	1.2.3 - History instance n.3 - Status: accreditationceased


	1.2.4 - History instance n.4 - Status: accredited



	1.3 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority


	1.3.1 - Extension (critical): additionalServiceInformation


	1.3.2 - History instance n.1 - Status: granted


	1.3.2.1 - Extension (critical): additionalServiceInformation



	1.3.3 - History instance n.2 - Status: undersupervision


	1.3.4 - History instance n.3 - Status: accreditationceased


	1.3.5 - History instance n.4 - Status: accredited


	1.3.6 - History instance n.5 - Status: undersupervision



	1.4 - Service  (deprecatedatnationallevel): LuxTrust Global Time Stamping Authority


	1.4.1 - History instance n.1 - Status: recognisedatnationallevel


	1.4.2 - History instance n.2 - Status: undersupervision


	1.4.3 - History instance n.3 - Status: accreditationceased


	1.4.4 - History instance n.4 - Status: accredited


	1.4.5 - History instance n.5 - Status: undersupervision



	1.5 - Service  (withdrawn): LuxTrust Global Qualified Certification Authority 2


	1.5.1 - Extension (critical): additionalServiceInformation


	1.5.2 - History instance n.1 - Status: granted


	1.5.2.1 - Extension (critical): additionalServiceInformation



	1.5.3 - History instance n.2 - Status: undersupervision



	1.6 - Service  (granted): LuxTrust Global Qualified Certification Authority 3


	1.6.1 - Extension (critical): additionalServiceInformation


	1.6.2 - Extension (critical): additionalServiceInformation


	1.6.3 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESig]


	1.6.4 - Extension (critical): Qualifiers [QCQSCDManagedOnBehalf, QCForESeal]


	1.6.5 - Extension (critical): Qualifiers [NotQualified]


	1.6.6 - History instance n.1 - Status: granted


	1.6.6.1 - Extension (critical): additionalServiceInformation



	1.6.7 - History instance n.2 - Status: undersupervision



	1.7 - Service  (withdrawn): LuxTrust Global Time Stamping Authority


	1.7.1 - History instance n.1 - Status: granted



	1.8 - Service  (granted): LuxTrust Qualified Time Stamping


	1.9 - Service  (withdrawn): LuxTrust SSL Certification Authority 5


	1.9.1 - Extension (critical): additionalServiceInformation


	1.9.2 - History instance n.1 - Status: granted


	1.9.2.1 - Extension (critical): additionalServiceInformation




	1.10 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.10.1 - Extension (critical): additionalServiceInformation


	1.10.2 - Extension (critical): additionalServiceInformation


	1.10.3 - History instance n.1 - Status: granted


	1.10.3.1 - Extension (critical): additionalServiceInformation


	1.10.3.2 - Extension (critical): additionalServiceInformation




	1.11 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.11.1 - Extension (not critical): additionalServiceInformation


	1.11.2 - Extension (not critical): additionalServiceInformation


	1.11.3 - History instance n.1 - Status: granted


	1.11.3.1 - Extension (not critical): additionalServiceInformation


	1.11.3.2 - Extension (not critical): additionalServiceInformation




	1.12 - Service  (granted): LuxTrust Qualified Electronic Registered Delivery Service


	1.13 - Service  (withdrawn): LuxTrust Seal and Signature Validation Service


	1.13.1 - Extension (not critical): additionalServiceInformation


	1.13.2 - Extension (not critical): additionalServiceInformation


	1.13.3 - History instance n.1 - Status: granted


	1.13.3.1 - Extension (not critical): additionalServiceInformation


	1.13.3.2 - Extension (not critical): additionalServiceInformation




	1.14 - Service  (granted): LuxTrust Seal and Signature Validation Service


	1.14.1 - Extension (not critical): additionalServiceInformation


	1.14.2 - Extension (not critical): additionalServiceInformation



	1.15 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-RSA


	1.16 - Service  (granted): LuxTrust Qualified Time Stamping – LTQTSCA-EC



	2 - TSP: SeMarket Certification Authority S.A. 


	2.1 - Service  (withdrawn): SeMarket Qualified Certification Authority


	2.1.1 - Extension (critical): Qualifiers [QCWithQSCD]


	2.1.2 - Extension (critical): additionalServiceInformation


	2.1.3 - History instance n.1 - Status: supervisionrevoked


	2.1.3.1 - Extension (critical): Qualifiers [QCWithSSCD]



	2.1.4 - History instance n.2 - Status: undersupervision


	2.1.4.2 - Extension (critical): Qualifiers [QCWithSSCD]





	3 - TSP: BE INVEST International S.A.


	3.1 - Service  (withdrawn): BE-YS SIGNATURE AND AUTHENTICATION CA NC


	3.1.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.4 - Extension (critical): additionalServiceInformation


	3.1.5 - Extension (critical): additionalServiceInformation


	3.1.6 - History instance n.1 - Status: granted


	3.1.6.1 - Extension (critical): Qualifiers [QCForESig, QCWithSSCD]


	3.1.6.2 - Extension (critical): Qualifiers [QCForESeal, QCNoSSCD, QCNoQSCD]


	3.1.6.3 - Extension (critical): Qualifiers [NotQualified]


	3.1.6.4 - Extension (critical): additionalServiceInformation


	3.1.6.5 - Extension (critical): additionalServiceInformation




	3.2 - Service  (granted): BE-YS SIGNATURE AND AUTHENTICATION CA NC 2


	3.2.1 - Extension (critical): additionalServiceInformation


	3.2.2 - Extension (critical): additionalServiceInformation



	3.3 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT 9


	3.3.1 - History instance n.1 - Status: granted



	3.4 - Service  (withdrawn): BE INVEST TIMESTAMP UNIT 10


	3.4.1 - History instance n.1 - Status: granted



	3.5 - Service  (granted): BE INVEST TIMESTAMP UNIT Q 1


	3.6 - Service  (granted): BE INVEST TIMESTAMP UNIT Q 2



	4 - Signature node - Id: id-8a2fd6803761d80070163a02b3294c76
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