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Cloud Market Sﬂ

« Compared with 2014, the use of cloud computing in the EU increased particularly in large
enterprises in 2018
* 26 % of EU enterprises used cloud computing in 2018 (24.5% for Luxembourg )

Use of cloud computing services, 2014 and 2018 (% of enterprises)
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Research Direction
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Data protection and privacy in Cloud Computing
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Top Threats and Research Efforts

1) Attribute-

Security and La‘;‘égﬂr‘ft‘;l‘d - Baset(_:l
' ncryption
CI:D ”Vta Cly architecture yp
ontrois & strategy 2) Proxy Re-
Encryption

Account hijacking
Insider threat

1) Intelligent
cryptography

Data

Data approach
authorization
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Major Standardization Activities
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Cloud Computing Standards

l

Architecture & Framework

Architecture

ISO/IEC 17789
ITUT-T ¥.3500
ITUT-T ¥.3502

ISO/IEC NP TR 15944-14

¥

Cloud Management

Framework
ISO/IEC 17788
1SO/IEC 19086-1
150/IEC 19086-3

ISO/IEC TR 23186

Use cases

1SO/IEC 19944
ETSI TR 103 126
ETSI 5R 003 381
I1SO/IEC DIS 22624

ISO/IEC PDTR 23188
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Cloud Communication

Security
ISO/IEC 27003
ISC/IEC27017

ET5I 5R 003 392

Y

ETSI GS/NFV-EVED11
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Service Management
ISO/IEC TR 20000-9
ETSI TR 102 997

ETSI TS 103 125
ISO/IEC 19086-2

ISO/IEC TR 22678
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Cloud Brokers
ISO/IEC 193941

ETSITS 103 142

ISO/IEC NP TR 23187
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Cloud API's
ISOfIEC 17826

ISO/IEC 19831




Gap Analysis ST

ISO/IEC 27001,TR 23186:2018
ISO/IEC 17789
Under-development: Little
ongoing efforts

Security and privacy

controls in the Cloud Lack of practical solutions to control cloud data access
based on trust and reputation
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ISO/IEC 19941
Under-development: TR
23187

Inherent Propert|_es of The interactions between different cloud service
Cloud Computlng providers and cloud partners has not been explored
and described in detalil

GDPR

ISO/IEC 19944:2017/PDAM 1
ISO/IEC AWI 23751

ISO/IEC PDTR 23188

Data stored and

processed in the Cloud

Lack of g_]lobal regulations

Metering and Billing for

cloud service Lack of standardized and transparent metering
indicator and biIIing_] principle

1)A standardized and uniform terminology and
common description of cloud services for newly
General innovative cloud service 2) Update reference
architecture 3) The need for establishing a standard
designed to simplify SLAs.

PDTR 23613
TR 23951, DIS 22624

ISO/IEC 19086
CD 22123
ISO/IEC 19086-1
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